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About Security Reference (SC41-5302)

This book provides information about planning, setting up, managing, and auditing security on your
iSeries™ system. It describes all the features of security on the system and discusses how security features
relate to other aspects of the system, such as work management, backup and recovery, and application
design.

This book does not provide complete operational instructions for setting up security on your system. For
a step-by-step example of setting up security, consult the iSeries Information Center (see‘“Prerequisite|
|and Related Information” on page xvil) and the Tips and Tools for Securing Your iSeries, SC41-5300-07 book.
Information about planning and setting up Basic System Security and Planning can also be found in the
Information Center (see |“Prerequisite and Related Information” on page xvib.

This book does not provide complete information about planning for IBM® Lotus® Domino® users. For
Lotus Domino users, see the URL http://www.lotus.com/Ildd/doc. This Web site provides information
about IBM Lotus Notes®, Lotus Domino, and IBM Lotus Domino for iSeries. From this web site, you can
download information in Domino database (.NSF) and Adobe Acrobat (.PDF) format, search databases,
and find out how to obtain printed manuals.

This book does not contain complete information about the application programming interfaces (APIs)
that are available to access security information. This topic does not contain information about the
Internet. For information about considerations when you connect your system to the Internet see the IBM
SecureWay®: iSeries and the Internet in the information center (see|“Prerequisite and Related|
[Information” on page xvi.

For a list of related publications, see the |[Appendix H, “Related Information for iSeries Security|
[Reference,” on page 633)

Who Should Read This Book

The primary audience for this book is the security administrator.

[Chapter 9, “Auditing Security on the iSeries System,” on page 231|is intended for anyone who wants to
perform a security audit of the system.

This book assumes you are familiar with entering commands on the system. To use some of the examples
in this book, you need to know how to:

» Edit and create a control language (CL) program.
* Use a query tool, such as the Query/400 licensed program.

The information in the following chapters can help the application programmer and systems
programmers understand the relationship between security and application and system design:

Chapter 5, “Resource Security,” on page 11]]

Chapter 6, “Work Management Security,” on page 175|
Chapter 7, “Designing Security,” on page 195
Chapter 8, “Backup and Recovery of Security Information,” on page 221|
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Conventions and Terminology Used in This Book

The iSeries displays in this book can be shown as they are presented through iSeries Navigator, which is
part of iSeries Access for Windows® on the personal computer. The example displays in this book can
also be shown without iSeries Navigator available.

For more information about using iSeries Navigator, refer to the iSeries Information Center (see
[“Prerequisite and Related Information”).

Prerequisite and Related Information

Use the iSeries Information Center as your starting point for iSeries technical information.

You can access the information center in two ways:

* From the following Web site:
http://www.ibm.com/eserver/iseries/infocenter

* From the iSeries Information Center, SK3T-4091-04 CD-ROM. This CD-ROM is included with your new
iSeries hardware or IBM i5/0S software upgrade order. You can also order the CD-ROM from the IBM
Publications Center:
http://www.ibm.com/shop/publications/order

The iSeries Information Center contains new and updated iSeries information such as software and
hardware installation, Linux™", WebSphere®, Java™, high availability, database, logical partitions, CL
commands, and system application programming interfaces (APIs). In addition, it provides advisors and
finders to assist in planning, troubleshooting, and configuring your iSeries hardware and software.

With every new hardware order, you receive the iSeries Setup and Operations CD-ROM, SK3T-4098-02. This
CD-ROM contains IBM eServer iSeries Access for Windows and the EZ-Setup wizard. iSeries Access
Family offers a powerful set of client and server capabilities for connecting PCs to iSeries servers. The
EZ-Setup wizard automates many of the iSeries setup tasks.

For other related information, see the |Appendix H, “Related Information for iSeries Security Reference,”

on page 633.

How to Send Your Comments

Your feedback is important in helping to provide the most accurate and high-quality information. If you
have any comments about this book or any other iSeries documentation, fill out the readers’ comment
form at the back of this book.

» If you prefer to send comments by mail, use the readers’ comment form with the address that is
printed on the back. If you are mailing a readers’ comment form from a country or region other than
the United States, you can give the form to the local IBM branch office or IBM representative for
postage-paid mailing.

» |If you prefer to send comments by FAX, use either of the following numbers:

— United States, Canada, and Puerto Rico: 1-800-937-3430
— Other countries or regions:; 1-507-253-5192

* |f you prefer to send comments electronically, use one of these e-mail addresses:

— Comments on books:
RCHCLERK@us.ibm.com

— Comments on the iSeries information center:
RCHINFOC@us.ibm.com

Be sure to include the following information:
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* The name of the book or iSeries information center topic.
* The publication number of a book.
* The page number or topic of a book to which your comment applies.
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What's New for V5R4

The iSeries Security Reference book has changed significantly in V5R4. This section provides a brief
summary of the main changes.

From Chapter 1 to Chapter 9, many sections were changed, such as:
— The "Common Criteria (CC) Security” section was changed in Chapter 1.
— A new section called "Work with Objects by Private Authorities” was added in Chapter 4.

— A new section called "Protecting Java class files and jar files in the integrated file system” was added
in Chapter 7.

— The section of "Relationship of Object Change Date/time to Audit Records” in Chapter 9 was added.

In Appendix A, two tables called "Commands for Working with Object Authority and Auditing” and
"Security Tools for Working with Auditing” were updated.

In Appendix C, 26 new commands were added.
Appendix D contains the following additions and changes:
— A new table called the "Network Server Configuration Commands” is added.

— Many tables were changed, such as the "Image Catalog Commands” table, the "Integrated File
System Commands” table, and the "Cluster Commands” table.

In Appendix E, the following tables were updated: "Operations Common to All Object Types”,
"Operations for Library (*LIB)", "Operations for Spooled Files”, "Operations for Query Manager Form
(*QMFORM)", and "Operations for User Profile (*USRPRF)".

Appendix F contains the following conditions and changes:
— A new table called the "IM (Intrusion Monitor) Journal Entries” was added.

— Many tables were changed, such as "AF (Authority Failure) Journal Entries”, "CA (Authority
Changes) Journal Entries”, and "CO (Create Object) Journal Entries”.

In Appendix H, Notices information was updated.
Appendix G contains the following conditions and changes:

— The tables updated include "Tool Commands for Security Auditing”, "Commands for Security
Reports”, and "Values Set by the CFGSYSSEC Command”.

— The sections updated include "Options on the Security Tools Menu”, "Changing the program” in the
"What the Revoke Public Authority Command Does”, and "Values That Are Set by the Configure
System Security Command”.
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Chapter 1. Introduction to iSeries Security

The @server family of systems covers a wide range of users. A small system might have three to five
users, and a large system might have several thousand users. Some installations have all their
workstations in a single, relatively secure, area. Others have widely distributed users, including users
who connect by dialing in and indirect users connected through personal computers or system networks.

Security on the iSeries system is flexible enough to meet the requirements of this wide range of users and
situations. You need to understand the features and options available so that you can adapt them to your
own security requirements. This chapter provides an overview of the security features on the system.

System security has three important objectives:

Confidentiality:

* Protecting against disclosing information to unauthorized people.
» Restricting access to confidential information.

* Protecting against curious system users and outsiders.

Integrity:

» Protecting against unauthorized changes to data.

* Restricting manipulation of data to authorized programs.
* Providing assurance that data is trustworthy.

Availability:
» Preventing accidental changes or destruction of data.
* Protecting against attempts by outsiders to abuse or destroy system resources.

System security is often associated with external threats, such as hackers or business rivals. However,
protection against system accidents by authorized system users is often the greatest benefit of a
well-designed security system. In a system without good security features, pressing the wrong key might
result in deleting important information. System security can prevent this type of accident.

The best security system functions cannot produce good results without good planning. Security that is
set up in small pieces, without planning, can be confusing. It is difficult to maintain and to audit.
Planning does not imply designing the security for every file, program, and device in advance. It does
imply establishing an overall approach to security on the system and communicating that approach to
application designers, programmers, and system users.

As you plan security on your system and decide how much security you need, consider these questions:
» Is there a company policy or standard that requires a certain level of security?

* Do the company auditors require some level of security?

* How important is your system and the data on it to your business?

* How important is the error protection provided by the security features?

* What are your company security requirements for the future?

To facilitate installation, many of the security capabilities on your system are not activated when your
system is shipped. Recommendations are provided in this book to bring your system to a reasonable level
of security. Consider the security requirements of your own installation as you evaluate the
recommendations.
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Physical Security

Physical security includes protecting the system unit, system devices, and backup media from accidental
or deliberate damage. Most measures you take to ensure the physical security of your system are external
to the system. However, the system is equipped with a keylock that prevents unauthorized functions at
the system unit.

Note: You must order the keylock feature on some models.

Physical security is described in the Information Center (see |“Prerequisite and Related Information” on
for details).

Keylock Security

The keylock on the 940x control panel controls access to various system control panel functions. The
keylock position can be retrieved and changed under program control by using either of the following
methods:

* Retrieve IPL Attributes (QWCRIPLA) API
* Change IPL Attributes (CHGIPLA) command
This allows the remote user access to additional functions available at the control panel. For example, it

controls where the machine will IPL from and to what environment, either IBM i5/0S or Dedicated
Service Tools (DST).

The i5/0S™ system value, QRMTSRVATR, controls the remote access. This value is shipped defaulted to
off which will not allow the keylock to be overridden. The system value can be changed to allow remote
access, but does require *SECADM and *ALLOBJ special authorities to change.

Security Level

You can choose how much security you want the system to enforce by setting the security level
(QSECURITY) system value. The system offers five levels of security:

Level 10:
Level 10 is no longer supported. See [Chapter 2, “Using System Security (QSecurity) System|
[Value,” on page 7|for information about security levels (10, 20, 30, 40, and 50).

Level 20:

The system requires a user ID and password for sign-on. All users are given access to all objects.
Level 30:

The system requires a user ID and password for sign-on. The security of resources is enforced.
Level 40:

The system requires a user ID and password for sign-on. The security of resources is enforced.
Additional integrity protection features are also enforced.

Level 50:
The system requires a user ID and password for sign-on. The security of resources is enforced.
Level 40 integrity protection and enhanced integrity protection are enforced. Security level 50 is
intended for iSeries systems with high security requirements, and it is designed to meet CC
security requirements.

The system security levels are described in |Chapter 2, “Using System Security (QSecurity) System Value,”l
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System Values

System values allow you to customize many characteristics of your system. A group of system values are
used to define system-wide security settings. For example, you can specify:

* How many sign-on attempts you allow at a device.

Whether the system automatically signs off an inactive workstation.

* How often passwords need to be changed.

The length and composition of passwords.

The system values that relate to security are described in |Chapter 3, “Security System Values,” on pagel

Signing

A key component of security is integrity: being able to trust that objects on the system have not been
tampered with or altered. Your operating system software is protected by digital signatures, and now you
can reinforce integrity by signing software objects which you rely on. (For more information about using
signing to protect your system, see Tips and Tools for Securing Your iSeries.) This is particularly important if

the object has been transmitted across the Internet or stored on media which you feel might have been
modified. The digital signature can be used to detect if the object has been altered.

Digital signatures, and their use for verification of software integrity, can be managed according to your
security policies using the Verify Object Restore (QVFYOBJRST) system value, the Check Object Integrity
(CHKOBIJITG) command, and the Digital Certificate Manager tool. Additionally, you can choose to sign
your own programs (all licensed programs shipped with the iSeries are signed). DCM is described in the
Information Center (see [‘Prerequisite and Related Information” on page xvil for details).

You can restrict adding digital signatures to a digital certificate store using the Add Verifier APl and
restrict resetting passwords on the digital certificate store. System Service Tools (SST) provides a new
menu option, entitled "Work with system security” where you can restrict adding digital certificates.

Single Signon Enablement

In today’s heterogeneous networks with partitioned servers and multiple platforms, administrators must
cope with the complexities of managing identification and authentication for network users. IBM’s new
infrastructure and exploitation of iSeries helps administrators, users, and application programmers to
easily manage these identification and authentication issues.

To enable a single signon environment, IBM provides two technologies that work together to allow users
to sign in with their Windows username and password and be authenticated to iSeries systems in the
network. Network authentication service and Enterprise Identity Mapping (EIM) are the two technologies
that an administrator must configure to enable a single signon environment. Windows 2000, XP, AIX®,
and zSeries® use Kerberos protocol to authenticate users to the network. A secure, centralized server,
called a key distribution center, authenticates principals (Kerberos users) to the network.

While network authentication service allows an iSeries system to participate in that Kerberos realm, EIM
provides a mechanism for associating these Kerberos principals to a single EIM identifier that represents
that user within the entire enterprise. Other user identities, such as an i5/0S username, can also be
associated with this EIM identifier. When a user signs on to the network and accesses an iSeries system,
that user is not prompted for a userid and password. If the Kerberos authentication is successful,
applications can look up the association to the EIM identifier to find the i5/0S username. The user no
longer needs a password to iSeries applications and functions because the user is already authenticated
through the Kerberos protocol. Administrators can centrally manage user identities with EIM while
network users need only to manage one password. You can enable single signon by configuring network
authentication service and Enterprise Identity Mapping (EIM) on your iSeries system. To review a
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scenario that shows how to set up a single signon environment, see the information center topic,

Scenario: Enable single signon. (Security—>Network authentication service—>Network authentication
service scenarios—>Scenario: Enable single signon). See [‘Prerequisite and Related Information” on page|
for more information about accessing the information center.

User Profiles

Every system user has a user profile. At security level 10, the system automatically creates a profile when
a user first signs on. At higher security levels, you must create a user profile before a user can sign on.

The user profile is a powerful and flexible tool. It controls what the user can do and customizes the way
the system appears to the user. Following are descriptions of a few important security features of the user
profile:

Special authority
Special authorities determine whether the user is allowed to perform system functions, such as
creating user profiles or changing the jobs of other users.

Initial menu and initial program
The initial menu and program determine what the user sees after signing on the system. You can
limit a user to a specific set of tasks by restricting the user to an initial menu.

Limit capabilities
The limit capabilities field in the user profile determines whether the user can enter commands
and change the initial menu or initial program when signing on.

User profiles are discussed in [Chapter 4, “User Profiles,” on page 57|

Group Profiles

A group profile is a special type of user profile. You can use a group profile to define authority for a
group of users, rather than giving authority to each user individually. A group profile can own objects on
the system. You can also use a group profile as a pattern when creating individual user profiles by using
the copy profile function.

“Planning Group Profiles” on page 214 discusses using group authority. [‘Group Ownership of Objects”
on page 122| discusses what objects should be owned by group profiles. [‘Primary Group for an Object”
on page 123 discusses using primary group and primary group authority for an object.|“Copying Use[|
Profiles” on page 99| describes how to copy a group profile to create an individual user profile.

Resource Security

Resource security on the system allows you to define who can use objects and how those objects can be
used. The ability to access an object is called authority. You can specify detailed authorities, such as
adding records or changing records. Or you can use the system-defined subsets of authorities: *ALL,
*CHANGE, *USE, and *EXCLUDE.

Files, programs, and libraries are the most common objects requiring security protection, but you can
specify authority for any object on the system. Following are descriptions of the features of resource
security:

Group profiles
A group of similar users can share the same authority to use objects.

Authorization lists
Objects with similar security needs can be grouped on one list; authority can be granted to the
list rather than to the individual objects.
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Object ownership
Every object on the system has an owner. Objects can be owned by an individual user profile or
by a group profile. Correct assignment of object ownership helps you manage applications and
delegate responsibility for the security of your information.

Primary group
You can specify a primary group for an object. The primary group’s authority is stored with the
object. Using primary groups may simplify your authority management and improve authority
checking performance.

Library authority
You can put files and programs that have similar protection requirements into a library and
restrict access to that library. This is often easier than restricting access to each individual object.

Directory authority
You can use directory authority in the same way that you use library authority. You can group
objects in a directory and secure the directory rather than the individual objects.

Object authority
In cases where restricting access to a library or directory is not specific enough, you can restrict
authority to access individual objects.

Public authority
For each object, you can define what kind of access is available for any system user who does not
have any other authority to the object. Public authority is an effective means for securing
information and provides good performance.

Adopted authority
Adopted authority adds the authority of a program owner to the authority of the user running
the program. Adopted authority is a useful tool when a user needs different authority for an
object, depending on the situation.

Authority holder
An authority holder stores the authority information for a program-described database file. The
authority information remains, even when the file is deleted. Authority holders are commonly
used when converting from the System/36™, because System/36 applications often delete files
and create them again.

Field level authority
Field level authorities are given to individual fields in a database file. You can use SQL
statements to manage this authority.

Resource security is described in [Chapter 5, “Resource Security,” on page 111

Security Audit Journal

Several functions exist on the system to help you audit the effectiveness of security. In particular, the
system provides the ability to log selected security-related events in a security audit journal. Several
system values, user profile values, and object values control which events are logged.

|Chapter 9, “Auditing Security on the iSeries System,” on page 231|provides information about auditing
security.

Common Criteria (CC) Security

On August 10, 2005, IBM received Common Criteria certification of i5/0S V5R3MO0 at Evaluated
Assurance Level (EAL) 4 augmented with ALC_FLR.2 of the Controlled Access Protection Profile (CAPP),
Version 1.d, 8 October 1999. To order the evaluated system, order Common Criteria FC 1930 under
5722-SS1. Only customers who must run within a Common Criteria configuration should order this
feature number.
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The product is posted on the "Validated Products List” page at the Common Criteria Evaluation and
Validation Scheme Web site:

http://niap.nist.gov/cc-scheme/vpl/vpl_type.html

Independent Disk Pool

Independent disk pools provide the ability to group together storage that can be taken offline or brought
online independent of system data or other unrelated data. The terms independent auxiliary storage pool
(ASP) and independent disk pool are synonymous. An independent disk pool can be either switchable
among multiple systems in a clustering environment or privately connected to a single system. For V5R2,
functional changes to independent disk pools have security implications on your system. For example,
when you perform a CRTUSRPRF, you cannot create a user profile (*USRPRF) into an independent disk
pool. However, when a user is privately authorized to an object in the independent disk pool, is the
owner of an object on an independent disk pool, or is the primary group of an object on an independent
disk pool, the name of the profile is stored on the independent disk pool. If the independent disk pool is
moved to another system, the private authority, object ownership, and primary group entries will be
attached to the profile with the same name on the target system. If a profile does not exist on the target
system, a profile will be created. The user will not have any special authorities and the password will be
set to *NONE.

Independent disk pools support many library-based objects and user-defined file systems. In i5/0S V5R1,
you can use independent disk pools only with user-defined file systems. However, several objects are not
allowed on independent disk pools. For a complete list of supported and unsupported objects, see
Supported and unsupported i5/0S object types topic in the information center. (Systems
management—>Independent disk pools—>Concepts—>Restrictions and considerations—>Supported
and unsupported i5/0OS object types)
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Chapter 2. Using System Security (QSecurity) System Value

This chapter discusses the security level (QSECURITY) system value and the issues associated with it.

Overview:

Purpose:
Specify level of security to be enforced on the system.

How To:
WRKSYSVAL *SEC (Work with System Values command) or Menu SETUP, option 1
(Change System Options)

Authority:
*ALLOBJ and *SECADM

Journal Entry:
SV

Note: Before changing on a production system, read appropriate section on migrating from
one level to another.

The system offers five levels of security:

10 No system-enforced security

Note: You cannot set the system value QSECURITY to security level 10.

20 Sign-on security

30 Sign-on and resource security

40 Sign-on and resource security; integrity protection

50 Sign-on and resource security; enhanced integrity protection.

Your system is shipped at level 40, which provides sign-on and resource security and provides integrity
protection. For more information, see [‘Security Level 40” on page 11|

If you want to change the security level, use the Work with System Values (WRKSYSVAL) command. The
minimum security level you should use is 30. However, level 40 or higher is recommended. The change
takes effect the next time you perform an initial program load (IPL). compares the levels of
security on the system:

Table 1. Security Levels: Function Comparison

Function Level 20 Level 30 Level 40 Level 50
User name required to sign on. Yes Yes Yes Yes
Password required to sign on. Yes Yes Yes Yes
Password security active. Yes Yes Yes Yes
Menu and initial program security active. Yes* Yes* Yes* Yes*
Limit capabilities support active. Yes Yes Yes Yes
Resource security active. No Yes Yes Yes
Access to all objects. Yes No No No
User profile created automatically. No No No No
Security auditing capabilities available. Yes Yes Yes Yes
Programs that contain restricted instructions cannot be created Yes Yes Yes Yes

or recompiled.
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Table 1. Security Levels: Function Comparison (continued)

Function Level 20 Level 30 Level 40 Level 50
Programs that use unsupported interfaces fail at run time. No No Yes Yes
Enhanced hardware storage protection supported. No No Yes Yes
Library QTEMP is a temporary object. No No No No
*USRSPC, *USRIDX, and *USRQ objects can be created only in Yes Yes Yes Yes
libraries specified in the QALWUSRDMN system value.

Pointers used in parameters are validated for user domain No No Yes Yes
programs running in system state.

Message handling rules are enforced between system and user No No No Yes
state programs.

A program’s associated space cannot be directly modified. No No Yes Yes
Internal control blocks are protected. No No Yes Yes 2
1 When LMTCPB(*YES) is specified in the user profile.

2 At level 50, more protection of internal control blocks is enforced than at level 40. See

[Modification of Internal Control Blocks” on page 17/

The system security level determines what the default special authorities are for each user class. When
you create a user profile, you can select special authorities based on the user class. Special authorities are
also added and removed from user profiles when you change security levels.

These special authorities can be specified for a user:

*ALLOBJ
All-object special authority gives a user authority to perform all operations on objects.

*AUDIT
Audit special authority allows a user to define the auditing characteristics of the system, objects,
and system users.

*|OSYSCFG
System configuration special authority allows a user to configure input and output devices on the
system.

*JOBCTL
Job control special authority allows a user to control batch jobs and printing on the system.

*SAVSYS
Save system special authority allows a user to save and restore objects.

*SECADM
Security administrator special authority allows a user to work with user profiles on the system.

*SERVICE
Service special authority allows a user to perform software service functions on the system.

*SPLCTL
Spool control special authority allows unrestricted control of batch jobs and output queues on the
system.

You can also restrict users with *SECADM and *ALLOBJ authorities from changing this security related
system value with the CHGSYSVAL command. You can specify this restriction in the System Service
Tools (SST) with the "Work with system security” option.

Note: This restriction applies to several other system values.
For details on how to restrict changes to security system values and a complete list of the affected system
values, see|Chapter 3: "Security System Values'|
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shows the default special authorities for each user class. The entries indicate that the authority is
given at security levels 10 and 20 only, at all security levels, or not at all.

Table 2. Default Special Authorities for User Classes by Security Level

User Classes

Special

Authority *SECOFR *SECADM *PGMR *SYSOPR *USER
*ALLOBJ All 10 or 20 10 or 20 10 or 20 10 or 20
*AUDIT All

*JOSYSCFG All

*JOBCTL All 10 or 20 10 or 20 All

*SAVSYS All 10 or 20 10 or 20 All 10 or 20
*SECADM All All

*SERVICE All

*SPLCTL All

Note: The topics [*User Class” on page 63| and [‘Special Authority” on page 68 provide more information
about user classes and special authorities.

Recommendations:

Security level 30 or higher is recommended because the system does not automatically give users access
to all resources. At lower security levels, all users are given *ALLOBJ special authority.

Also, at security level 30 (or below), users are able to call system interfaces that swap to QSECOFR user
profile or allow users access to resources that they are not normally allowed to access. At security level
40, users are not allowed to directly call these interfaces; therefore, security level 40 or higher is strongly
recommended.

Security level 40 provides additional integrity protection without affecting system performance.
Applications that do not run at security level 40 have a negative effect on performance at security level
30. They cause the system to respond to domain violations.

Security level 50 is intended for systems with very high security requirements. If you run your system at
security level 50, you may notice some performance effect because of the additional checking the system
performs.

Even if you want to give all users access to all information, consider running your system at security
level 30. You can use the public authority capability to give users access to information. Using security
level 30 from the beginning gives you the flexibility of securing a few critical resources when you need to
without having to test all your applications again.

Security Level 10

At security level 10, you have no security protection; therefore, security level 10 is not recommended by
IBM. Beginning in Version 4 Release 3, you cannot set your security level to 10. If your system is
currently at level 10, your system will remain at level 10 when you install Version 4 Release 3. If you
change the system level to some other value, you cannot change it back to level 10.

When a new user signs on, the system creates a user profile with the profile name equal to the user ID
specified on the sign-on display. If the same user signs on later with a different user ID, a new user
profile is created. [Appendix B| shows the default values that are used when the system automatically
creates a user profile.
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The system performs authority checking at all levels of security. Because all user profiles created at
security level 10 are given *ALLOBJ special authority, users successfully pass almost every authority
check and have access to all resources. If you want to test the effect of moving to a higher security level,
you can remove *ALLOBJ special authority from user profiles and grant those profiles the authority to
use specific resources. However, this does not give you any security protection. Anyone can sign on with
a new user ID, and a new profile is created with *ALLOBJ special authority. You cannot prevent this at
security level 10.

Security Level 20

Level 20 provides the following security functions:

* Both user ID and password are required to sign on.

* Only a security officer or someone with *SECADM special authority can create user profiles.
* The limit capabilities value specified in the user profile is enforced.

All profiles are created with *ALLOBJ special authority at security level 20 by default. Therefore, security
level 20 is not recommended by IBM.

Changing to Level 20 from Level 10

When you change from level 10 to level 20, any user profiles that were automatically created at level 10
are preserved. The password for each user profile that was created at level 10 is the same as the user
profile name. No changes are made to the special authorities in the user profiles.

Following is a recommended list of activities if you plan to change from level 10 to level 20 after your
system has been in production:

» List all the user profiles on the system using the Display Authorized User (DSPAUTUSR) command.

 Either create new user profiles with standardized names or copy the existing profiles and give them
new, standardized names.

» Set the password to expired in each existing profile, forcing each user to assign a new password.
» Set password composition system values to prevent users from assigning trivial passwords.

+ Review the default values in [Table 143|in |Appendix B|for any changes you want to make to the profiles
automatically created at security level 10.

Changing to Level 20 from a Higher Level

When you change from a higher security level to level 20, special authorities are added to the user
profiles. By doing this, the user has, at least, the default special authority for the user class. Refer to
[Table 2 on page 9|to see how special authorities differ between level 20 and higher security levels.

Attention: When you change to level 20 from a higher security level, the system adds *ALLOBJ special
authority to every user profile. This allows users to view, change, or delete any object on the system.

Security Level 30

Level 30 provides the following security functions, in addition to what is provided at level 20:
» Users must be specifically given authority to use resources on the system.

* Only user profiles created with the *SECOFR security class are given *ALLOBJ special authority
automatically.

Changing to Level 30 from a Lower Level

When you change to security level 30 from a lower security level, the system changes all user profiles the
next time you perform an IPL. Special authorities that the user was given at 10 or 20, but didn’t have at
30 or above, are removed. Special authorities that the user was given that are not associated with their

10 iSeries Security Reference V5R4



user class are not changed. For example, *ALLOBJ special authority is removed from all user profiles
except those with a user class of *SECOFR. See[Table 2 on page g for a list of the default special
authorities and the differences between level 10 or 20 and the higher security levels.

If your system has been running applications at a lower security level, you should set up and test
resource security before changing to security level 30. Following is a recommended list of activities:

» For each application, set the appropriate authorities for application objects.
» Test each application using either actual user profiles or special test user profiles:

journal.

Remove *ALLOBJ special authority from the user profiles used for testing.

Grant appropriate application authorities to the user profiles.

Run the application using the user profiles.

Check for authority failures either by looking for error messages or by using the security audit

* When all applications run successfully with test profiles, grant the appropriate authorities for
application objects to all production user profiles.

* If the QLMTSECOFR (limit security officer) system value is 1 (Yes), users with *ALLOBJ or *SERVICE
special authority must be specifically authorized to devices at security level 30 or higher. Give these
users *CHANGE authority to selected devices, give QSECOFR *CHANGE authority to the devices, or
change the QLMTSECOFR system value to 0.

* Change the security level on your system and perform an initial program load (IPL).

If you want to change to level 30 without defining individual object authorities, make the public

authority for application objects high enough to run the application. Run application tests to make sure

no authority failures occur.

Note: See the topic|“Defining How Information Can Be Accessed” on page 112|for more information

about object authorities.

Security Level 40

Security level 40 prevents potential integrity or security risks from programs that can circumvent security
in special cases. Security level 50 provides enhanced integrity protection for installations with strict
security requirements. compares how security functions are supported at levels 30, 40, and 50.
These functions are explained in more detail in the sections that follow.

Table 3. Comparison of Security Levels 30, 40, and 50

Scenario Description Level 30 Level 40 Level 50

A program attempts to access objects using  AF journal entry * AF journal entry *; AF journal entry *;

interfaces that are not supported. operation fails. operation fails.

A program attempts to use a restricted AF journal entry * AF journal entry *; AF journal entry *;

instruction. operation fails. operation fails.

The user submitting a job does not have AF journal entry * AF journal entry *; job AF journal entry *; job

*USE authority to the user profile specified does not run. does not run.

in the job description.

A user attempts default sign-on without a AF journal entry * AF journal entry *; AF journal entry *;

user ID and a password. sign-on is not sign-on is not
successful. successful.

A *USER state program attempts to write to
the system area of disk that is defined as
read-only or no access.

Attempt may succeed. AF journal entry; 2 AF journal entry; -

operation fails. 2 operation fails. 2

2
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Table 3. Comparison of Security Levels 30, 40, and 50 (continued)

Scenario Description Level 30 Level 40 Level 50
An attempt is made to restore a program No validation is No validation is No validation is
that does not have a validation value. 3 performed. Program  performed. Program  performed. Program

must be retranslated must be retranslated must be retranslated
before it can be used. before it can be used. before it can be used.

An attempt is made to restore a program Program validation is Program validation is Program validation is
that has a validation value. performed. performed. performed.

An attempt is made to change a program’s  Attempt is successful.  AF journal entry;* 2 AF journal entry;*> 2
associated space. operation fails.? operation fails.?

An attempt is made to change a job’s Attempt is successful. AF journal entry;** 2 AF journal entry;* 2
address space. operation fails.? operation fails.?

A user state program attempts to call or Attempt is successful. AF journal entry;> 2 AF journal entry;> 2
transfer control to a system domain program. operation fails.? operation fails.?

An attempt is made to create a user domain  Operation fails. Operation fails. Operation fails.

object of type *USRSPC, *USRIDX, or *USRQ

in a library not included in the

QALWUSRDMN system value.

A user state program sends an exception Attempt is successful.  Attempt is successful. Operation fails.
message to a system state program that is

not immediately above it in the program

stack.

A parameter is passed to a user domain Attempt is successful. Parameter validation = Parameter validation

program running in the system state. is performed. is performed.

An IBM*-supplied command is changed to ~ Attempt is successful. ~AF journal entry;* **  AF journal entry;> 2 4

run a different program using the CHGCMD operation fails.> * operation fails.> *

command. The command is changed again

to run the original IBM-supplied program,

which is a system domain program. A user

attempts to run the command.

* An authority failure (AF) type entry is written to the audit (QAUDJRN) journal, if the auditing function is
active. See for more information about the audit function.

2 If the processor supports enhanced hardware storage protection.

s Programs created before Version 1 Release 3 do not have a validation value.

4 When you change an IBM-supplied command, it can no longer call a system domain program.

If you use the auditing function at lower security levels, the system logs journal entries for most of the
actions shown in[Table 3 on page 11} except those detected by the enhanced hardware protection function.
You receive warnings in the form of journal entries for potential integrity violations. At level 40 and
higher, integrity violations cause the system to fail the attempted operation.

Preventing the Use of Unsupported Interfaces

At security level 40 and higher, the system prevents attempts to directly call system programs not
documented as call-level interfaces. For example, directly calling the command processing program for
the SIGNOFF command fails.

The system uses the domain attribute of an object and the state attribute of a program to enforce this
protection:

e Domain:

Every object belongs to either the *SYSTEM domain or the *USER domain. *SYSTEM domain objects
can be accessed only by *SYSTEM state programs or by *INHERIT state programs that are called by
*SYSTEM state programs.
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You can display the domain of an object by using the Display Object Description (DSPOBJD) command
and specifying DETAIL(*FULL). You can also use the following commands:

— Display Program (DSPPGM) to display the domain of a program
— Display Service Program (DSPSRVPGM) to display the domain of a service program
e State:

Programs are either *SYSTEM state, *INHERIT state, or *USER state. The *USER state programs can

directly access only *USER domain objects. Objects that are *SYSTEM domain can be accessed using

the appropriate command or application programming interface (API). The *SYSTEM and *INHERIT
states are reserved for IBM-supplied programs.

You can display the state of a program using the Display Program (DSPPGM) command. You can
display the state of a service program using the Display Service Program (DSPSRVPGM) command.

shows the domain and state access rules:

Table 4. Domain and State Access

Object Domain

Program State *USER *SYSTEM
*USER YES NO *
*SYSTEM YES YES

: A domain or state violation causes the operation to fail at security level 40 and higher. At all security levels,

an AF type entry is written to the audit journal if the auditing function is active.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *PGMFAIL, an authority
failure (AF) entry, violation type D or R, is written to the QAUDJRN journal when an attempt is made to
use an unsupported interface.

Protecting Job Descriptions

If a user profile name is used as the value for the User field in a job description, any jobs submitted with
the job description can be run with attributes taken from that user profile. An unauthorized user might
use a job description to violate security by submitting a job to run under the user profile specified in the
job description.

At security level 40 and higher, the user submitting the job must have *USE authority to both the job
description and the user profile specified in the job description, or the job fails. At security level 30, the
job runs if the submitter has *USE authority to the job description.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *AUTFAIL, an AF entry,
violation type J, is written to the QAUDJRN journal when a user submits a job and is not authorized to
the user profile in a job description.

Signing On without a User ID and Password

At security level 30 and below, signing on by pressing the Enter key without a user ID and password is
possible with certain subsystem descriptions. At security level 40 and higher, the system stops any
attempt to sign on without a user ID and password. See the topic [“Subsystem Descriptions” on page 181
for more information about security issues associated with subsystem descriptions.

Journal Entry:
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If the auditing function is active and the QAUDLVL system value includes *AUTFAIL, an AF entry,
violation type S is written to the QAUDJRN journal when a user attempts to sign on without entering a
user 1D and password and the subsystem description allows it. (The attempt fails at security level 40 and
higher.)

Enhanced Hardware Storage Protection
Enhanced hardware storage protection allows blocks of system information located on disk to be defined

as read-write, read-only, or no access. At security level 40 and higher, the system controls how *USER
state programs access these protected blocks. This support is not available at security levels less than 40.

Enhanced hardware storage protection is supported on all iSeries models, except the following models:
« All B models

* All C models

* D models: 9402 D04, 9402 D06, 9404 D10, and 9404 D20.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *PGMFAIL, an AF entry,
violation type R, is written to the QAUDJRN journal when a program attempts to write to an area of disk
protected by the enhanced hardware storage protection feature.

Protecting a Program’s Associated Space

At security level 40 and higher, a user state program cannot directly change the associated space of a
program object.

Protecting a Job’s Address Space

At security level 50, a user state program cannot obtain the address for another job on the system.
Therefore, a user state program cannot directly manipulate objects associated with another job.

Validating Parameters

Interfaces to the operating system are system state programs in user domain. In other words, they are
programs that can be called directly by a user. When parameters are passed between user state and
system state programs, those parameters must be checked to prevent any unexpected values from
jeopardizing the integrity of the operating system.

When you run your system at security level 40 or 50, the system specifically checks every parameter
passed between a user state program and a system state program in the user domain. This is required for
your system to separate the system and user domain, and to meet the requirements of a Common
Criteria level of security. You may notice some performance effect because of this additional checking.

Validation of Programs Being Restored

When a program is created, the iSeries system calculates a validation value, which is stored with the
program. When the program is restored, the validation value is calculated again and compared to the
validation value that is stored with the program. If the validation values do not match, the actions taken
by the system are controlled by the QFRCCVNRST and QALWOBJRST system values.

In addition to a validation value, a program may optionally have a digital signature that can be verified
on restore. Any system actions related to digital signatures are controlled by the QVFYOBJRST and
QFRCCVNRST system values. The three system values, Verify Object on Restore (QVFYOBJRST), Force
Conversion on Restore (QFRCCVNRST) and Allow Object Restore (QALWOBJRST), act as a series of
filters to determine whether a program will be restored without change, whether it will be re-created
(converted) as it is restored, or whether it will not be restored to the system.
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The first filter is QVFYOBIJRST system value. It controls the restore operation on some objects that can be
digitally signed. After an object is successfully checked and is validated by this system value, the object
proceeds to the second filter, QFRCCVNRST system value. This system value allows you to specify
whether to convert programs, service programs, or module objects during a restore operation. This
system value also prevents certain objects from being restored. Only when the objects have passed the
first two filters do they proceed to the final filter, QALWOBJRST system value. This system value controls
whether objects with security sensitive attributes can be restored.

Programs created for the iSeries can contain information that allows the program to be re-created at
restore time, without requiring the program source. Programs created for iSeries Version 5, Release 1 and
later contain the information needed for re-creation even when the observability of the program is
removed. Programs created for releases before Version 5, Release 1 can only be re-created at restore time
if the observable information of the program has not been deleted.

Each of these system values are described in the Chapter 3, "Security System Values” in the section,
entitled [Security-Related Restore System Values|

Changing to Security Level 40

Make sure that all your applications run successfully at security level 30 before migrating to level 40.
Security level 30 gives you the opportunity to test resource security for all your applications. Use the
following procedure to migrate to security level 40:

1. Activate the security auditing function, if you have not already done so. The topic
[Security Auditing” on page 258 gives complete instructions for setting up the auditing function.

2. Make sure the QAUDLVL system value includes *AUTFAIL and *PGMFAIL. *PGMFAIL logs journal
entries for any access attempts that violate the integrity protection at security level 40.

3. Monitor the audit journal for *AUTFAIL and *PGMFAIL entries while running all your applications at
security level 30. Pay particular attention to the following reason codes in AF type entries:

Restriction (blocked) instruction violation

Object validation failure

Job-description and user-profile authorization failure

B

C

D Unsupported interface (domain) violation

J

R Attempt to access protected area of disk (enhanced hardware storage protection)
S

Default sign-on attempt

These codes indicate the presence of integrity exposures in your applications. At security level 40,
these programs fail.

4. If you have any programs that were created before Version 1 Release 3, use the CHGPGM command
with the FRCCRT parameter to create validation values for those programs. At security level 40, the
system translates any program that is restored without a validation value. This can add considerable
time to the restore process. See the topic [“Validation of Programs Being Restored” on page 14|for
more information about program validation.

Note: Restore program libraries as part of your application test. Check the audit journal for validation
failures.

5. Based on the entries in the audit journal, take steps to correct your applications and prevent program
failures.

6. Change the QSECURITY system value to 40 and perform an IPL.
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Disabling Security Level 40

After changing to security level 40, you may find you need to move back to level 30 temporarily. For
example, you may need to test new applications for integrity errors. Or, you may discover you did not
test well enough before changing to security level 40.

You can change from security level 40 to level 30 without jeopardizing your resource security. No changes
are made to special authorities in user profiles when you move from level 40 to level 30. After you have
tested your applications and resolved any errors in the audit journal, you can move back to level 40.

Attention: If you move from level 40 to level 20, some special authorities are added to all user profiles.
(See |Tab|e 2 on page 9|) This removes resource security protection.

Security Level 50

Security Level 50 is designed to meet some of the requirements defined by the Controlled Access
Protection Profile (CAPP) for Common Criteria (CC) compliance. It provides enhanced integrity
protection in addition to what is provided by security level 40.

These security functions are included for security level 50. They are described in the topics that follow:
* Restricting user domain object types (*USRSPC, *USRIDX, and *USRQ)

* Restricting message handling between user and system state programs

* Preventing modification of all internal control blocks

Restricting User Domain Objects

Most objects are created in the system domain. When you run your system at security level 40 or 50,
system domain objects can be accessed only by using the commands and APIs provided.

These object types can be either system or user domain:
» User space (*USRSPC)

* User index (*USRIDX)

* User queue (*USRQ)

Objects of type *USRSPC, *USRIDX, and *USRQ in user domain can be manipulated directly without
using system-provided APls and commands. This allows a user to access an object without creating an
audit record.

Note: Objects of type *PGM, *SRVPGM and *SQLPKG can also be in the user domain. Their contents
cannot be manipulated directly, and they are not affected by the restrictions.

At security level 50, a user must not be permitted to pass security-relevant information to another user
without the ability to write an audit record. To enforce this:

* At security level 50, no job can get addressability to the QTEMP library for another job. Therefore, if
user domain objects are stored in the QTEMP library, they cannot be used to pass information to
another user.

» To provide compatibility with existing applications that use user domain objects, you can specify
additional libraries in the QALWUSRDMN system value. The QALWUSRDMN system value is
enforced at all security levels. See [‘Allow User Domain Objects (QALWUSRDMN)” on page 21| for
more information.

Restricting Message Handling

Messages sent between programs provide the potential for integrity exposures. The following applies to
message handling at security level 50:
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« Any user state program can send a message of any type to any other user state program.
« Any system state program can send a message of any type to any user or system state program.
A user state program can send a non-exception message to any system state program.

» A user state program can send an exception type message (status, notify, or escape) to a system state
program if one of the following is true:

— The system state program is a request processor.
— The system state program called a user state program.

Note: The user state program sending the exception message does not need to be the program
called by the system state program. For example, in this program stack, an exception message
can be sent to Program A by Program B, C, or D:

Program A System state
Program B User state
Program C User state
Program D User state

* When a user state program receives a message from an external source (*EXT), any pointers in the
message replacement text are removed.

Preventing Modification of Internal Control Blocks

At security level 40 and higher, some internal control blocks, such as the work control block, cannot be
modified by a user state program.

At security level 50, no system internal control blocks can be modified. This includes the open data path
(ODP), the spaces for CL commands and programs, and the S/36 environment job control block.

Changing to Security Level 50

Most of the additional security measures that are enforced at security level 50 do not cause audit journal
entries at lower security levels. Therefore, an application cannot be tested for all possible integrity error
conditions before changing to security level 50.

The actions that cause errors at security level 50 are uncommon in normal application software. Most
software that runs successfully at security level 40 also runs at security level 50.

If you are currently running your system at security level 30, complete the steps described in|“Changing
[to Security Level 40” on page 15/ to prepare for changing to security level 50.

If you are currently running your system at security level 30 or 40, do the following to prepare for
security level 50:

* Evaluate setting the QALWUSRDMN system value. Controlling user domain objects is important to
system integrity. See |“Restricting User Domain Objects” on page 16.|

» Recompile any COBOL programs that assign the device in the SELECT clause to WORKSTATION if the
COBOL programs were compiled using a pre-V2R3 compiler.

* Recompile any S/36 environment COBOL programs that were compiled using a pre-V2R3 compiler.

+ Recompile any RPG/400® or System/38™ environment RPG* programs that use display files if they
were compiled using a pre-V2R2 compiler.

You can go directly from security level 30 to security level 50. Running at security level 40 as an
intermediate step does not provide significant benefits for testing.
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If you are currently running at security level 40, you can change to security level 50 without extra testing.
Security level 50 cannot be tested in advance. The additional integrity protection that is enforced at
security level 50 does not produce error messages or journal entries at lower security levels.

Disabling Security Level 50

After changing to security level 50, you may find you need to move back to security level 30 or 40
temporarily. For example, you may need to test new applications for integrity errors. Or, you may
discover integrity problems that did not appear at lower security levels.

You can change from security level 50 to level 30 or 40 without jeopardizing your resource security. No
changes are made to special authorities in user profiles when you move from level 50 to level 30 or 40.
After you have tested your applications and resolved any errors in the audit journal, you can move back
to level 50.

Attention: If you move from level 50 to level 20, some special authorities are added to all user profiles.
This removes resource security protection. (See |Tab|e 2 on page 9|)
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Chapter 3. Security System Values

This chapter describes the system values that control security on your system. System values allow you
to customize many characteristics of your system. A group of system values are used to define
system-wide security settings.

You can restrict users from changing the security-related system values. System service tools (SST) and
dedicated service tools (DST) provide an option to lock these system values. By locking the system
values, you can prevent even a user with *SECADM and *ALLOBJ authority from changing these system
values with the CHGSYSVAL command. In addition to restricting changes to these system values, you
can also restrict adding digital certificates to digital certificate store with the Add Verifier API and restrict
password resetting on the digital certificate store.

Note: If you lock the security-related system values and need to perform a restore operation as part of a
system recovery, be aware that you need to unlock the system values to complete the restore
operation. This ensures that the system values are free to be changed during the IPL.

The following system values can be restricted by using the lock option:

Table 5. System values that can be locked

QALWIOBITP QAUTORMT QLMTDEVSSN QPWDMAXLEN QSCANFS
QALWOBJRST QAUTOVRT QLMTSECOFR QPWDMINLEN QSCANFSCTL
QALWUSRDMN QCRTAUT QMAXSGNACN QPWDPOSDIF QSECURITY
QAUDCTL QCRTOBJAUD QMAXSIGN QPWDRQDDGT QSHRMEMCTL
QAUDENACN QDEVRCYACN QPWDEXPITV QPWDRQDDIF QUSEADPAUT
QAUDFRCLVL QDSPSGNINF QPWDLMTAIC QPWDVLDPGM QVFYOBJRST
QAUDLVL QDSCIOBITV QPWDLMTCHR QRETSVRSEC

QAUDLVL? QFRCCVNRST QPWDLMTREP QRMTSIGN

QAUTOCFG QINACTMSGQ QPWDLVL QRMTSRVATR

You can use system service tools (SST) or dedicated service tools (DST) to lock and unlock the
security-related system values. However, you must use DST if you are in recovery mode because SST is
not available during this mode. Otherwise, use SST to lock or unlock the security-related system values.

To lock or unlock security-related system values with the Start System Service Tools (STRSST) command,
follow these steps:

Note: You must have a service tools user ID and password to lock or unlock the security-related system
values.

Open a character-based interface.

On the command line, type STRSST.

Type your service tools user ID and password.
Select option 7 (Work with system security).

Type 1 to unlock security-related system values or 2 to lock security-related system values in the
Allow system value security changes parameter.

a s wDdhPRE

To lock or unlock security-related system values using dedicated service tools (DST) during an attended
IPL of a system recovery, follow these steps:
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1. From the IPL or Install the System display, select option 3 (Use Dedicated Service Tools).

Note: This step assumes that you are in recovery mode and are performing an attended IPL.
2. Sign on to DST using your service tools user ID and password.
3. Select option 13 (Work with system security).

4. Type 1 to unlock security-related system values or 2 to lock security-related system values in the
Allow system value security changes parameter.

The following sections discuss specific security system values. For information about the security-related
system values that you can lock, see their corresponding sections:

* |General security system values|
 [Security-related system values|

* |Security-related restore system values|
» |System values that apply to passwordsl
« [System values that control auditing|

General Security System Values

Overview:

Purpose:
Specify system values that control security on the system.

How To:
WRKSYSVAL *SEC (Work with System Values command)

Authority:
*ALLOBJ and *SECADM

Journal Entry:
SV

Note: Changes take effect immediately. IPL is required only when changing the security
level (QSECURITY system value) or password level (QPWDLVL system value).

Following are the general system values that control security on your system:

QALWUSRDMN
Allow user domain objects in the libraries

QCRTAUT
Create default public authority

QDSPSGNINF
Display sign-on information

QFRCCVNRST
Force conversion on restore

QINACTITV
Inactive job time-out interval

QINACTMSGQ
Inactive job message queue

QLMTDEVSSN
Limit device sessions

QLMTSECOFR
Limit security officer
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QMAXSIGN
Maximum sign-on attempts

QMAXSGNACN
Action when maximum sign-on attempts exceeded

QRETSVRSEC
Retain Server Security

QRMTSIGN
Remote sign-on requests

QSCANFS
Scan file systems

QSCANFSCTL
Scan file systems control

QSECURITY
Security level

QSHRMEMCTL
Shared memory control

QUSEADPAUT
Use Adopted Authority

QVFYOBJRST
Verify object on restore

Descriptions of these system values follow. The possible choices are shown. The choices that are
underlined are the system-supplied defaults. For most system values, a recommended choice is listed.

Allow User Domain Objects (QALWUSRDMN)

The QALWUSRDMN system value specifies which libraries are allowed to contain user domain objects of
type *USRSPC, *USRIDX, and *USRQ. The restriction does not apply to user domain objects of type
*PGM, *SRVPGM, and *SQLPKG. Systems with high security requirements require the restriction of user
*USRSPC, *USRIDX, *USRQ objects. The system cannot audit the movement of information to and from
user domain objects.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 6. Possible Values for the QALWUSRDMN System Value:

*ALL User domain objects are allowed in all libraries and directories on the system.
*DIR User domain objects are allowed in all directories on the system.
library- name The names of up to 50 libraries that can contain user domain objects of type

*USRSPC, *USRIDX, and *USRQ. If individual libraries are listed, the library
QTEMP must be included in the list.

Recommended Value: For most systems, the recommended value is *ALL. If your system has a high
security requirement, you should allow user domain objects only in the QTEMP library. At security level
50, the QTEMP library is a temporary object and cannot be used to pass confidential data between users.

Some systems have application software that relies on object types *USRSPC, *USRIDX, or *USRQ. For
those systems, the list of libraries for the QALWUSRDMN system value should include the libraries that
are used by the application software. The public authority of any library placed in QALWUSRDMN,
except QTEMP, should be set to *EXCLUDE. This limits the number of users that may use MI interface,
that cannot be audited, to read or change the data in user domain objects in these libraries.
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Note: If you run the Reclaim Storage (RCLSTG) command, user domain objects may need to be moved
in and out of the QRCL (reclaim storage) library. To run the RCLSTG command successfully, you
may need to add the QRCL library to the QALWUSRDMN system value. To protect system
security, set the public authority to the QRCL library to *EXCLUDE. Remove the QRCL library
from the QALWUSRDMN system value when you have finished running the RCLSTG command.

Authority for New Objects (QCRTAUT)

The QCRTAUT system value is used to determine the public authority for a newly created object if the
following conditions are met:

* The create authority (CRTAUT) for the library of the new object is set to *SYSVAL.
* The new object is created with public authority (AUT) of *LIBCRTAUT.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 7. Possible Values for the QCRTAUT System Value:

*CHANGE The public can change newly created objects.

*USE The public may view, but not change, newly created objects.
*ALL The public may perform any function on new objects.
*EXCLUDE The public is not allowed to use new objects.

Recommended Value:
*CHANGE

The QCRTAUT system value is not used for objects created in directories in the enhanced file system.

Attention: Several IBM-supplied libraries, including QSYS, have a CRTAUT value of *SYSVAL. If you
change the QCRTAUT system value to something other than *CHANGE, you may encounter problems
with signing on at new or automatically created devices. To avoid these problems when you change
QCRTAUT to something other than *CHANGE, you should ensure that all device descriptions and their
associated message queues have a PUBLIC authority of *CHANGE. One way to accomplish this is to
change the CRTAUT value for library QSYS to *CHANGE from *SYSVAL.

Display Sign-On Information (QDSPSGNINF)

The QDSPSGNINF system value determines whether the Sign-on Information display is shown after
signing on. The Sign-on Information display shows:

» Date of last sign-on
* Any sign-on attempts that were not valid
* The number of days until the password expires (if the password is due to expire in 7 days or less)

4 N
Sign-on Information
System:
Previous sign-on . . . . . . . . . . . . . : 10/30/91 14:15:00
Sign-on attempts not valid . . . . . .. . : 3
Days until password expires . . . . .. . : 5

J

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.
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Table 8. Possible Values for the QDSPSGNINF System Value:
Display is not shown.

0
1 Display is shown.

Recommended Value: 1 (Display is shown) is recommended so users can monitor attempted use of their
profiles and know when a new password is needed.

Note: Display sign-on information can also be specified in individual user profiles.

Inactive Job Time-Out Interval (QINACTITV)

The QINACTITV system value specifies in minutes how long the system allows a job to be inactive
before taking action. A workstation is considered inactive if it is in display wait (DSPW) status, or if it is
waiting for message input with no user interaction. Some examples of user interaction are:

» Using the Enter key
» Using the paging function
» Using function keys
* Using the Help key

Emulation sessions through iSeries Access are included. Local jobs that are signed on to a remote system
are excluded. Jobs that are connected by file transfer protocol (FTP) are excluded. Before Version 4,
Release 2, telnet jobs were also excluded. To control the time-out of FTP connections, change the
INACTTIMO parameter on the Change FTP Attribute (CHGFTPA) command. To control the time-out of
telnet sessions before V4R2, use the Change Telnet Attribute (CHGTELNA) command.

Following are examples of how the system determines which jobs are inactive:

* A user uses the system request function to start a second interactive job. A system interaction, such as
the Enter key, on either job causes both jobs to be marked as active.

* A iSeries Access job may appear inactive to the system if the user is performing PC functions such as
editing a document without interacting with the iSeries system.

The QINACTMSGQ system value determines what action the system takes when an inactive job exceeds
the specified interval.

When the system is started, it checks for inactive jobs at the interval specified by the QINACTITV system
value. For example, if the system is started at 9:46 in the morning and the QINACTITV system value is
30 minutes, it checks for inactive jobs at 10:16, 10:46, 11:16, and so on. If it discovers a job that has been
inactive for 30 minutes or more, it takes the action specified by the QINACTMSGQ system value. In this
example, if a job becomes inactive at 10:17, it will not be acted on until 11:16. At the 10:46 check, it has
been inactive for only 29 minutes.

The QINACTITV and QINACTMSGQ system values provide security by preventing users from leaving
inactive workstations signed on. An inactive workstation might allow an unauthorized person access to
the system.

Table 9. Possible Values for the QINACTITV System Value:

*NONE: The system does not check for inactive jobs.

interval-in-minutes Specify a value of 5 through 300. When a job has been inactive for that number
of minutes, the system takes the action specified in QINACTMSGQ.

Recommended Value: 60 minutes.
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Inactive Job Time-Out Message Queue (QINACTMSGQ)

The QINACTMSGQ system value specifies what action the system takes when the inactive job time-out
interval for a job has been reached.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 10. Possible Values for QINACTMSGQ System Value:

*ENDJOB Inactive jobs are ended. If the inactive job is a group job,* all jobs associated with
the group are also ended. If the job is part of a secondary job,* both jobs are
ended. The action taken by *ENDJOB is equal to running the command ENDJOB
JOB(name) OPTION (*IMMED) ADLINTJOBS(*ALL) against the inactive job.

*DSCJOB The inactive job is disconnected, as are any secondary or group jobs* associated
with it. The disconnected job time-out interval (QDSCJOBITV) system value
controls whether the system eventually ends disconnected jobs. See
[“Disconnected Job Time-Out Interval (QDSCJOBITV)” on page 33|for more
information.

Attention: The system cannot disconnect some jobs, such as PC Organizer and
PC text-assist function (PCTA). If the system cannot disconnect an inactive job, it
ends the job instead.

message-queue-name Message CP11126 is sent to the specified message queue when the inactive job
time-out interval is reached. This message states: Job &3/&2/&1; has not been
active.

The message queue must exist before it can be specified for the QINACTMSGQ
system value. This message queue is automatically cleared during an IPL. If you
assign QINACTMSGQ as the user’s message queue, all messages in the user’s
message queue are lost during each IPL.

1 The Work Management book describes group jobs and secondary jobs.

Recommended Value: *DSCJOB unless your users run iSeries Access jobs. Using *DSCJOB when some
iSeries Access jobs are running is the equivalent of ending the jobs. It can cause significant loss of
information. Use the message-queue option if you have the iSeries Access licensed program. The CL
Programming book shows an example of writing a program to handle messages.

Using a Message Queue: A user or a program can monitor the message queue and take action as needed,
such as ending the job or sending a warning message to the user. Using a message queue allows you to
make decisions about particular devices and user profiles, rather than treating all inactive devices in the
same way. This method is recommended when you use the iSeries Access licensed program.

If a workstation with two secondary jobs is inactive, two messages are sent to the message queue (one for
each secondary job). A user or program can use the End Job (ENDJOB) command to end one or both
secondary jobs. If an inactive job has one or more group jobs, a single message is sent to the message
queue. Messages continue to be sent to the message queue for each interval that the job is inactive.

Limit Device Sessions (QLMTDEVSSN)

The QLMTDEVSSN system value specifies whether a user is allowed to be sighed on to more than one
device at a time. This value does not restrict the System Request menu or a second sign-on from the same
device. If a user has a disconnected job, the user is allowed to sign on to the system with a new device
session.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.
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Table 11. Possible Values for the QLMTDEVSSN System Value:
0 The system allows an unlimited number of sign-on sessions.

1 Users are limited to one device session.

Recommended Value: 1 (Yes) because limiting users to a single device reduces the likelihood of sharing
passwords and leaving devices unattended.

Note: Limiting device sessions can also be specified in individual user profiles.

Limit Security Officer (QLMTSECOFR)

The QLMTSECOFR system value controls whether a user with all-object (*ALLOBJ) or service (*SERVICE)
special authority can sign on to any workstation. Limiting powerful user profiles to certain
well-controlled workstations provides security protection.

The QLMTSECOFR system value is only enforced at security level 30 and higher. |“Workstations” on page|
provides more information about the authority required to sign on at a workstation.

You can always sign on at the console with the QSECOFR, QSRV, and QSRVBAS profiles, no matter how
the QLMTSECOFR value is set.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 12. Possible Values for the QLMTSECOFR System Value:

1 A user with *ALLOBJ or *SERVICE special authority can sign on at a
workstation only if that user is specifically authorized (that is, given *CHANGE
authority) to the workstation or if user profile QSECOFR is authorized (given
*CHANGE authority) to the workstation. This authority cannot come from
public authority.

0 Users with *ALLOBJ or *SERVICE special authority can sign on at any
workstation for which they have *CHANGE authority. They can receive
*CHANGE authority through private or public authority or because they have
*ALLOBJ special authority.

Recommended Value: 1 (Yes).

Maximum Sign-On Attempts (QMAXSIGN)

The QMAXSIGN system value controls the number of consecutive sign-on attempts that are not correct
by local and remote users. Incorrect sign-on attempts can be caused by a user ID that is not correct, a
password that is not correct, or inadequate authority to use the workstation.

When the maximum number of sign-on attempts is reached, the QMAXSGNACN system value is used to
determine the action to be taken. A CPF1393 message is sent to the QSYSOPR message queue (and
QSYSMSG message queue if it exists in library QSYS) to notify the security officer of a possible intrusion.

If you create the QSYSMSG message queue in the QSYS library, messages about critical system events are
sent to that message queue as well as to QSYSOPR. The QSYSMSG message queue can be monitored
separately by a program or a system operator. This provides additional protection of your system
resources. Critical system messages in QSYSOPR are sometimes missed because of the volume of
messages sent to that message queue.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.
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Table 13. Possible Values for the QMAXSIGN System Value:

3 A user can try to sign on a maximum of 3 times.

*NOMAX The system allows an unlimited number of incorrect sign-on attempts. This gives
a potential intruder unlimited opportunities to guess a valid user ID and
password combination.

limit Specify a value from 1 through 25. The recommended number of sign-on
attempts is three. Typically, three attempts are enough to correct typing errors
but low enough to help prevent unauthorized access.

Recommended Value: 3.

Action When Sign-On Attempts Reached (QMAXSGNACN)

The QMAXSGNACN system value determines what the system does when the maximum number of
sign-on attempts is reached at a workstation.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 14. Possible Values for the QMAXSGNACN System Value:

Disable both the user profile and device.
Disable the device only.

Disable the user profile only.

N W

The system disables a device by varying it off. The device is disabled only if the sign-on attempts that are
not valid are consecutive on the same device. One valid sign-on resets the count of incorrect sign-on
attempts for the device.

The system disables a user profile by changing the Status parameter to *DISABLED. The user profile is
disabled when the number of incorrect sign-on attempts for the user reaches the value in the QMAXSIGN
system value, regardless of whether the incorrect sign-on attempts were from the same or different
devices. One valid sign-on resets the count of incorrect sign-on attempts in the user profile.

If you create the QSYSMSG message queue in QSYS, the message sent (CPF1397) contains the user and
device name. Therefore, it is possible to control the disabling of the device based on the device being
used.

[“Maximum Sign-On Attempts (QMAXSIGN)” on page 25| provides more information about the
QSYSMSG message queue.

If the QSECOFR profile is disabled, you may sign on as QSECOFR at the console and enable the profile.
If the console is varied off and no other user can vary it on, you must IPL the system to make the console
available.

Recommended Value: 3.

Retain Server Security (QRETSVRSEC)

QRETSVRSEC system value determines whether decryptable authentication information associated with
user profiles or validation list (*VLDL) entries can be retained on the host system. This does not include
the iSeries user profile password.

If you change the value from 1 to 0, the system disables access to the authentication information. If you
change the value back to 1, the system reenables access to the authentication information.
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The authentication information can be removed from the system by setting the QRETSVRSEC system
value to 0 and running the CLRSVRSEC (Clear Server Security Data) command. If you have a large
number of user profiles or validation lists on your system the CLRSVRSEC command may run for an
extensive period of time.

The encrypted data field of a validation list entry is typically used to store authentication information.
Applications specify whether to store the encrypted data in a decryptable or non-decryptable form. If the
applications choose a decryptable form and the QRETSVRSEC value is changed from 1 to 0, the
encrypted data field information is not accessible from the entry. If the encrypted data field of a
validation list entry is stored in a non-decryptable from, it is not affected by the QRETSVRSEC system
value.

Note: This system value is a restricted value. See |Chapter 3: "Security System Values”| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 15. Possible Values for the QRETSVRSEC System Value:
0 Server security data is not retained.

1 Server security data is retained.

Recommended Value: 0.

Remote Sign-On Control (QRMTSIGN)

The QRMTSIGN system value specifies how the system handles remote sign-on requests. Examples of
remote sign-on are display station pass-through from another system, the workstation function of the
iSeries Access licensed program, and TELNET access.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 16. Possible Values for the QRMTSIGN System Value:

*FRCSIGNON Remote sign-on requests must go through the normal sign-on process.

*SAMEPRF When the source and target user profile names are the same, the sign-on display
may be bypassed if automatic sign-on is requested. Password verification occurs
before the target pass-through program is used. If a password that is not valid is
sent on an automatic sign-on attempt, the pass-through session always ends and
an error message is sent to the user. However, if the profile names are different,
*SAMEPRF indicates that the session ends with a security failure even if the user
entered a valid password for the remote user profile.

The sign-on display appears for pass-through attempts not requesting automatic
sign-on.

*VERIFY The *VERIFY value allows you to bypass the sign-on display of the target
system if valid security information is sent with the automatic sign-on request. If
the password is not valid for the specified target user profile, the pass-through
session ends with a security failure.

If the target system has a QSECURITY value of 10, any automatic sign-on
request is allowed.

The sign-on display appears for pass-through attempts not requesting automatic

sign-on.
*REJECT No remote sign-on is permitted.
For TELNET access, there is no action for *REJECT.
program-name library-name The program specified runs at the start and end of every pass-through session.

Recommended Value: *REJECT if you do not want to allow any pass-through or iSeries Access access. If
you do allow pass-through or iSeries Access access, use *FRCSIGNON or *SAMEPRF.
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The Remote Work Station Support book contains detailed information about the QRMTSIGN system value.
It also contains the requirements for a remote sign-on program and an example.

Scan File Systems (QSCANFS)

The Scan File Systems (QSCANEFS) system value allows you the option to specify the integrated file
system in which objects will be scanned. For example, you can use this option to scan for a virus.
Integrated file system scanning is enabled when exit programs are registered with any of the integrated
file system scan-related exit points.

The QSCANTFS system value specifies the integrated file systems in which objects will be scanned when
exit programs are registered with any of the integrated file system scan-related exit points.

The integrated file system scan-related exit points are:
*+ QIBM_QPOL_SCAN_OPEN — [Integrated File System Scan on Open Exit]
+ QIBM_QPOL_SCAN_CLOSE — [Integrated File System Scan on Close Exit]

For more information about integrated file systems, see the |integrated file system|topic.

Table 17. Possible Values for the QSCANFS System Value:

*NONE No integrated file system objects will be scanned.

*ROOTOPNUD Objects of type *STMF that are in *TYPE2 directories in the "root” (/), QOpenSys,
and user-defined file systems will be scanned.

Recommended Value: The recommended value is * ROOTOPNUD so that the "root” (/), QOpenSys and
user-defined file systems are scanned when anyone registers exit programs with the integrated file system
scan-related exit points.

For related information, see the [‘Scan File Systems Control (QSCANFSCTL)"| topic.

Scan File Systems Control (QSCANFSCTL)

The Scan File Systems Control (QSCANFSCTL) system value controls the integrated file system scanning
that is enabled when exit programs are registered with any of the integrated file system scan-related exit
points.

Table 18. Possible Values for the QSCANFSCTL System Value:

*NONE No controls are being specified for the integrated file system scan-related exit
points.
*ERRFAIL If there are errors when calling the exit program (for example, program not

found or the exit program signals an error), the system will fail the request
which triggered the exit program call. If this is not specified, the system will skip
the exit program and treat it as if the object was not scanned.

*FSVRONLY Only accesses through the file servers will be scanned. For example, accesses
through Network File System will be scanned as well as other file server
methods. If this is not specified, all accesses will be scanned.

*NOFAILCLO The system will not fail the close requests with an indication of scan failure,
even if the object failed a scan which was done as part of the close processing.
Also, this value will override the *ERRFAIL specification for the close processing,
but not for any other scan-related exit points.
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Table 18. Possible Values for the QSCANFSCTL System Value: (continued)

*NOPOSTRST After objects are restored, they will not be scanned just because they were
restored. If the object attribute is that "the object will not be scanned”, the object
will not be scanned at any time. If the object attribute is that "the object will be
scanned only if it has been modified since the last time it was scanned”, the
object will only be scanned if it is modified after being restored.

If *NOPOSTRST is not specified, objects will be scanned at least once after being
restored. If the object attribute is that "the object will not be scanned”, the object
will be scanned once after being restored. If the object attribute is that "the object
will be scanned only if it has been modified since the last time it was scanned”,
the object will be scanned after being restored because the restore will be treated
as a modification to the object.

In general, it may be dangerous to restore objects without scanning them at least
once. It is best to use this option only when you know that the objects were
scanned before they were saved or they came from a trusted source.

*NOWRTUPG The system will not attempt to upgrade the access for the scan descriptor passed
to the exit program to include write access. If this is not specified, the system
will attempt to do the write access upgrade.

*USEOCOATR The system will use the specification of the "object change only” attribute to only
scan the object if it has been modified (not also because scan software has
indicated an update). If this is not specified, this "object change only” attribute
will not be used, and the object will be scanned after it is modified and when
scan software indicates an update.

Recommended Value: If you want the most restrictive values specified for integrated file system
scanning, then the recommended settings are *ERRFAIL and *NOWRTUPG. This ensures that any failures
from the scan exit programs would prevent the associated operations, as well as not give the exit
program additional access levels. However, the *NONE value is a good option for most users. When
installing code that is shipped from a trusted source, it is recommended that *NOPOSTRST be specified
during that install time period.

For related information, see the [‘Scan File Systems (QSCANFS)” on page 2§ topic.

Share Memory Control (QSHRMEMCTL)

The QSHRMEMCTL system value defines which users are allowed to use shared memory or mapped
memory that has write capability. To change this system value, users must have *ALLOBJ and *SECADM
special authorities. A change to this system value takes effect immediately.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 19. Possible Values for the QSHRMEMCTL System Value:
0 Users cannot use shared memory, or use mapped memory that has write
capability.

This value means that users cannot use shared-memory APIs (for example,
shmat() — Shared Memory Attach API), and cannot use mapped memory objects
that have write capability (for example, mmap() — Memory Map a File API
provides this function).

Use this value in environments with higher security requirements.
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Table 19. Possible Values for the QSHRMEMCTL System Value: (continued)
1 Users can use shared memory or mapped memory that has write capability.

This value means that users can use shared-memory APIs (for example, shmat()
— Shared Memory Attach API), and can use mapped memory objects that have
write capability (for example, mmap() — Memory Map a File API provides this
function).

Recommended Value: 1.

Use Adopted Authority (QUSEADPAUT)

The QUSEADPAUT system value defines which users can create programs with the use adopted
authority (*USEADPAUT(*YES)) attribute. All users authorized by the QUSEADPAUT system value can
create or change programs and service programs to use adopted authority if the user has the necessary
authority to the program or service program.

The system value can contain the name of an authorization list. The user’s authority is checked against
this list. If the user has at least *USE authority to the named authorization list, the user can create,
change, or update programs or service programs with the USEADPAUT(*YES) attribute. The authority to
the authorization list cannot come from adopted authority.

If an authorization list is named in the system value and the authorization list is missing, the function
being attempted will not complete. A message is sent indicating this.

However, if the program is created with the QPRCRTPG API, and the *NOADPAUT value is specified in
the option template, the program creates successfully even if the authorization list does not exist.

If more than one function is requested on the command or API, and the authorization list is missing, the
function is not performed.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 20. Possible Values for the QUSEADPAUT System Value:

authorization list name A diagnostic message is signaled to indicate that the program is created with
USEADPAUT(*NO) if all of the following are true:
» The user does not have authority to the specified authorization list.

* There are no other errors when the program or service program is created.

*NONE All users can create or change programs and service programs to use adopted
authority if the users have the necessary authority to the program or service
program.

Recommended Value: For production machines, create an authorization list with authority of
*PUBLIC(*EXCLUDE). Specify this authorization list for the QUSEADPAUT system value. This prevents
anyone from creating programs that use adopted authority.

You should carefully consider the security design of your application before creating the authorization list
for QUSEADPAUT system value. This is especially important for application development environments.

Security-Related System Values

Overview:
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Purpose:
Specify system values that relate to security on the system.

How To:
WRKSYSVAL (Work with System Values command)

Authority:
*ALLOBJ and *SECADM

Journal Entry:
SV

Note: Changes take effect immediately. IPL is not required.

Following are descriptions of additional system values that relate to security on your system. These
system values are not included in the *SEC group on the Work with System Values display.

QAUTOCFG
Automatic device configuration

QAUTOVRT
Automatic configuration of virtual devices

QDEVRCYACN
Device recovery action

QDSCJIOBITV
Disconnected job time-out interval

Note: This system value is also discussed in the information center (see [“Prerequisite and Related|
[Information” on page xvilfor details).

QRMTSRVATR
Remote service attribute

Descriptions of these system values follow. For each value, the possible choices are shown. The choices
that are underlined are the system-supplied defaults.

Automatic Device Configuration (QAUTOCFG)

QAUTOCFG system value automatically configures locally attached devices. The value specifies whether
devices that are added to the system are configured automatically.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 21. Possible Values for the QAUTOCFG System Value:

0 Automatic configuration is off. You must configure manually any new local
controllers or devices that you add to your system.
1 Automatic configuration is on. The system automatically configures any new

local controllers or devices that you add to your system. The operator receives a
message that indicates the changes to the system’s configuration.

Recommended Value: When initiating system setup or when adding many new devices, the system value
should be set to 1. At all other times the system value should be set at 0.

Automatic Configuration of Virtual Devices (QAUTOVRT)

The QAUTOVRT system value specifies whether pass-through virtual devices and TELNET full screen
virtual devices (as opposed to the workstation function virtual device) are automatically configured.
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A virtual device is a device description that does not have hardware associated with it. It is used to form
a connection between a user and a physical workstation attached to a remote system.

Allowing the system to automatically configure virtual devices makes it easier for users to break into
your system using pass-through or telnet. Without automatic configuration, a user attempting to break in
has a limited number of attempts at each virtual device. The limit is defined by the security officer using
the QMAXSIGN system value. With automatic configuration active, the actual limit is higher. The system
sign-on limit is multiplied by the number of virtual devices that can be created by the automatic
configuration support. This support is defined by the QAUTOVRT system value.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 22. Possible Values for the QAUTOVRT System Value:

0 No virtual devices are created automatically.

number-of- virtual- devices Specify a value 1 through 9999. If fewer than the specified number of devices are
attached to a virtual controller and no device is available when a user attempts
pass-through or full screen TELNET, the system configures a new device.

Recommended Value: 0

The Remote Work Station Support book has more information about using display station pass-through.
The TCP/IP Configuration and Reference book has more information about using TELNET.

Device Recovery Action (QDEVRCYACN)

QDEVRCYACN specifies what action to take when an 1/0 error occurs for an interactive job’s
workstation.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 23. Possible Values for the QDEVRCYACN System Value:

*DSCMSG Disconnects the job. When signing on again, an error message is sent to the
user’s application program.

*MSG Signals the 1/0 error message to the user’s application program. The application
program performs error recovery.

*DSCENDRQS Disconnects the job. When signing on again, a cancel request function is
performed to return control of the job back to the last request level.

*ENDJOB Ends the job. A job log is produced for the job. A message indicating that the job

ended because of the device error is sent to the job log and the QHST log. To
minimize the performance effect of the ending job, the job’s priority is lowered
by 10, the time slice is set to 100 milliseconds and the purge attribute is set to
yes.

*ENDJOBNOLIST Ends the job. A job log is not produced for the job. A message is sent to the
QHST log indicating that the job ended because of the device error.

When a value of *MSG or *DSCMSG is specified, the device recovery action is not performed until the
next 1/0 operation is performed by the job. In an LAN/WAN environment, this may allow one device to
disconnect and another to connect, using the same address, before the next 1/0 operation for the job
occurs. The job may recover from the 1/0 error message and continue running to the second device. To
avoid this, a device recovery action of *DSCENDRQS, *ENDJOB, or *ENDJOBNOLIST should be
specified. These device recovery actions are performed immediately when an 170 error, such as a
power-off operation, occurs.

Recommended Value:
*DSCMSG
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Note: *ALLOBJ and *SECADM special authorities are not required to change this value.

Before Version 3, Release 6, the default value was *MSG. To leave as *MSG presents a potential security
exposure.

Disconnected Job Time-Out Interval (QDSCJOBITV)

The QDSCJOBITV system value determines if and when the system ends a disconnected job. The interval
is specified in minutes.

If you set the QINACTMSGQ system value to disconnect inactive jobs (*DSCJOB), you should set the
QDSCJOBITV to end the disconnected jobs eventually. A disconnected job uses up system resources, as
well as retaining any locks on objects.

Note: This system value is a restricted value. See |Chapter 3: "Security System Values”| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 24. Possible Values for the QDSCJOBITV System Value:

240 The system ends a disconnected job after 240 minutes.
*NONE The system does not automatically end a disconnected job.
time-in-minutes Specify a value between 5 and 1440.

Recommended Value: 120

Remote Service Attribute (QRMTSRVATR)

QRMTSRVATR controls the remote system service problem analysis ability. The value allows the system
to be analyzed remotely.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

The values allowed for the QRMTSRVATR system value are:

Table 25. Possible Values for the QRMTSRVATR System Value:
0 Remote service attribute is off.

1 Remote service attribute is on.

Recommended Value: 0

For information about remote access and the QRMTSRVATR system value, see [‘Keylock Security” on|

Security-Related Restore System Values

Overview:

Purpose:
Controls how and which security-related objects are restored on the system.

How To:
WRKSYSVAL*SEC (Work with System Values command)

Authority:
*ALLOBJ and *SECADM
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Journal Entry:
SV

Note: Changes take effect immediately. IPL is not required.

Following are descriptions of system values that relate to restoring security-related objects on the system
which should be considered when restoring objects as well. See |Tab|e 18 on page 28| for more information
about the QSCANFSCTL *NOPOSTRST system value.

QVFYOBJRST
Verify object on restore

QFRCCVNRST
Force conversion on restore

QALWOBJRST
Allow restoring of security sensitive objects

Descriptions of these system values follow. For each value, the possible choices are shown. The choices
that are underlined are the system-supplied defaults.

Verify Object on Restore (QVFYOBJRST)

The QVFYOBJRST system value determines whether objects are required to have digital signatures in
order to be restored to your system. You can prevent anyone from restoring an object, unless that object
has a correct digital signature from a trusted software provider. This value applies to objects of types:
*PGM, *SRVPGM, *SQLPKG, *CMD and *MODULE. It also applies to *STMF objects which contain Java
programs.

When an attempt is made to restore an object onto the system, three system values work together as
filters to determine if the object is allowed to be restored. The first filter is the verify object on restore
QVFYOBIJRST system value. It is used to control the restore of some objects that can be digitally signed.
The second filter is the force conversion on restore QFRCCVNRST system value. This system value
allows you to specify whether to convert programs, service programs, SQL packages, and module objects
during the restore. It can also prevent some objects from being restored. Only objects that can get past the
first two filters are processed by the third filter. The third filter is the allow object on restore
(QALWOBIJRST) system value. It specifies whether objects with security-sensitive attributes can be
restored.

If Digital Certificate Manager (i5/0S option 34) is not installed on the system, all objects except those
signed by a system trusted source are treated as unsigned when determining the effects of the
QVFYOBJRST system value during a restore operation.

A change to this system value takes effect immediately.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Attention
When your system is shipped, the QVFYOBJRST system value is set to 3. If you change the value of

QVFYOBJRST, it is important to set the QVFYOBJRST value to 3 or lower before installing a new release
of the i5/0S operating system.
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Table 26. Possible Values for the QVFYOBJRST System Value:

1

Do not verify signatures on restore. Restore all objects regardless of their
signature.

This value should not be used unless you have signed objects to restore which
will fail their signature verification for some acceptable reason.

Verify objects on restore. Restore unsigned commands and user-state objects.
Restore signed commands and user-state objects, even if the signatures are not
valid.

This value should be used only if there are specific objects with signatures that
are not valid which you want to restore. In general, it is dangerous to restore
objects with signatures that are not valid on your system.

Verify signatures on restore. Restore unsigned commands and user-state objects.
Restore signed commands and user-state objects only if the signatures are valid.

This value may be used for normal operations, when you expect some of the
objects you restore to be unsigned, but you want to ensure that all signed objects
have signatures that are valid. Commands and programs you have created or
purchased before digital signatures were available will be unsigned. This value
allows those commands and programs to be restored. This is the default value.

Verify signatures on restore. Do not restore unsigned commands and user-state
objects. Restore signed commands and user-state objects, even if the signatures
are not valid.

This value should be used only if there are specific objects with signatures that
are not valid which you want to restore, but you do not want the possibility of
unsigned objects being restored. In general, it is dangerous to restore objects with
signatures that are not valid on your system.

Verify signatures on restore. Do not restore unsigned commands and user-state
objects. Restore signed commands and user-state objects only if the signatures
are valid.

This value is the most restrictive value and should be used when the only objects
you want to be restored are those which have been signed by trusted sources

Objects which have the system-state attribute and objects which have the inherit-state attribute are
required to have valid signatures from a system trusted source. The only value which will allow a
system-state or inherit-state object to restore without a valid signature is 1. Allowing such a command or
program represents an integrity risk to your system. If you change the QVFYOBJRST system value to 1 to
allow such an object to restore on your system, be sure to change the QVFYOBJRST system value back to
its previous value after the object has been restored.

Some commands use a signature that does not cover all parts of the object. Some parts of the command
are not signed while other parts are only signed when they contain a non-default value. This type of
signature allows some changes to be made to the command without invalidating its signature. Examples
of changes that will not invalidate these types of signatures include:

Changing command defaults.

Adding a validity checking program to a command that does not have one.
Changing the 'where allowed to run’ parameter.

Changing the "allow limited user’ parameter.
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If you wish, you can add your own signature to these commands that includes these areas of the
command object.

Recommended Value: 3.

Force Conversion on Restore (QFRCCVNRST)

This system value allows you to specify whether to convert the following object types during a restore:
* program (*PGM)

* service program (*SRVPGM)

* SQL Package (*SQLPKG)

* module (*MODULE)

It can also prevent some objects from being restored. An object which is specified to be converted by the
system value, but cannot be converted because it does not contain sufficient creation data, will not be
restored.

The *SYSVAL value for the FRCOBJCVN parameter on the restore commands (RST, RSTLIB, RSTOB],
RSTLICPGM) uses the value of this system value. Therefore, you can turn on and turn off conversion for
the entire system by changing the QFRCCVNRST value. However, the FRCOBIJCVN parameter overrides
the system value in some cases. Specifying *YES and *ALL on the FRCOBJCVN will override all settings
of the system value. Specifying *YES and *RQD on the FRCOBIJCVN parameter is the same as specifying
’2’ for this system value and can override the system value when it is set to ’0’ or "1’

QFRCCVNRST is the second of three system values that work consecutively as filters to determine if an
object is allowed to be restored, or if it is converted during the restore. The first filter, verify object on
restore (QVFYOBJRST) system value, controls the restore of some objects that can be digitally signed.
Only objects that can get past the first two filters are processed by the third filter, the allow object restore
(QALWOBJRST) system value, which specifies whether objects with security-sensitive attributes can be
restored.

The shipped value of QFRCCVNRST is 1. For all values of QFRCCVNRST an object which should be
converted but cannot be converted will not be restored. Objects digitally signed by a system trusted
source are restored without conversion for all values of this system value.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.
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The following table summarizes the allowed values for QFRCCVNRST:
Table 27. QFRCCVNRST Values

0 Do not convert anything. Do not prevent anything from being restored.

1 Objects with validation errors will be converted.

2 Objects will be converted if their conversion is required for the current operating
system or if they have a validation error.

3 Objects which are suspected of having been tampered with, objects which

contain validation errors, and objects which require conversion to be used on the
current version of the operating system will be converted.

4 Objects which contain sufficient creation data to be converted and do not have
valid digital signatures will be converted. An object that does not contain
sufficient creation data will be restored without conversion. NOTE: Objects
(signed and unsigned) which have validation errors are suspected of having
been tampered with, or require conversion to be used on the current version of
the operating system will be converted, or will fail to restore if they do not
convert.

5 Objects that contain sufficient creation data will be converted. An object that
does not contain sufficient creation data to be converted will be restored. NOTE:
Objects which have validation errors, are suspected of having been tampered
with, or require conversion to be used on the current version of the operating
system that cannot be converted will not restore.

6 All objects which do not have a valid digital signature will be converted. NOTE:
An object with a valid digital signature that also has a validation error or is
suspected of having been tampered with will be converted, or if it cannot be
converted, it will not be restored.

7 Every object will be converted.

When an object is converted, its digital signature is discarded. The state of the converted object is user state.
Converted objects will have a good validation value and are not suspected of having been tampered with.

Recommended Value:3 or higher.

Allow Restoring of Security-Sensitive Objects (QALWOBJRST)

The QALWOBIJRST system value determines whether objects that are security-sensitive may be restored
to your system. You can use it to prevent anyone from restoring a system state object or an object that
adopts authority.

When an attempt is made to restore an object onto the system, three system values work together as
filters to determine if the object is allowed to be restored, or if it is converted during the restore. The first
filter is the verify object on restore (QVFYOBJRST) system value. It is used to control the restore of some
objects that can be digitally signed. The second filter is the force conversion on restore (QFRCCVNRST)
system value. This system value allows you to specify whether to convert programs, service programs,
SQL packages, and module objects during the restore. It can also prevent some objects from being
restored. Only objects that can get past the first two filters are processed by the third filter. The third filter
is the allow object on restore (QALWOBIJRST) system value. It specifies whether objects with
security-sensitive attributes can be restored.

When your system is shipped, the QALWOBJRST system value is set to *ALL. This value is necessary to
install your system successfully.

ATTENTION: It is important to set the QALWOBJIRST value to *ALL before performing some system
activities, such as:

 Installing a new release of the i5/0S licensed program.
 Installing new licensed programs.
* Recovering your system.
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These activities may fail if the QALWOBJRST value is not *ALL. To ensure system
security, return the QALWOBJRST value to your normal setting after completing the
system activity.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

You may specify multiple values for the QALWOBJRST system value, unless you specify *ALL or

*NONE.

Table 28. Possible Values for the QALWOBJRST System Value:

*ALL
*NONE

*ALWSYSSTT
*ALWPGMADP
*ALWPTF

*ALWSETUID
*ALWSETGID
*ALWVLDERR

Any object may be restored to your system by a user with the correct authority.
Security-sensitive objects, such as system state programs or programs that adopt
authority, may not be restored to the system.

System and inherit state objects may be restored to the system.

Objects that adopt authority may be restored to the system.

System and inherit state objects, objects that adopt authority, objects that have
the S_ISUID(set-user-ID) attribute enabled, and objects that have S_ISGID
(set-group-ID) attribute enabled can be restored to the system during PTF install.
Allow restore of files that have the S_ISUID (set-user-1D) attribute enabled.
Allow restore of files that have the S_ISGID (set-group-1D) attribute enabled.
Allow restore of objects that do not pass the object validation tests. If the setting
of QFRCCVNRST system value causes the object to be converted, its validation
errors will have been corrected.

Recommended Value: The QALWOBJRST system value provides a method to protect your system from
programs that may cause serious problems. For normal operations, consider setting this value to *NONE.
Remember to change it to *ALL before performing the activities listed previously. If you regularly restore
programs and applications to your system, you may need to set the QALWOBJRST system value to

*ALWPGMADP.

System Values That Apply to Passwords

Overview:

Purpose:
Specify system values to set requirements for the passwords users assign.

How To:
WRKSYSVAL *SEC (Work with System Values command)

Authority:
*ALLOBJ and *SECADM

Journal Entry:

Note:

Changes take effect immediately (except for QPWDLVL). IPL is not required.

Following are the system values that control passwords. These system values require users to change
passwords regularly and help prevent users from assigning trivial, easily guessed passwords. They can
also make sure passwords meet the requirements of your communications network:

QPWDEXPITV !
Expiration interval

QPWDLVL

Password level
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QPWDMINLEN *
Minimum length

QPWDMAXLEN *
Maximum length

QPWDRQDDIF *
Required difference

QPWDLMTCHR

Restricted characters
QPWDLMTAJC

Restrict adjacent characters
QPWDLMTREP

Restrict repeating characters
QPWDPOSDIF

Character position difference
QPWDRQDDGT

Require numeric character
QPWDVLDPGM

Password validation program

The password-composition system values are enforced only when the password is changed using the
CHGPWD command, the ASSIST menu option to change a password, or the QSYCHGPW application
programming interface (API). They are not enforced when the password is set using the CRTUSRPRF or
CHGUSRPRF command.

If the Password Minimum Length (QPWDMINLEN) system value has a value other than 1 or the
Password Maximum Length (QPWDMAXLEN) system value has a value other than 10 or you change
any of the other password-control system values from the defaults, the system prevents a user from
setting the password equal to the user profile name using the CHGPWD command, the ASSIST menu, or
the QSYCHGPW API.

If a password is forgotten, the security officer can use the Change User Profile (CHGUSRPRF) command
to set the password equal to the profile name or to any other value. The Set password to expired field in
the user profile can be used to require that a password be changed the next time the user signs on.

Password Expiration Interval (QPWDEXPITV)

The QPWDEXPITV system value controls the number of days allowed before a password must be
changed. If a user attempts to sign on after the password has expired, the system shows a display
requiring that the password be changed before the user is allowed to sign on.

1. These system values are also discussed in the Information Center (see|“Prerequisite and Related Information” on page xvil for
details).
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Sign-on Information
System:
Password has expired. Password must be changed to continue sign-on
request.
Previous sign-on . . . . . . . . . . .. . : 10/30/91 14:15:00
Sign-on attempts not valid . . . . . .. . : 3
o J

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 29. Possible Values for the QPWDEXPITV System Value:
*NOMAX Users are not required to change their passwords.
limit-in-days Specify a value from 1 through 366.

Recommended Value: 30 to 90.

Note: A password expiration interval can also be specified in individual user profiles.

Password Level (QPWDLVL)

The password level of the system can be set to allow for user profile passwords from 1-10 characters or to
allow for user profile passwords from 1-128 characters.

The password level can be set to allow a ’passphrase’ as the password value. The term ’passphrase’ is
sometimes used in the computer industry to describe a password value which can be very long and has
few, if any, restrictions on the characters used in the password value. Blanks can be used between letters
in a passphrase, which allows you to have a password value that is a sentence or sentence fragment. The
only restrictions on a passphrase are that it cannot start with an asterisk ("*’) and trailing blanks will be
removed. Before changing the password level of your system, review the section|“Planning Password|
[Level Changes” on page 196.|

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 30. Possible Values for the QPWDLVL System Value:

0 The system supports user profile passwords with a length of 1-10 characters. The
allowable characters are A-Z, 0-9 and characters $, @, # and underscore.
QPWDLVL 0 should be used if your system communicates with other iSeries
systems in a network and those systems are running with either a QPWDLVL
value of 0 or an operating system release less than V5R1IM0. QPWDLVL 0 should
be used if your system communicates with any other system that limits the
length of passwords from 1-10 characters. QPWDLVL 0 must be used if your
system communicates with the Windows 95/98/ME iSeries Client Support for
windows Network Neighborhood (NetServer™) product and your system
communicates with other systems using passwords from 1-10 characters. When
the QPWDLVL value of the system is set to 0, the operating system will create
the encrypted password for use at QPWDLVL 2 and 3. The password value that
can be used at QPWDLVL 2 and 3 will be the same password as is being used at
QPWDLVL 0 or 1.
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Table 30. Possible Values for the QPWDLVL System Value: (continued)

1 QPWDLVL 1 is the equivalent support of QPWDLVL 0 with the following
exception: iSeries NetServer passwords for Windows 95/98/ME clients will be
removed from the system. If you use the client support for the iSeries NetServer
product you cannot use QPWDLVL value 1. QPWDLVL 1 improves the security
of the iSeries system by removing all iSeries NetServer passwords from the
system.

2 The system supports user profile passwords from 1-128 characters. Upper and
lower case characters are allowed. Passwords can consist of any character and
the password will be case sensitive. QPWDLVL 2 is viewed as a compatibility
level. This level allows for a move back to QPWDLVL 0 or 1 as long as the
password created on QPWDLVL 2 or 3 meets the length and syntax requirements
of a password valid on QPWDLVL 0 or 1. QPWDLVL 2 can be used if your
system communicates with the Windows 95/98/ME iSeries Client Support for
Windows Network Neighborhood (NetServer) product as long as your password
is 1-14 characters in length. QPWDLVL 2 cannot be used if your system
communicates with other iSeries systems in a network and those systems are
running with either a QPWDLVL value of 0 or 1 or an operating system release
less than V5R1MO. QPWDLVL 2 cannot be used if your system communicates
with any other system that limits the length of passwords from 1-10 characters.
No encrypted passwords are removed from the system when QPWDLVL is
changed to 2.

3 The system supports user profile passwords from 1-128 characters. Upper and
lower case characters are allowed. Passwords can consist of any character and
the password will be case sensitive. QPWDLVL 3 cannot be used if your system
communicates with other iSeries systems in a network and those systems are
running with either a QPWDLVL value of 0 or 1 or an operating system release
less than V5R1IMO. QPWDLVL 3 cannot be used if your system communicates
with any other system that limits the length of passwords from 1-10 characters.
QPWDLVL 3 cannot be used if your system communicates with the Windows
95/98/ME iSeries Client Support for Windows Network Neighborhood
(NetServer) product. All user profile passwords that are used at QPWDLVL 0
and 1 are removed from the system when QPWDLVL is 3. Changing from
QPWDLVL 3 back to QPWDLVL 0 or 1 requires a change to QPWDLVL 2 before
going to 0 or 1. QPWDLVL 2 allows for the creation of user profile passwords
that can be used at QPWDLVL 0 or 1 as long as the length and syntax
requirements for the password meet the QPWDLVL 0 or 1 rules.

Changing the password level of the system from 1-10 character passwords to 1-128 character passwords
requires careful consideration. If your system communicates with other systems in a network, then all
systems must be able to handle the longer passwords.

A change to this system value takes effect at the next IPL. To see the current and pending password level
values, use the CL command DSPSECA (Display Security Attributes).

Minimum Length of Passwords (QPWDMINLEN)

The QPWDMINLEN system value controls the minimum number of characters in a password.

Note: This system value is a restricted value. See |Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 31. Possible Values for the QPWDMINLEN System Value:

6 A minimum of six characters are required for passwords.

minimum-number-of-characters Specify a value of 1 through 10 when the password level (QPWDLVL) system value is
0 or 1. Specify a value of 1 through 128 when the password level (QPWDLVL) system
value is 2 or 3.
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Recommended Value: 6, to prevent users from assigning passwords that are easily guessed, such as
initials or a single character.

Maximum Length of Passwords (QPWDMAXLEN)

The QPWDMAXLEN system value controls the maximum number of characters in a password. This
provides additional security by preventing users from specifying passwords that are too long and need to
be recorded somewhere because they cannot be easily remembered.

Some communications networks require a password that is 8 characters or less. Use this system value to
ensure that passwords meet the requirements of your network.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 32. Possible Values for the QPWDMAXLEN System Value:
8 A maximum of eight characters for a password are allowed.

maximum-number-of-characters Specify a value of 1 through 10 when the password level (QPWDLVL) system
value is 0 or 1. Specify a value of 1 through 128 when the password level
(QPWDLVL) system value is 2 or 3.

Recommended Value: 8.

Required Difference in Passwords (QPWDRQDDIF)

The QPWDRQDDIF system value controls whether the password must be different from previous
passwords. This value provides additional security by preventing users from specifying passwords used
previously. It also prevents a user whose password has expired from changing it and then immediately
changing it back to the old password.

Note: The value of the QPWDRQDDIF system value determines how many of these previous passwords
are checked for a duplicate password.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 33. Possible Values for the QPWDRQDDIF System Value:

Value Number of Previous Passwords Checked for Duplicates
0 Duplicate passwords are allowed.
32
24

o ~No o~ wWNPRIO
(=Y
N

Recommended Value: Select a value of 5 or less to prevent the use of repeated passwords. Use a
combination of the QPWDRQDDIF system value and the QPWDEXPITV (password expiration interval)
system value to prevent a password from being reused for at least 6 months. For example, set the
QPWDEXPITV system value to 30 (days) and the QPWDRQDDIF system value to 5 (10 unique
passwords). This means a typical user, who changes passwords when warned by the system, will not
repeat a password for approximately 9 months.
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Restricted Characters for Passwords (QPWDLMTCHR)

The QPWDLMTCHR system value limits the use of certain characters in a password. This value provides
additional security by preventing users from using specific characters, such as vowels, in a password.
Restricting vowels prevents users from forming actual words for their passwords.

The QPWDLMTCHR system value is not enforced when the password level (QPWDLVL) system value
has a value of 2 or 3. The QPWDLMTCHR system value can be changed at QPWDLVL 2 or 3, but will
not be enforced until QPWDLVL is changed to a value of 0 or 1.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 34. Possible Values for the QPWDLMTCHR System Value:

*NONE There are no restricted characters for passwords.

restricted-characters Specify up to 10 restricted characters. The valid characters are A through Z, 0
through 9, and special characters pound (#), dollar ($), at (@), and underscore
Q.

Recommended Value: A, E, I, O, and U. You may also want to prevent special characters (#, $, and @) for
compatibility with other systems.

Restriction of Consecutive Digits for Passwords (QPWDLMTAJC)

The QPWDLMTAIJC system value limits the use of numeric characters next to each other (adjacent) in a
password. This value provides additional security by preventing users from using birthdays, telephone
numbers, or a sequence of humbers as passwords.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 35. Possible Values for the QPWDLMTAJC System Value:
0 Numeric characters are allowed next to each other in passwords.

1 Numeric characters are not allowed next to each other in passwords.

Restriction of Repeated Characters for Passwords (QPWDLMTREP)

The QPWDLMTREP system value limits the use of repeating characters in a password. This value
provides additional security by preventing users from specifying passwords that are easy to guess, such
as the same character repeated several times.

When the password level (QPWDLVL) system value has a value of 2 or 3, the test for repeated characters
is case sensitive. This means that a lowercase ’a’ is not the same as an uppercase 'A’.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values”| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 36. Possible Values for the QPWDLMTREP System Value:

0 The same characters can be used more than once in a password.
1 The same character cannot be used more than once in a password.
2 The same character cannot be used consecutively in a password.

|Tab|e 37 on page 44| shows examples of what passwords are allowed based on the QPWDLMTREP system
value.
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Table 37. Passwords with Repeating Characters with QPWDLVL 0 or 1

Password Example QPWDLMTREP Value of 0 QPWDLMTREP Value of 1 QPWDLMTREP Value of 2
Al1111 Allowed Not allowed Not allowed

BOBBY Allowed Not allowed Not allowed

AIRPLANE Allowed Not allowed Allowed

N707UK Allowed Not allowed Allowed

Table 38. Passwords with Repeating Characters with QPWDLVL 2 or 3

Password Example QPWDLMTREP Value of 0 QPWDLMTREP Value of 1 QPWDLMTREP Value of 2
j222222 Allowed Not allowed Not allowed

ReallyFast Allowed Not allowed Not allowed
Mom’sApPlePie Allowed Not allowed Allowed

AaBbCcDdEe Allowed Allowed Allowed

Character Position Difference for Passwords (QPWDPOSDIF)

The QPWDPOSDIF system value controls each position in a new password. This provides additional
security by preventing users from using the same character (alphabetic or numeric) in a position
corresponding to the same position in the previous password.

When the password level (QPWDLVL) system value has a value of 2 or 3, the test for the same character
is case sensitive. This means that a lowercase 'a’ is not the same as an uppercase 'A’.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 39. Possible Values for the QPWDPOSDIF System Value:

0 The same characters can be used in a position corresponding to the same
position in the previous password.
1 The same character cannot be used in a position corresponding to the same

position in the previous password.

Requirement for Numeric Character in Passwords (QPWDRQDDGT)

The QPWDRQDDGT system value controls whether a numeric character is required in a new password.
This value provides additional security by preventing users from using all alphabetic characters.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 40. Possible Values for the QPWDRQDDGT System Value:
0 Numeric characters are not required in new passwords.

1 One or more numeric characters are required in new passwords.

Recommended Value: 1.

Password Approval Program (QPWDVLDPGM)

If *REGFAC or a program name is specified in the QPWDVLDPGM system value, the system runs one or
more programs after the new password has passed any validation tests you specify in the
password-control system values. You can use the programs to do additional checking of user-assigned
passwords before they are accepted by the system.
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The topic[“Using a Password Approval Program’| discusses the requirements of the password approval
program and shows an example.

A password approval program must be in the system auxiliary storage pool (ASP) or a basic user ASP.

Note: This system value is a restricted value. See |Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 41. Possible Values for the QPWDVLDPGM System Value:

*NONE No user-written program is used. This includes any password approval
programs registered in the exit registration facility.
*REGFAC The validation program is retrieved from the registration facility, exit point

QIBM_QSY_VLD_PASSWRD. More than one validation program can be specified
in the registration facility. Each program will be called until one of them
indicates that the password should be rejected or all of them have indicated the
password is valid.

program-name Specify the name of the user-written validation program, from 1 through 10
characters. A program name cannot be specified when the current or pending
value of the password level (QPWDLVL) system value is 2 or 3.

library-name Specify the name of the library where the user-written program is located. If the
library name is not specified, the library list (*LIBL) of the user changing the
system value is used to search for the program. QSYS is the recommended
library.

Using a Password Approval Program

If *REGFAC or a program name is specified in the QPWDVLDPGM system value, one or more programs
are called by the Change Password (CHGPWD) command or Change Password (QSYCHGPW) API. The
programs are called only if the new password entered by the user has passed all the other tests you
specified in the password-control system values.

In case it is necessary to recover your system from a disk failure, place the password approval program
in library QSYS. This way the password approval program is loaded when you restore library QSYS.

If a program name is specified in the QPWDVLDPGM system value, the system passes the following
parameters to the password approval program:

Table 42. Parameters for Password Approval Program

Position Type Length Description
1 *CHAR 10 The new password entered by the user.
2 *CHAR 10 The user’s old password.
3 *CHAR 1 Return code: 0 for valid password; not 0 for
incorrect password.
41 *CHAR 10 The name of the user.
1 Position 4 is optional.

If *REGFAC is specified in the QPWDVLDPGM system value, refer to the Security Exit Program
information in the System APl manual for information about the parameters passed to the validation
program.

If your program determines that the new password is not valid, you can either send your own exception
message (using the SNDPGMMSG command ) or set the return code to a value other than 0 and let the
system display an error message. Exception messages that are signaled by your program must be created
with the DMPLST(*NONE) option of the Add Message Description (ADDMSGD) command.
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The new password is accepted only if the user-written program ends with no escape message and a
return code of 0. Because the return code is initially set for passwords that are not valid (not zero), the
approval program must set the return code to 0 for the password to be changed.

Attention: The current and new password are passed to the validation program without encryption. The
validation program can store passwords in a database file and compromise security on the system. Make
sure the functions of the validation program are reviewed by the security officer and that changes to the
program are strictly controlled.

The following control language (CL) program is an example of a password approval program when a
program name is specified for QPWDVLDPGM. This example checks to make sure the password is not
changed more than once in the same day. Additional calculations can be added to the program to check
other criteria for passwords:

/**************************************************/

/* NAME: PWDVALID - Password Validation x/
/* */
/* FUNCTION: Limit password change to one per */
/* day unless the password is expired =/

/**************************************************/

PGM (&NEW &0OLD &RTNCD &USER)

DCL VAR (&NEW) TYPE («CHAR) LEN(10)
DCL VAR(&OLD) TYPE (*CHAR) LEN(10)
DCL VAR(&RTNCD) TYPE (*CHAR) LEN(1)
DCL VAR(&USER) TYPE (*CHAR) LEN(10)

DCL VAR(&JOBDATE) TYPE(*CHAR) LEN(6)
DCL VAR(&PWDCHGDAT) TYPE(*CHAR) LEN(6)
DCL VAR(&PWDEXP)  TYPE(*CHAR) LEN(4)
/* Get the current date and convert to YMD format =*/
RTVJOBA DATE (&JOBDATE)
CVTDAT DATE (&JOBDATE) TOVAR(&JOBDATE) +
TOFMT (*YMD) TOSEP (*NONE)

/* Get date password last changed and whether */
/* password is expired from user profile */

RTVUSRPRF  USRPRF(&USER)  PWDCHGDAT (&PWDCHGDAT) +

PWDEXP (&PWDEXP)

/* Compare two dates */
/* if equal and password not expired */
/* then send *ESCAPE message to prevent change */
/* else set return code to allow change */

IF (&JOBDATE=&PWDCHGDAT *AND &PWDEXP='%NO ') +
SNDPGMMSG  MSGID(CPF9898) MSGF(QCPFMSG) +
MSGDTA('Password can be changed only +

once per day') +
MSGTYPE (*ESCAPE)
ELSE CHGVAR &RTNCD '0'
ENDPGM

The following control language (CL) program is an example of a password approval program when
*REGFAC is specified for QPWDVLDLVL.

This example checks to make sure the new password is in CCSID 37 (or if it is in CCSID 13488 it
converts the new password to CCSID 37), that the new password does not end in a numeric character,
and that the new password does not contain the user profile name. The example assumes that a message
file (PWDERRORS) has been created and message descriptions (PWD0001 and PWD0002) have been
added to the message file. Additional calculations can be added to the program to check other criteria for
passwords:

/**********************************************************/

/* */
/* NAME:  PWDEXITPGM1 - Password validation exit 1 */
/* */
/* Validates passwords when *REGFAC is specified for */

/* QPWDVLDPGM. Program is registered using the ADDEXITPGMx/
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/*
/*
/*
/*
/*
/*
/*
[**

PGM
DCL
DCL

DCL
DCL
DCL
DCL
DCL
DCL
DCL
DCL

DCL

DCL
DCL

DCL

CL command for the QIBM_QSY VLD PASSWRD exit point. =/
*/
*/
ASSUMPTIONS: If CHGPWD command was used, password */

CCSID will be job default (assumed to be CCSID 37). =*/
If QSYCHGPW API was used, password CCSID will be */
UNICODE CCSID 13488. */

********************************************************/

PARM(&EXINPUT &RTN)
&EXINPUT *CHAR 1000
&RTN *CHAR 1
&UNAME *CHAR 10
&NEWPW *CHAR 256
&NPOFF *DEC 5 0
&NPLEN *DEC 5 0
&INDX *DEC 5 0
&INDX2 *DEC 5 0
&INDX3 *DEC 5 0
&UNLEN *DEC 5 0

&XLTCHR2 *CHAR 2 VALUE(X'0000"')

&XLTCHR *DEC 5 0

&XLATEU *CHAR 255 VALUE('e.uueeiiiiiiiii i,
14§58 ()*+,-./0123456789: ;<=>7+
@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]"_+
~ABCDEFGHIJKLMNOPQRSTUVWXYZ{|}~.+

................................

&XLATEC *CHAR 255 VALUE('e.uueeiiiiiiiii i +

/*********************************************************************/

/*

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

FORMAT OF EXINPUT IS:

POSITION DESCRIPTION

001 - 020 EXIT POINT NAME

021 - 028 EXIT POINT FORMAT NAME

029 - 032 PASSWORD LEVEL (binary)

033 - 042 USER PROFILE NAME

043 - 044 RESERVED

045 - 048 OFFSET TO OLD PASSWORD (binary)
049 - 052 LENGTH OF OLD PASSWORD (binary)
053 - 056 CCSID OF OLD PASSWORD (binary)
057 - 060 OFFSET TO NEW PASSWORD (binary)
061 - 064 LENGTH OF NEW PASSWORD (binary)
065 - 068 CCSID OF NEW PASSWORD (binary)
??? - 727 OLD PASSWORD

??? - 7?72 NEW PASSWORD

*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

/*********************************************************************/

/*********************************************************************/

/*

Establish a generic monitor for the program.

*/

/*********************************************************************/
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MONMSG CPFO000
/* Assume new password is valid x/
CHGVAR &RTN VALUE('0') /* accept =/
/* Get new password Tength, offset and value. Also get user name */
CHGVAR &NPLEN VALUE (%BIN(&EXINPUT 61 4))
CHGVAR &NPOFF VALUE (%BIN(&EXINPUT 57 4) + 1)
CHGVAR &UNAME VALUE (%SST(&EXINPUT 33 10))
CHGVAR &NEWPW VALUE (%SST(&EXINPUT &NPOFF &NPLEN))
/* If CCSID is 13488, probably used the QSYCHGPW API which converts */
/* the passwords to UNICODE CCSID 13488. So convert to CCSID 37, if */
/* possible, else give an error */
IF COND(%BIN(&EXINPUT 65 4) = 13488) THEN(DO)
CHGVAR &INDX2 VALUE(1)
CHGVAR &INDX3 VALUE(1)
CVT1:
CHGVAR &XLTCHR VALUE(%BIN(&NEWPW &INDX2 2))
IF COND( (&XLTCHR *LT 1) *OR (&XLTCHR *GT 255) ) THEN(DO)
CHGVAR &RTN VALUE('3') /* reject =*/
SNDPGMMSG MSG (' INVALID CHARACTER IN NEW PASSWORD')
GOTO DONE
ENDDO
CHGVAR %SST(&NEWPW &INDX3 1) VALUE(%SST(&XLATEU &XLTCHR 1))
CHGVAR &INDX2 VALUE(&INDX2 + 2)
CHGVAR &INDX3 VALUE(&INDX3 + 1)
IF COND(&INDX2 > &NPLEN) THEN(GOTO ECVT1)
GOTO CVT1
ECVTL:
CHGVAR &NPLEN VALUE(&INDX3 - 1)
CHGVAR %SST(&EXINPUT 65 4) VALUE(X'00000025')
ENDDO

/* Check the CCSID of the new password value - must be 37 */
IF COND(%BIN(&EXINPUT 65 4) *NE 37) THEN(DO)

CHGVAR &RTN VALUE('3') /* reject */

SNDPGMMSG MSG('CCSID OF NEW PASSWORD MUST BE 37')

GOTO DONE
ENDDO

/* UPPERCASE NEW PASSWORD VALUE */
CHGVAR &INDX2 VALUE(1)
CHGVAR &INDX3 VALUE(1)
CVT4:
CHGVAR %SST(&XLTCHR2 2 1) VALUE(%SST(&NEWPW &INDX2 1))
CHGVAR &XLTCHR VALUE (%BIN(&XLTCHR2 1 2))
IF COND( (8XLTCHR *LT 1) *OR (&XLTCHR *GT 255) ) THEN(DO)
CHGVAR &RTN VALUE('3') /* reject */
SNDPGMMSG MSG('INVALID CHARACTER IN NEW PASSWORD')
GOTO DONE
ENDDO
IF COND(%SST(.XLATEC &XLTCHR 1) *NE '.') +
THEN(CHGVAR %SST(&NEWPW &INDX3 1) VALUE(%SST(&XLATEC &XLTCHR 1)))
CHGVAR &INDX2 VALUE(&INDX2 + 1)
CHGVAR &INDX3 VALUE(&INDX3 + 1)
IF COND(&INDX2 > &NPLEN) THEN(GOTO ECVT4)
GOTO CVT4
ECVT4:

/* CHECK IF LAST POSITION OF NEW PASSWORD IS NUMERIC */
IF COND(%SST(&NEWPW &NPLEN 1) = '0') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '1') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '2') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '3') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '4') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '5') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '6') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN 1) = '7') THEN(GOTO ERROR1)
IF COND(%SST(&NEWPW &NPLEN '8') THEN(GOTO ERROR1)

—_
~
[}
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IF COND(%SST(&NEWPW &NPLEN 1) = '9') THEN(GOTO ERROR1)

/* CHECK IF PASSWORD CONTAINS USER PROFILE NAME */
CHGVAR &UNLEN VALUE(1)
LOOPZ: /* FIND LENGTH OF USER NAME =/
IF COND(%SST(&UNAME &UNLEN 1) =NE ' ') THEN(DO)
CHGVAR &UNLEN VALUE(&UNLEN + 1)
IF COND(&UNLEN = 11) THEN(GOTO ELOOP2)
GOTO LOOP2
ENDDO
ELOOP2:
CHGVAR &UNLEN VALUE(&UNLEN - 1)

/* CHECK FOR USER NAME IN NEW PASSWORD */
IF COND(&UNLEN *GT &NPLEN) THEN(GOTO ELOOP3)
CHGVAR &INDX VALUE(1)
LOOP3:
IF COND(%SST(&NEWPW &INDX &UNLEN) = %SST(&UNAME 1 &UNLEN))+
THEN(GOTO ERROR2)
IF COND((&INDX + &UNLEN + 1) =LT 128) THEN(DO)
CHGVAR &INDX VALUE(&INDX + 1)
GOTO LOOP3
ENDDO
ELOOP3:

/* New Password is valid */
GOTO DONE

ERROR1: /+ NEW PASSWORD ENDS IN NUMERIC CHARACTER =/

CHGVAR &RTN VALUE('3") /* reject */

SNDPGMMSG TOPGMQ(*PRV) MSGTYPE(*ESCAPE) MSGID(PWDOOO1) MSGF(QSYS/PWDERRORS)
GOTO DONE

ERROR2: /+ NEW PASSWORD CONTAINS USER NAME =/

CHGVAR &RTN VALUE('3") /* reject */

SNDPGMMSG TOPGMQ(*PRV) MSGTYPE(*ESCAPE) MSGID(PWD00O2) MSGF(QSYS/PWDERRORS)
GOTO DONE

DONE:
ENDPGM

System Values That Control Auditing

Overview:

Purpose:
Specify system values to control security auditing on the system.

How To:
WRKSYSVAL *SEC (Work with System Values command)

Authority:
*AUDIT

Journal Entry:
SV

Note: Changes take effect immediately. IPL is not required.

These system values control auditing on the system:
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QAUDCTL
Auditing control

QAUDENDACN
Auditing end action

QAUDFRCLVL
Auditing force level

QAUDLVL
Auditing level

QAUDLVL2
Auditing level extension

QCRTOBJAUD
Create default auditing

Descriptions of these system values follow. The possible choices are shown. The choices that are
underlined are the system-supplied defaults. For most system values, a recommended choice is listed.

Auditing Control (QAUDCTL)

The QAUDCTL system value determines whether auditing is performed. It functions like an on and off
switch for the following operations:

* The QAUDLVL and QAUDLVL2 system values

* The auditing defined for objects using the Change Object Auditing (CHGOBJAUD), Change Auditing
Value (CHGAUD), and Change DLO Auditing (CHGDLOAUD) commands

* The auditing defined for users using the Change User Audit (CHGUSRAUD) command

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

You can specify more than one value for the QAUDCTL system value, unless you specify *NONE.

Table 43. Possible Values for the QAUDCTL System Value:

*NONE No auditing is performed for user actions and objects.

*NOTAVL Indicates that the system value is unavailable to the user because the user has
neither *AUDIT nor *ALLOBJ special authority. You cannot set the system value
to this value.

*OBJAUD Auditing is performed for objects that have been selected using the
CHGOBJAUD, CHGDLOAUD, or CHGAUD commands.

*AUDLVL Auditing is performed for any functions selected on the QAUDLVL and

QAUDLVL2 system values and on the AUDLVL parameter of individual user
profiles. The audit level for a user is specified using the Change User Audit
(CHGUSRAUD) command.

*NOQTEMP Auditing is not performed for most actions if the object is in QTEMP library. See
[Chapter 9, “Auditing Security on the iSeries System,” on page 231 for more
details. You must specify this value with either *OBJAUD or *AUDLVL.

See [“Planning Security Auditing” on page 236/ for a complete description of the
process for controlling auditing on your system.

Auditing End Action (QAUDENDACN)

The QAUDENDACN system value determines what action the system takes if auditing is active and the
system is unable to write entries to the audit journal.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.
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Table 44. Possible Values for the QAUDENDACN System Value:

*NOTAVL This value is displayed to indicate that the system value is not available to the
user because the user does not have either *AUDIT or *ALLOBJ special authority.
The system value cannot be set to this value.

*NOTIFY Message CP12283 is sent to the QSYSOPR message queue and the QSYSMSG
message queue (if it exists) every hour until auditing is successfully restarted.
The system value QAUDCTL is set to *NONE to prevent the system from
attempting to write additional audit journal entries. Processing on the system
continues.

If an IPL is performed before auditing is restarted, message CPI12284 is sent to the
QSYSOPR and QSYSMSG message queues during the IPL.

*PWRDWNSYS If the system is unable to write an audit journal entry, the system powers down
immediately. The system unit displays system reference code (SRC) B900 3D10.
When the system is powered on again, it is in a restricted state. This means the
controlling subsystem is in a restricted state, no other subsystems are active, and
sign-on is allowed only at the console. The QAUDCTL system value is set to
*NONE. The user who signs on the console to complete the IPL must have
*ALLOBJ and *AUDIT special authority.

Recommended Value: For most installations, *NOTIFY is the recommended value. If your security policy
requires that no processing be performed on the system without auditing, then you must select
*PWRDWNSYS.

Only very unusual circumstances cause the system to be unable to write audit journal entries. However,
if this does happen and the QAUDENDACN system value is *PWRDWNSYS, your system ends
abnormally. This might cause a lengthy initial program load (IPL) when your system is powered on
again.

Auditing Force Level (QAUDFRCLVL)

The QAUDFRCLVL system value determines how often new audit journal entries are forced from
memory to auxiliary storage. This system value controls the amount of auditing data that may be lost if
the system ends abnormally.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 45. Possible Values for the QAUDFRCLVL System Value:

*NOTAVL This value is displayed to indicate that the system value is not available to the
user because the user does not have either *AUDIT or *ALLOBJ special
authority. The system value cannot be set to this value.

*SYS The system determines when journal entries are written to auxiliary storage
based on internal system performance.
number-of- records Specify a number between 1 and 100 to determine how many audit entries can

accumulate in memory before they are written to auxiliary storage. The smaller
the number, the greater the effect on system performance.

Recommended Value: *SYS provides the best auditing performance. However, if your installation
requires that no audit entries be lost when your system ends abnormally, you must specify 1. Specifying
1 may impair performance.

Auditing Level (QAUDLVL)

The QAUDLVL system value along with the QAUDLVL2 system value determines which security-related
events are logged to the security audit journal (QAUDJRN) for all system users. You can specify more
than one value for the QAUDLVL system value, unless you specify *NONE.
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For the QAUDLVL system value to take effect, the QAUDCTL system value must include *AUDLVL.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 46. Possible Values for the QAUDLVL System Value:

*NONE

*NOTAVL

*AUDLVL2

*ATNEVT
*AUTFAIL
*CREATE
*DELETE
*JOBDTA
*NETBAS
*NETCLU
*NETCMN

*NETFAIL
*NETSCK
*OBIMGT
*OFCSRV
*OPTICAL
*PGMADP
*PGMFAIL
*PRTDTA

*SAVRST
*SECCFG
*SECDIRSRV
*SECIPC
*SECNAS
*SECRUN
*SECSCKD
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No events controlled by the QAUDLVL or QAUDLVL?2 system values are logged.
Events are logged for individual users based on the AUDLVL values of user
profiles.

This value is displayed to indicate that the system value is not available to the
user because the user does not have either *AUDIT or *ALLOBJ special
authority. The system value cannot be set to this value.

Both QAUDLVL and QAUDLVL2 system values will be used to determine the
security actions to be audited.

Attention events are logged.

Authority failure events are logged.

Object create operations are logged.

Object delete operations are logged.

Actions that affect a job are logged.

Network base functions are audited.

Cluster and cluster resource group operations are audited.

Network and communication functions are audited.

*NETCMN is composed of several values to allow you to better customize your
auditing. The following values make up *NETCMN:

*NETBAS

*NETCLU

*NETFAIL

*NETSCK

Network failures are audited.

Socket tasks are audited.

Object move and rename operations are logged.

Changes to the system distribution directory and office mail actions are logged.
Use of Optical Volumes is logged.

Obtaining authority from a program that adopts authority is logged.

System integrity violations are logged.

Printing a spooled file, sending output directly to a printer, and sending output
to a remote printer are logged.

Restore operations are logged.

Security configuration is audited.

Changes or updates when doing directory service functions are audited.
Changes to interprocess communications are audited.

Network authentication service actions are audited.

Security run time functions are audited.

Socket descriptors are audited.



Table 46. Possible Values for the QAUDLVL System Value: (continued)

*SECURITY

*SECVFY
*SECVLDL
*SERVICE
*SPLFDTA
*SYSMGT

Security-related functions are logged.

*SECURITY is composed of several values to allow you to better customize your
auditing. The following values make up *SECURITY:

*SECCFG

*SECDIRSRV

*SECIPC

*SECNAS

*SECRUN

*SECSCKD

*SECVFY

*SECVLDL

Use of verification functions are audited.
Changes to validation list objects are audited.
Using service tools is logged.

Actions performed on spooled files are logged.
Use of systems management functions is logged.

See [“Planning the Auditing of Actions” on page 236 for a complete description of the journal entry types

and the possible values for QAUDLVL.

Auditing Level Extension (QAUDLVL?2)

The QAUDLVL2 system value is required when more than sixteen auditing values are needed. Specifying
*AUDLVL2 as one of the values in the QAUDLVL system value will cause the system to also look for
auditing values in the QAUDLVL2 system value. You can specify more than one value for the
QAUDLVL2 system value, unless you specify *NONE. For the QAUDLVL2 system value to take effect,
the QAUDCTL system value must include *AUDLVL and the QAUDLVL system value must include

*AUDLVL2.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 47. Possible Values for the QAUDLVL2 System Value:

*NONE
*NOTAVL

*ATNEVT
*AUTFAIL
*CREATE
*DELETE
*JOBDTA
*NETBAS
*NETCLU
*NETCMN

*NETFAIL
*NETSCK

No auditing values are contained in this system value.

This value is displayed to indicate that the system value is not available to the
user because the user does not have either *AUDIT or *ALLOBJ special
authority. The system value cannot be set to this value.

Attention events are logged.

Authority failure events are logged.

Object create operations are logged.

Object delete operations are logged.

Actions that affect a job are logged.

Network base functions are audited.

Cluster and cluster resource group operations are audited.

Network and communication functions are audited.

*NETCMN is composed of several values to allow you to better customize your
auditing. The following values make up *NETCMN:

*NETBAS

*NETCLU

*NETFAIL

*NETSCK

Network failures are audited.
Socket tasks are audited.
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Table 47. Possible Values for the QAUDLVL2 System Value: (continued)

*OBIMGT Object move and rename operations are logged.

*OFCSRV Changes to the system distribution directory and office mail actions are logged.

*OPTICAL Use of Optical Volumes is logged.

*PGMADP Obtaining authority from a program that adopts authority is logged.

*PGMFAIL System integrity violations are logged.

*PRTDTA Printing a spooled file, sending output directly to a printer, and sending output
to a remote printer are logged.

*SAVRST Restore operations are logged.

*SECCFG Security configuration is audited.

*SECDIRSRV Changes or updates when doing directory service functions are audited.

*SECIPC Changes to interprocess communications are audited.

*SECNAS Network authentication service actions are audited.

*SECRUN Security run time functions are audited.

*SECSCKD Socket descriptors are audited.

*SECURITY Security-related functions are logged.

*SECURITY is composed of several values to allow you to better customize your
auditing. The following values make up *SECURITY:

*SECCFG

*SECDIRSRV

*SECIPC

*SECNAS

*SECRUN

*SECSCKD

*SECVFY

*SECVLDL
*SECVFY Use of verification functions are audited.
*SECVLDL Changes to validation list objects are audited.
*SERVICE Using service tools is logged.
*SPLFDTA Actions performed on spooled files are logged.
*SYSMGT Use of systems management functions is logged.

See [“Planning the Auditing of Actions” on page 236 for a complete description of the journal entry types
and the possible values for QAUDLVL2.

Auditing for New Objects (QCRTOBJAUD)
The QCRTOBJAUD system value is used to determine the auditing value for a new object or directory, if

the auditing default for the library or directory of the new object is set to *SYSVAL. The QCRTOBJAUD
system value is also the default object auditing value for new folderless documents.

For example, the CRTOBJAUD value for the CUSTLIB library is *SYSVAL. The QCRTOBJAUD value is
*CHANGE. If you create a new object in the CUSTLIB library, its object auditing value is automatically
set to *CHANGE. You can change the object auditing value using the CHGOBJAUD or CHGAUD
command.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values’1 for details on how
to restrict changes to security system values and a complete list of the restricted system values.

54 iseries Security Reference V5R4



Table 48. Possible Values for the QCRTOBJAUD System Value:

*NONE No auditing is done for the object.

*NOTAVL This value is displayed to indicate that the system value is not available to the
user because the user does not have either *AUDIT or *ALLOBJ special
authority. The system value cannot be set to this value.

*USRPRF Auditing of the object is based on the value in the profile of the user accessing
the object.

*CHANGE An audit record is written whenever a security relevant change is made to the
object.

*ALL An audit record is written for any security relevant action that affects the

contents of the object. An audit record is also written if a security relevant
change is made to the object.

Recommended Value: The value you select depends on the auditing requirements of your installation.
The section |“Planning the Auditing of Object Access” on page 254| provides more information about
methods for setting up object auditing on your system. You may control the auditing value at the
directory level with the CRTOBJAUD parameter on the Make Directory (CRTDIR) command, and the
*CRTOBJAUD value on the Change Attribute (CHGATR) command. You may also control the auditing
value at the library level with the CRTOBJAUD parameter with the CRTLIB command and the CHGLIB
command.
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Chapter 4. User Profiles

This chapter describes user profiles: their purpose, their features, and how to design them. User profiles
are a powerful and flexible tool. Designing them well can help you protect your system and customize it
for your users.

Overview:

Purpose:
Create and maintain user profiles and group profiles on the system

How To:
Work with User Profiles (WRKUSRPRF) command

Change User Audit (CHGUSRAUD) command

Authority:
*SECADM special authority

*AUDIT special authority to change user auditing
Journal Entry:

AD for changes to user auditing

CO for creation of a user profile

CP for changes to users profiles

DO for deletion of a user profile

ZC for changes to a user profile that are not relevant to security

Roles of the User Profile

The user profile has several roles on the system:

* |t contains security-related information that controls how the user signs on the system, what the user is
allowed to do after signing on, and how the user’s actions are audited.

* It contains information that is designed to customize the system and adapt it to the user.

* It is a management and recovery tool for the operating system. The user profile contains information
about the objects owned by the user and all the private authorities to objects.

* The user profile name identifies the user’s jobs and printer output.

If the security level (QSECURITY) system value on your system is 10, the system automatically creates a
user profile when someone signs on with a user ID that does not already exist on the system.|Table 143]in
Appendix Bl shows the values assigned when the system creates a user profile.

If the QSECURITY system value on your system is 20 or higher, a user profile must exist before a user
can sign on.

Group Profiles
A group profile is a special type of user profile. It serves two purposes on the system:

Security tool
A group profile provides a method for organizing authorities on your system and sharing them
among users. You can define object authorities or special authorities for group profiles rather than
for each individual user profile. A user may be a member of up to 16 group profiles.
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Customizing tool
A group profile can be used as a pattern for creating individual user profiles. Most people who
are part of the same group have the same customizing needs, such as the initial menu and the
default printer. You can define these things in the group profile and then copy the group profile
to create individual user profiles.

You create group profiles in the same way that you create individual profiles. The system recognizes a
group profile when you add the first member to it. At that point, the system sets information in the
profile indicating that it is a group profile. The system also generates a group identification number (gid)
for the profile. You can also designate a profile as a group profile at the time when you create it by
specifying a value in the GID parameter. |“Planning Group Profiles” on page 214| shows an example of
setting up a group profile.

User-Profile Parameter Fields

When you create a user profile, the profile is given these authorities to itself: *OBIMGT, *CHANGE.
These authorities are necessary for system functions and should not be removed.

Following are explanations of each field in the user profile. The fields are described in the order they
appear on the Create User Profile command prompt.

Many system displays have different versions, called assistance levels, to meet the needs of different
users:

» Basic assistance level, which contains less information and does not use technical terminology.
* Intermediate assistance level, which shows more information and uses technical terms.

» Advanced assistance level, which uses technical terms and shows the maximum amount of data by not
always displaying function key and option information.

The following sections show what the user profile fields are called on both the basic assistance level and
the intermediate assistance level displays. This is the format used:

Field Title
The title of the section shows how the field name appears on the Create User Profile command
prompt, which is shown when you create a user profile with intermediate assistance level or the
Create User Profile (CRTUSRPRF) command.

Add User prompt:
This shows how the field name appears on the Add User display and other user-profile displays
that use basic assistance level. The basic assistance level displays show a subset of the fields in
the user profile. Not shown means the field does not appear on the basic assistance level display.
When you use the Add User display to create a user profile, default values are used for all fields
that are not shown.

CL parameter:
You use the CL parameter name for a field in a CL program or when you enter a user profile
command without prompting.

Length:
If you use the Retrieve User Profile (RTVUSRPRF) command in a CL program, this is the length
you should use to define the parameter associated with the field.

Authority:
If a field refers to a separate object, such as a library or a program, you are told the authority
requirements for the object. To specify the object when you create or change a user profile, you
need the authority listed. To sign on using the profile, the user needs the authority listed. For
example, if you create user profile USERA with job description JOBD1, you must have *USE
authority to JOBD1. USERA must have *USE authority to JOBD1 to successfully sign on with the
profile.
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In addition, each section describes the possible values for the field and a recommended value.

User Profile Name

Add User prompt:
User

CL parameter:
USRPRF

Length:
10

The user profile name identifies the user to the system. This user profile name is also known as the user
ID. It is the name the user types in the User prompt on the Sign On display.

The user profile name can be a maximum of 10 characters. The characters can be:
* Any letter (A through Z)

* Any number (0 through 9)

* These special characters: pound (#), dollar ($), underscore (), at (@).

Note: The Add User display allows only an eight-character user name.
The user profile name cannot begin with a number.

Note: It is possible to create a user profile so that when a user signs on, the user ID is only numerals. To
create a profile like this, specify a Q as the first character, such as Q12345. A user can then sign on
by entering 12345 or Q12345 for the User prompt on the Sign On display.

For more information about specifying names on the system, see the CL Programming book.

Recommendations for Naming User Profiles: Consider these things when deciding how to name user
profiles:

» A user profile name can be up to 10 characters long. Some communications methods limit the user ID
to eight characters. The Add User display also limits the user profile name to eight characters.

* Use a naming scheme that makes user IDs easy to remember.

» The system does not distinguish between uppercase and lowercase letters in a user profile name. If you
enter lowercase alphabetic characters at your workstation, the system translates them to uppercase
characters.

» The displays and lists you use to manage user profiles show them in alphabetical order by user profile
name.

* Avoid using special characters in user profile names. Special characters may cause problems with
keyboard mapping for certain workstations or with national language versions of the i5/0S licensed
program.

One technique for assigning user profile names is to use the first seven characters of the last name
followed by the first character of the first name. For example:

User Name User Profile Name
Anderson, George ANDERSOG
Anderson, Roger ANDERSOR
Harrisburg, Keith HARRISBK

Jones, Sharon JONESS

Jones, Keith JONESK
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Recommendations for Naming Group Profiles: If you want to be able to easily identify group profiles
on lists and displays, follow the naming convention. Begin all group profile names with the same
characters, such as GRP (for group) or DPT (for department).

Password

Add User prompt:
Password

CL parameter:
PASSWORD

Length:
128

The password is used to verify a user’s authority to sign on the system. A user ID and a password must
be specified to sign on when password security is active (QSECURITY system value is 20 or higher).

Passwords can be a maximum of 10 characters when the QPWDLVL system value is set to 0 or 1.
Passwords can be a maximum of 128 characters when the QPWDLVL system value is set to 2 or 3.

When the password level (QPWDLVL) system value is 0 or 1, the rules for specifying passwords are the
same as those used for user profile names. When the first character of the password is a Q and the
second character is a numeric character, the Q can be omitted on the Sign On display. If a user specifies
Q12345 as the password on the Change Password display, the user can specify either 12345 or Q12345 as
the password on the Sign On display. When QPWDLVL is 2 or 3, the user must specify the password as
Q12345 on the signon display if the user profile was created with a password of Q12345. An all numeric
password is allowed when QPWDLVL is 2 or 3, but the user profile password must be created as all
numeric.

When the password level (QPWDLVL) system value is 2 or 3, the password is case-sensitive and can
contain any character including blank characters. However, the password cannot begin with an asterisk
character (’*’), and trailing blank characters in the password are removed.

Note: Passwords can be created using double-byte characters. However, a password containing
double-byte characters cannot be used to signon via the system signon screen. Passwords
containing double byte characters can be created by the CRTUSRPRF and CHGUSRPRF commands
and can be passed to the system APIs that support the password parameter.

One-way encryption is used to store the password on the system. If a password is forgotten, the security
officer can use the Change User Profile (CHGUSRPRF) command to assign a temporary password and set
that password to expired, requiring the user to assign a new password at the next sign-on.

You can set system values to control the passwords that users assign. The password composition system
values apply only when a user changes a password using the Change Password (CHGPWD) command,
the Change password option from the ASSIST menu, or the QSYCHGPW API. If the password minimum
length (QPWDMINLEN) system value is not 1 or the password maximum length (QPWDMAXLEN)
system value is not 10 or any of the other password composition system values have been changed from
the default values, a user cannot set the password equal to the user profile name using the CHGPWD
command, the ASSIST menu, or the QSYCHGPW API.

See the topic|“System Values That Apply to Passwords” on page 38| for information about setting the
password composition system values.
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Table 49. Possible Values for PASSWORD:

*USRPRF The password for this user is the same as the user profile name. When the
password level (QPWDLVL) system value is 2 or 3, the password is the
uppercased value of the user profile name. For profile JOHNDOE, the password
is JOHNDOE, not johndoe.

*NONE No password is assigned to this user profile. Sign-on is not allowed with this
user profile. You can submit a batch job using a user profile with password
*NONE if you have correct authority to the user profile.

user- password A character string (128 characters or less).

Recommendations for Passwords:

» Set the password for a group profile to *NONE. This prevents anyone from signing on with the group
profile.

* When creating an individual user profile, set the password to an initial value and require a new
password to be assigned when the user signs on (set password expired to *YES). The default password
when creating a user profile is the same as the user profile name.

» If you use a trivial or default password when creating a new user profile, make sure the user intends
to sign on immediately. If you expect a delay before the user signs on, set the status of the user profile
to *DISABLED. Change the status to *ENABLED when the user is ready to sign on. This protects a
new user profile from being used by someone who is not authorized.

* Use the password composition system values to prevent users from assigning trivial passwords.

* Some communications methods send passwords between systems and limit the length of password and
the characters that passwords can contain. If your system communicates with other systems, use the
QPWDMAXLEN system value to limit the passwords length. At password levels 0 and 1, the
QPWDLMTCHR system value can be used to specify characters that cannot be used in passwords.

Set Password to Expired

Add User prompt:
Not shown

CL parameter:
PWDEXP

Length:
4

The Set password to expired field allows a security administrator to indicate in the user profile that the
user’s password is expired and must be changed the next time the user signs on. This value is reset to
*NO when the password is changed. You can change the password by using either the CHGPWD or
CHGUSRPRF command, or the QSYCHGPW API, or as part of the next sign-on process.

This field can be used when a user cannot remember the password and a security administrator must
assign a new one. Requiring the user to change the password assigned by the security administrator
prevents the security administrator from knowing the new password and signing on as the user.

When a user’s password has expired, the user receives a message at sign-on (see . The user can
either press the Enter key to assign a new password or press F3 (Exit) to cancel the sign-on attempt
without assigning a new password. If the user chooses to change the password, the Change Password
display is shown and password validation is run for the new password.
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Sign-on Information

System:
Password has expired. Password must be changed to continue sign-on
request.
Previous sign-on . . . . . . . . . . . .. : 10/30/91 14:15:00
Figure 1. Password Expiration Message
Table 50. Possible Values for PWDEXP:
*NO: The password is not set to expired.

*YES: The password is set to expired.

Recommendations: Set the password to expired whenever you create a new user profile or assign a
temporary password to a user.

Status

Add User prompt:
Not shown

CL parameter:
STATUS

Length:
10

The value of the Status field indicates if the profile is valid for sign-on. If the profile status is enabled, the
profile is valid for sign-on. If the profile status is disabled, an authorized user has to enable the profile
again to make it valid for sign-on.

You can use the CHGUSRPRF command to enable a profile that has been disabled. You must have
*SECADM special authority and *OBIMGT and *USE authority to the profile to change its status. The
topic|“Enainng a User Profile” on page 104| shows an example of an adopted authority program to allow
a system operator to enable a profile.

The system may disable a profile after a certain number of incorrect sign-on attempts with that profile,
depending on the settings of the QMAXSIGN and QMAXSGNACN system values.

You can always sign on with the QSECOFR (security officer) profile at the console, even if the status of
QSECOFR is *DISABLED. If the QSECOFR user profile becomes disabled, sign on as QSECOFR at the
console and type CHGUSRPRF QSECOFR STATUS (*ENABLED).

Table 51. Possible Values for STATUS:
*ENABLED The profile is valid for sign-on.
*DISABLED The profile is not valid for sign-on until an authorized user enables it again.

Recommendations: Set the status to *DISABLED if you want to prevent sign-on with a user profile. For
example, you can disable the profile of a user who will be away from the business for an extended
period.
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User Class

Add User prompt:
Type of User

CL parameter:
USRCLS

Length:
10

User class is used to control what menu options are shown to the user on i5/0S menus. This does not
necessarily limit the use of commands. The Limit capabilities field controls whether the user can enter
commands. User class may not affect what options are shown on menus provided by other licensed
programs.

If no special authorities are specified when a user profile is created, the user class and the security level
(QSECURITY) system value are used to determine the special authorities for the user.

Possible Values for USRCLS: [Table 52 shows the possible user classes and what the default special
authorities are for each user class. The entries indicate that the authority is given at security levels 10 and
20 only, at all security levels, or not at all.

The default value for user class is *USER.

Table 52. Default Special Authorities by User Class

User Classes

Special Authority *SECOFR *SECADM *PGMR *SYSOPR *USER
*ALLOBJ All 10 or 20 10 or 20 10 or 20 10 or 20
*SECADM All All

*JOBCTL All 10 or 20 10 or 20 All

*SPLCTL All

*SAVSYS All 10 or 20 10 or 20 All 10 or 20
*SERVICE All

*AUDIT All

*|OSYSCFG All

Recommendations: Most users do not need to perform system functions. Set the user class to *USER,
unless a user specifically needs to use system functions.

Assistance Level

Add User prompt:
Not shown

CL parameter:
ASTLVL

Length:
10

For each user, the system keeps track of the last assistance level used for every system display that has
more than one assistance level. That level is used the next time the user requests that display. During an
active job, a user can change the assistance level for a display or group of related displays by pressing
F21 (Select assistance level). The new assistance level for that display is stored with the user information.

Chapter 4. User Profiles 63



Specifying the assistance level (ASTLVL) parameter on a command does not change the assistance level
that is stored for the user for the associated display.

The Assistance level field in the user profile is used to specify the default assistance level for the user
when the profile is created. If the assistance level in the user profile is changed using the CHGUSRPRF or
the Change Profile (CHGPRF) command, the assistance levels stored for all displays for that user are

reset to the new value.

For example, assume the user profile for USERA is created with the default assistance level (basic).
shows whether USERA sees the Work with User Profiles display or the Work with User
Enroliment display when using different options. The table also shows whether the system changes the
version for the display that is stored with USERA’s profile.

Table 53. How Assistance Levels Are Stored and Changed

Action Taken

Version of Display Shown

Version of Display Stored

Use WRKUSRPRF command

Work with User Enrollment display

No change (basic assistance level)

From Work with User Enrollment
display, press F21 and select
intermediate assistance level.

Work with User Profiles display

Changed to intermediate assistance
level

Use WRKUSRPRF command

Work with User Profiles display

No change (intermediate)

Select the work with user enrollment
option from the SETUP menu.

Work with User Profiles display

No change (intermediate)

Type CHGUSRPRF USERA
ASTLVL(*BASIC)

Changed to basic assistance level

Use WRKUSRPRF command

Work with User Enrollment display

No change (basic)

Type WRKUSRPRF ASTLVL (*INTERMED)

Work with User Profiles display

No change (basic)

Note: The User option field in the user profile also affects how system displays are shown. This field is

described on page

Table 54. Possible Values for ASTLVL:

The assistance level specified in the QASTLVL system value is used.
The Operational Assistant user interface is used.

The system interface is used.
The expert system interface is used. To allow for more list entries, the option

*SYSVAL
*BASIC
*INTERMED
*ADVANCED

numbers and the function keys are not always displayed. If a command does not
have an advanced (*ADVANCED) level, the intermediate (*INTERMED) level is
used.

Current Library

Add User prompt:
Default library

CL parameter:
CURLIB

Length:
10

Authority
*USE
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The current library is searched before the libraries in the user portion of the library list for any objects
specified as *LIBL. If the user creates objects and specifies *CURLIB, the objects are put in the current
library.

The current library is automatically added to the user’s library list when the user signs on. It does not
need to be included in the initial library list in the user’s job description.

The user cannot change the current library if the Limit capabilities field in the user profile is *YES or
*PARTIAL.

The topic|[“Library Lists” on page 183|provides more information about using library lists and the current
library.

Table 55. Possible Values for CURLIB:

*CRTDFT This user has no current library. If objects are created using *CURLIB on a create
command, the library QGPL is used as the default current library.
current-library-name The name of a library.

Recommendations: Use the Current library field to control where users are allowed to put new objects,
such as Query programs. Use the Limit capabilities field to prevent users from changing the current library.

Initial Program
Add User prompt:

Sign on program
CL parameter:

INLPGM

Length:
10 (program name) 10 (library name)

Authority:
*USE for program *EXECUTE for library

You can specify the name of a program to call when a user signs on. This program runs before the initial
menu, if any, is displayed. If the Limit capabilities field in the user’s profile is *YES or *PARTIAL, the user
cannot specify an initial program on the Sign On display.

The initial program is called only if the user’s routing program is QCMD or QCL. See [‘Starting an
[Interactive Job” on page 175/ for more information about the processing sequence when a user signs on.

Initial programs are used for two main purposes:
» To restrict a user to a specific set of functions.

» To perform some initial processing, such as opening files or establishing the library list, when the user
first signs on.

Parameters cannot be passed to an initial program. If the initial program fails, the user is not able to sign
on.

Table 56. Possible Values for INLPGM:

*NONE No program is called when the user signs on. If a menu name is specified on the
initial menu (INLMNU) parameter, that menu is displayed.
program-name The name of the program that is called when the user signs on.
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Table 57. Possible Values for INLPGM Library:

*LIBL The library list is used to locate the program. If the job description for the user
profile has an initial library list, that list is used. If the job description specifies
*SYSVAL for the initial library list, the QUSRLIBL system value is used.

*CURLIB The current library specified in the user profile is used to locate the program. If
no current library is specified, QGPL is used.

library-name The library where the program is located.

Initial Menu

Add User prompt:
First menu

CL parameter:
INLMNU

Length:
10 (menu name) 10 (library name)

Authority
*USE for menu *EXECUTE for library

You can specify the name of a menu to be shown when the user signs on. The initial menu is displayed
after the user’s initial program runs. The initial menu is called only if the user’s routing program is
QCMD or QCL.

If you want the user to run only the initial program, you can specify *SIGNOFF for the initial menu.

If the Limit capabilities field in the user’s profile is *YES, the user cannot specify a different initial menu
on the Sign On display. If a user is allowed to specify an initial menu on the Sign On display, the menu
specified overrides the menu in the user profile.

Table 58. Possible Values for MENU:

MAIN The iSeries system Main Menu is shown.

*SIGNOFF The system signs off the user when the initial program completes. Use this to
limit users to running a single program.

menu-name The name of the menu that is called when the user signs on.

Table 59. Possible Values for MENU Library:

*LIBL The library list is used to locate the menu. If the initial program adds entries to
the library list, those entries are included in the search, because the menu is
called after the initial program has completed.

*CURLIB The current library for the job is used to locate the menu. If no current library
entry exists in the library list, QGPL is used.
library-name The library where the menu is located.

Limit Capabilities

Add User prompt:
Restrict command line use

CL parameter:
LMTCPB

Length:
10
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You can use the Limit capabilities field to limit the user’s ability to enter commands and to override the
initial program, initial menu, current library, and attention-key-handling program specified in the user
profile. This field is one tool for preventing users from experimenting on the system.

A user with LMTCPB(*YES) can only run commands that are defined as allow limited user
(ALWLMTUSR) *YES. These commands are shipped by IBM with ALWLMTUSR(*YES):

Sign off (SIGNOFF)

Send message (SNDMSG)
Display messages (DSPMSG)
Display job (DSPJOB)

Display job log (DSPJOBLOG)
Start PC Organizer (STRPCO)
Work with Messages (WRKMSG)

The Limit capabilities field in the user profile and the ALWLMTUSR parameter on commands apply only
to commands that are run from the command line, the Command Entry display, FTP, REXEC, using the
QCAPCMD API, or an option from a command grouping menu. Users are not restricted to do the
following:

* Running commands in CL programs that are running a command as a result of taking an option from
a menu

* Running remote commands through applications

You can allow the limited capability user to run additional commands, or remove some of these
commands from the list, by changing the ALWLMTUSR parameter for a command. Use the Change
Command (CHGCMD)command. If you create your own commands, you can specify the ALWLMTUSR
parameter on the Create Command (CRTCMD) command.

Possible Values: [Table 60|shows the possible values for Limit capabilities and what functions are allowed
for each value.

Table 60. Functions Allowed for Limit Capabilities Values

Function *YES *PARTIAL *NO

Change Initial Program No No Yes

Change Initial Menu No Yes Yes

Change Current Library No No Yes

Change Attention Program No No Yes

Enter Commands A few! Yes Yes

. These commands are allowed: SIGNOFF, SNDMSG, DSPMSG, DSPJOB, DSPJOBLOG, STRPCO, WRKMSG.

The user cannot use F9 to display a command line from any menu or display.

Recommendations: Using an initial menu, restricting command line use, and providing access to the
menu allow you to set up an environment for a user who does not need or want to access system
functions. See the topic|“PIanning Menus” on page 203| for more information about this type of
environment.

Text

Add User prompt:
User description

CL parameter:
TEXT
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Length:
50

The text in the user profile is used to describe the user profile or what it is used for. For user profiles, the
text should have identifying information, such as the user’s name and department. For group profiles,
the text should identify the group, such as what departments the group includes.

Table 61. Possible Values for text:
*BLANK: No text is specified.
description Specify no more than 50 characters.

Recommendations: The Text field is truncated on many system displays. Put the most important
identifying information at the beginning of the field.

Special Authority

Add User prompt:
Not shown

CL parameter:
SPCAUT

Length:
100 (10 characters per special authority)

Authority:
To give a special authority to a user profile, you must have that special authority.

Special authority is used to specify the types of actions a user can perform on system resources. A user
can be given one or more special authorities.

Table 62. Possible Values for SPCAUT:

*USRCLS Special authorities are granted to this user based on the user class (USRCLS) field
in the user profile and the security level (QSECURITY) system value. If *USRCLS
is specified, no additional special authorities can be specified for this user.

If you specify *USRCLS when you create or change a user profile, the system
puts the correct special authorities in the profile as if you had entered them.
When you display profiles, you cannot tell whether special authorities were
entered individually or entered by the system based on the user class.

| able 52 on page 63 shows the default special authorities for each user class.
*NONE No special authority is granted to this user.
special-authority-name Specify one or more special authorities for the user. The special authorities are
described in the sections that follow.

*ALLOBJ Special Authority

All-object (*ALLOBJ) special authority allows the user to access any resource on the system whether
private authority exists for the user. Even if the user has *EXCLUDE authority to an object, *ALLOBJ
special authority still allows the user to access the object.

Risks: *ALLOBJ special authority gives the user extensive authority over all resources on the system. The
user can view, change, or delete any object. The user can also grant to other users the authority to use
objects.

A user with *ALLOBJ authority cannot directly perform operations that require another special authority.
For example, *ALLOBJ special authority does not allow a user to create another user profile, because
creating user profiles requires *SECADM special authority. However, a user with *ALLOBJ special
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authority can submit a batch job to run using a profile that has the needed special authority. Giving
*ALLOBJ special authority essentially gives a user access to all functions on the system.

*SECADM Special Authority
Security administrator (*SECADM) special authority allows a user to create, change, and delete user
profiles. A user with *SECADM special authority can:

* Add users to the system distribution directory.

* Display authority for documents or folders.

* Add and remove access codes to the system.

* Give and remove a user’s access code authority.

* Give and remove permission for users to work on another user’s behalf.
* Delete documents and folders.

* Delete document lists.

» Change distribution lists created by other users.

Only a user with *SECADM and *ALLOBJ special authority can give *SECADM special authority to
another user.

*JOBCTL Special Authority
Job control (*JOBCTL) special authority allows the user to:

* Change, delete, hold, and release all files on any output queues specified as OPRCTL(*YES).

» Display, send, and copy all files on any output queues specified as DSPDTA(*YES or *NO) and
OPRCTL(*YES).

» Hold, release, and clear job queues specified as OPRCTL(*YES).

* Hold, release, and clear output queues specified as OPRCTL(*YES).

* Hold, release, change, and cancel other users’ jobs.

» Start, change, end, hold, and release writers, if the output queue is specified as OPRCTL(*YES).
» Change the running attributes of a job, such as the printer for a job.

» Stop subsystems.

* Perform an initial program load (IPL).

Securing printer output and output queues is discussed in [“Printing” on page 186

You can change the job priority (JOBPTY) and the output priority (OUTPTY) of your own job without job
control special authority. You must have *JOBCTL special authority to change the run priority (RUNPTY)
of your own job.

Changes to the output priority and job priority of a job are limited by the priority limit (PTYLMT) in the
profile of the user making the change.

Risks: A user with *JOBCTL special authority can change the priority of jobs and of printing, end a job
before it has finished, or delete output before it has printed. *)JOBCTL special authority can also give a
user access to confidential spooled output, if output queues are specified OPRCTL(*YES). A user who
abuses *JOBCTL special authority can cause negative effect on individual jobs and on overall system
performance.

*SPLCTL Special Authority

Spool control (*SPLCTL) special authority allows the user to perform all spool control functions, such as
changing, deleting, displaying, holding and releasing spooled files. The user can perform these functions
on all output queues, regardless of any authorities for the output queue or the OPRCTL parameter for the
output queue.
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*SPLCTL special authority also allows the user to manage job queues, including holding, releasing, and
clearing the job queue. The user can perform these functions on all job queues, regardless of any
authorities for the job queue or the OPRCTL parameter for the job queue.

Risks: The user with *SPLCTL special authority can perform any operation on any spooled file in the
system. Confidential spooled files cannot be protected from a user with *SPLCTL special authority.

*SAVSYS Special Authority
Save system (*SAVSYS) special authority gives the user the authority to save, restore, and free storage for
all objects on the system, whether the user has object existence authority to the objects.

Risks: The user with *SAVSYS special authority can:

» Save an object and take it to another iSeries system to be restored.

» Save an object and display the tape to view the data.

» Save an object and free storage, thus deleting the data portion of the object.
» Save a document and delete it.

*SERVICE Special Authority

Service (*SERVICE) special authority allows the user to start system service tools using the STRSST
command. It also allows the user to debug a program with only *USE authority to the program and
perform the display and alter service functions. The dump function can be performed without *SERVICE
authority. It also allows the user to perform various trace functions.

Risks: A user with *SERVICE special authority can display and change confidential information using
service functions. The user must have *ALLOBJ special authority to change the information using service
functions.

To minimize the risk for trace commands, users can be given authorization to perform service tracing
without needing to give the user *SERVICE special authority. In this way, only specific users will have the
ability to perform a trace command, which can grant them access to sensitive data. The user must be
authorized to the command and have either *SERVICE special authority, or be authorized to the Service
Trace function of the operating system through Application Administration in iSeries Navigator. The
Change Function Usage (CHGFCNUSG) command, with the function ID of QIBM_SERVICE_TRACE, can
also be used to change the list of users that are allowed to perform trace operations.

The commands to which access can be granted in this way include:

Table 63.

STRCMNTRC Start Communications Trace
ENDCMNTRC End Communications Trace
PRTCMNTRC Print Communications Trace
DLTCMNTRC Delete Communications Trace
CHKCMNTRC Check Communications Trace
TRCCNN Trace Connection (seq“Granting Access to Traces” on page 71)
TRCINT Trace Internal

STRTRC Start Job Trace

ENDTRC End Job Trace

PRTTRC Print Job Trace

DLTTRC Delete Job Trace

TRCTCPAPP Trace TCP/IP Application
WRKTRC Work with Traces
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Note: You need *ALLOBJ to be able to change data using service functions.

Granting Access to Traces: Trace commands, such as TRCCNN (Trace Connection) are powerful
commands that should not be granted to all users who need access to other service and debug tools.
Following the steps below will let you limit who can access these trace commands without having
*SERVICE authority:

1. In iSeries Navigator, open Users and Groups.
Select All Users to view a list of user profiles.
Right-click the user profile to be altered.
Select Properties.

Click Capabilities.

Open the Applications tab.

Select Access for.

Select Host Applications.

Select Operating System.

Select Service.

11. Use the check box to grant or revoke access to trace command.

© © N Ok wwDD
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Alternatively, the Change Function Usage (CHGFCNUSG) command can be used to grant users access to
the trace commands. Enter CHGFCNUSG FCNID(QIBM_SERVICE_TRACE) USER(user-profile)
USAGE(*ALLOWED).

*AUDIT Special Authority
Audit (*AUDIT) special authority gives the user the ability to view and change auditing characteristics.
The user can;

* Change and display the system values that control auditing.

* Use the CHGOBJAUT, CHGDLOAUD, and CHGAUD commands to change auditing for objects.
* Use the CHGUSRAUD command to change auditing for a user.

» Display an object’s auditing values.

» Display a user profile’s auditing values.

» Execute some of the security tool commands (for example, PRTADPOB)).

Risks: A user with *AUDIT special authority can stop and start auditing on the system or prevent
auditing of particular actions. If having an audit record of security-relevant events is important for your
system, carefully control and monitor the use of *AUDIT special authority.

If it is important that auditing information not be viewable by general users, take additional actions to
restrict general users from viewing the following information:

* The security audit journal (QAUDJRN)
» Other journals that contain auditing data
» Save files, outfiles, spool files, and printed output that contain auditing information

Note: Only a user with *ALLOBJ, *SECADM, and *AUDIT special authorities can give another user
*AUDIT special authority.

*IOSYSCFG Special Authority
System configuration (*IOSYSCFG) special authority gives the user the ability to change how the system
is configured. For example, adding or removing communications configuration information, working with
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TCP/IP servers, and configuring the internet connection server (ICS). Most commands for configuring
communications require *IOSYSCFG special authority.|Appendix D|shows what special authorities are
required for specific commands.

Recommendations for Special Authorities: Giving special authorities to users represents a security
exposure. For each user, carefully evaluate the need for any special authorities. Keep track of which users
have special authorities and periodically review their requirement for the authority.

In addition, you should control the following situations for user profiles and programs:
* Whether user profiles with special authorities can be used to submit jobs
* Whether programs created by these users can run using the authority of the program owner

Programs adopt the *ALLOBJ special authority of the owner if:
* The programs are created by users who have *ALLOBJ special authority
* The user specifies USRPRF(*OWNER) parameter on the command that creates the program

Special Environment

Add User prompt:
Not shown

CL parameter:
SPCENV

Length:
10

Special environment determines the environment the user operates in after signing on. The user can
operate in the iSeries, the System/36, or the System/38 environment. When the user signs on, the system
uses the routing program and the special environment in the user’s profile to determine the user’s
environment. See [Figure 2 on page 73|

Table 64. Possible Values for SPCENV:

*SYSVAL The QSPCENYV system value is used to determine the environment when the
user signs on, if the user’s routing program is QCMD.

*NONE The user operates in the iSeries environment.

*S36 The user operates in the System/36 environment if the user’s routing program is
QCMD.

Recommendations: If the user runs a combination of iSeries and System/36 applications, use the Start
System/36 (STRS36) command before running System/36 applications rather than specifying the
System/36 environment in the user profile. This provides better performance for the iSeries applications.

72  iSeries Security Reference V5R4



No

environment.

Figure 2. Description of Special Environment
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The system determines if the routing program is QCMD. If it is not, then the system checks to see if the

routing program is QCL. If the routing program is QCL, then the system will use the System/38 special

environment. If the routing program is not QCL, then the system uses the program specified in the

routing entry.

If the routing program is QCMD, then the system determines if the SPCENV system value is set. If it is

set, then the system retrieves the value for QSPCENYV system value and the system tests the special
environment value. If SPCENV system value is not set, then the system tests the special environment

value.

If the special environment value is set to *S36, the system runs the System/36 special environment. If the
special environment value is set to *NONE, then the system runs the native iSeries environment.

Display Sign-On Information

Add User prompt:
Not shown

CL parameter:
DSPSGNINF
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Length:
7

The Display sign-on information field specifies whether the Sign-on Information display is shown when the
user signs on. shows the display. Password expiration information is only shown if the password
expires within seven days.

Sign-on Information

System:

Previous sign-on . . . . . . . . . . . .. : 10/30/91 14:15:00

Sign-on attempts not valid . . . . . .. . : 3

Days until password expires . . . . .. . : 5
Figure 3. Sign-On Information Display
Table 65. Possible Values for DSPSGNINF:
*SYSVAL The QDSPSGNINF system value is used.
*NO The Sign-on Information display is not shown when the user signs on.
*YES The Sign-on Information display is shown when the user signs on.

Recommendations: The Sign-on Information display is a tool for users to monitor their profiles and to
detect attempted misuse. Having all users see this display is recommended. Users with special authority
or authority to critical objects should be encouraged to use the display to make sure no one attempts to
use their profiles.

Password Expiration Interval

Add User prompt:
Not shown

CL parameter:
PWDEXPITV

Length:
5,0

Requiring users to change their passwords after a specified length of time reduces the risk of an
unauthorized person accessing the system. The password expiration interval controls the number of days
that a valid password can be used before it must be changed.

When a user’s password has expired, the user receives a message at sign-on. The user can either press
the Enter key to assign a new password or press F3 (Exit) to cancel the sign-on attempt without assigning
a new password. If the user chooses to change the password, the Change Password display is shown and
full password validation is run for the new password. [Figure 1 on page 62 shows an example of the
password expiration message.

Recommendations: Use the user profile password expiration interval to require profiles with *SERVICE,
*SAVSYS, *SECADM, or *ALLOBJ special authorities to change passwords more frequently than other
users.
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Table 66. Possible Values for PWDEXPITV:

*SYSVAL The QPWDEXPITV system value is used.
*NOMAX The system does not require the user to change the password.
password- expiration- interval Specify a number from 1 through 366.

Recommendations: Set the QPWDEXPITV system value for an appropriate interval, such as 60 to 90
days. Use the Password expiration interval field in the user profile for individual users who should change
their passwords more frequently, such as security administrators.

Local Password Management

Add User prompt:
Not shown

CL parameter:
LCLPWDMGT

Length:
10

The Local password management specifies whether the user profile password should be managed locally.
If the password is managed locally, then the password is stored locally with the user profile. This is the
traditional method of storing the password.

If the password is not being managed locally, then the local i5/0S password is set to *NONE. The
password value specified in the password parameter will be sent to other IBM products that do password
synchronization, such as IBM iSeries Integration for Windows Server. The user will not be able to change
his password using the Change Password (CHGPWD) command. In addition, he will not be able to sign
on to the system directly. Specifying this value will affect other IBM products that do password
synchronization, such as IBM Integration for Windows Server. See your product documentation for
details

This parameter should not be set to *NO unless the user only needs to access the system through some
other platform, such as Windows.

Table 67. Possible Values for LCLPWDMGT:
*YES The password is managed locally.
*NO The password is not managed locally.

Limit Device Sessions

Add User prompt:
Not shown

CL parameter:
LMTDEVSSN

Length:
7

The Limit device sessions field controls whether a user can be signed on at more than one workstation at a
time. The value does not restrict the use of the System Request menu or a second sign-on from the same
device.
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Table 68. Possible Values for LMTDEVSSN:

*SYSVAL The QLMTDEVSSN system value is used.
*NO The user may be signed on to more than one device at the same time.
*YES The user may not be signed on to more than one device at the same time.

Recommendations: Limiting users to one workstation at a time is one way to discourage sharing user
profiles. Set the QLMTDEVSSN system value to 1 (YES). If some users have a requirement to sign on at
multiple workstations, use the Limit device sessions field in the user profile for those users.

Keyboard Buffering

Add User prompt:
Not shown

CL parameter:
KBDBUF

Length:
10

This parameter specifies the keyboard buffering value used when a job is initialized for this user profile.
The new value takes effect the next time the user signs on.

The keyboard buffering field controls two functions:

Type-ahead:
Lets the user type data faster than it can be sent to the system.

Attention key buffering:
If attention key buffering is on, the Attention key is treated like any other key. If attention key
buffering is not on, pressing the Attention key results in sending the information to the system
even when other workstation input is inhibited.

Table 69. Possible Values for KBDBUF:

*SYSVAL The QKBDBUF system value is used.

*NO The type-ahead feature and Attention-key buffering option are not active for this
user profile.

*TYPEAHEAD The type-ahead feature is active for this user profile.

*YES The type-ahead feature and Attention-key buffering option are active for this
user profile.

Maximum Storage

Add User prompt:
Not shown

CL parameter:
MAXSTG

Length:
11,0

You can specify the maximum amount of auxiliary storage that is used to store permanent objects that are
owned by a user profile, including objects placed in the temporary library (QTEMP) during a job.
Maximum storage is specified in kilobytes (1024 bytes).

If the storage needed is greater than the maximum amount specified when the user attempts to create an
object, the object is not created.
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The maximum storage value is independently applied to each independent auxiliary storage pool (ASP)
on the system. Therefore, specifying a value of 5000 means that the user profile can use the following size
of auxiliary storage:

* 5000 KB of auxiliary storage in the system ASP and basic user ASPs.
* 5000 KB of auxiliary storage in independent ASP 00033 (if it exists).
* 5000 KB of auxiliary storage in independent ASP 00034 (if it exists).

This provides a total of 15 000 KB of auxiliary storage from the whole system.

When planning maximum storage for user profiles, consider the following system functions, which can
affect the maximum storage needed by a user:

* A restore operation first assigns the storage to the user doing the restore operation, and then transfers
the objects to the OWNER. Users who do large restore operations should have MAXSTG(*NOMAX) in
their user profiles.

* The user profile that owns a journal receiver is assigned the storage as the receiver size grows. If new
receivers are created, the storage continues to be assigned to the user profile that owns the active
journal receiver. Users who own active journal receivers should have MAXSTG(*NOMAX) in their user
profiles.

» If a user profile specifies OWNER(*GRPPRF), ownership of any object created by the user is transferred
to the group profile after the object is created. However, the user creating the object must have
adequate storage to contain any created object before the object ownership is transferred to the group
profile.

* The owner of a library is assigned the storage for the descriptions of the objects that are placed in a
library, even when the objects are owned by another user profile. Examples of such descriptions are
text and program references.

» Storage is assigned to the user profile for temporary objects that are used during the processing of a
job. Examples of such objects are commitment control blocks, file editing spaces, and documents.

Table 70. Possible Values for MAXSTG:

*NOMAX As much storage as required can be assigned to this profile.

maximum- KB Specify the maximum amount of storage in kilobytes (1 kilobyte equals 1024
bytes) that can be assigned to this user profile.

Priority Limit
Add User prompt:
Not shown

CL parameter:
PTYLMT

Length:
1
A batch job has three different priority values:

Run priority:
Determines how the job competes for machine resources when the job is running. Run priority is
determined by the job’s class.

Job priority:
Determines the scheduling priority for a batch job when the job is on the job queue. Job priority
can be set by the job description or on the submit command.
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Output priority:
Determines the scheduling priority for any output created by the job on the output queue.
Output priority can be set by the job description or on the submit command.

The priority limit in the user profile determines the maximum scheduling priorities (job priority and
output priority) allowed for any jobs the user submits. It controls priority when the job is submitted, as
well as any changes made to priority while the job is running or waiting in a queue.

The priority limit also limits changes that a user with *JOBCTL special authority can make to another
user’s job. You cannot give someone else’s job a higher priority than the limit specified in your own user
profile.

If a batch job runs under a different user profile than the user submitting the job, the priority limits for
the batch job are determined by the profile the job runs under. If a requested scheduling priority on a
submitted job is higher than the priority limit in the user profile, the priority of the job is reduced to the
level permitted by the user profile.

Table 71. Possible Values for PTYLMT:

3 The default priority limit for user profiles is 3. The default priority for both job
priority and output priority on job descriptions is 5. Setting the priority limit for
the user profile at 3 gives the user the ability to move some jobs ahead of others
on the queues.

priority- limit Specify a value, 1 through 9. The highest priority is 1; the lowest priority is 9.

Recommendations: Using the priority values in job descriptions and on the submit job commands is
often a better way to manage the use of system resources than changing the priority limit in user profiles.

Use the priority limit in the user profile to control changes that users can make to submitted jobs. For
example, system operators may need a higher priority limit so that they can move jobs in the queues.

Job Description

Add User prompt:
Not shown

CL parameter:
JOBD

Length
10 (job description name) 10 (library name)

Authority:
*USE for job description, *READ and *EXECUTE for library

When a user signs on, the system looks at the workstation entry in the subsystem description to
determine what job description to use for the interactive job. If the workstation entry specifies *USRPRF
for the job description, the job description in the user profile is used.

The job description for a batch job is specified when the job is started. It can be specified by name, or it
can be the job description from the user profile under which the job runs.

A job description contains a specific set of job-related attributes, such as which job queue to use,

scheduling priority, routing data, message queue severity, library list and output information. The
attributes determine how each job is run on the system.
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See the Work Management book for more information about job descriptions and their uses.

Table 72. Possible Values for JOBD:

QDFTJOBD The system-supplied job description found in library QGPL is used. You can use
the Display Job Description (DSPJOBD) command to see the attributes contained
in this job description.

job- description- name Specify the name of the job description, 10 characters or less.

Table 73. Possible Values for JOBD Library:

*LIBL The library list is used to locate the job description.

*CURLIB The current library for the job is used to locate the job description. If no current
library entry exists in the library list, QGPL is used.

library- name Specify the library where the job description is located, 10 characters or less.

Recommendations: For interactive jobs, the job description is a good method of controlling library access.
You can use a job description for an individual to specify a unique library list, rather than using the
QUSRLIBL system value.

Group Profile

Add User prompt:
User Group

CL parameter:
GRPPRF

Length:
10

Authority:
To specify a group when creating or changing a user profile, you must have *OBIMGT, *OBJOPR,
*READ, *ADD, *UPD, and *DLT authority to the group profile.

Note: Adopted authority is not used to check for *OBJMGT authority to the group profile. For more
information about adopted authority, see [“Objects That Adopt the Owner’s Authority” on page
128,

Specifying a group profile name makes the user a member of the group profile. The group profile can
provide the user with authority to use objects for which the user does not have specific authority. You
may specify up to 15 additional groups for the user in the Supplemental group profile (SUPGRPPRF)
parameter.

When a group profile is specified in a user profile, the user is automatically granted *OBIMGT, *OBJOPR,
*READ, *ADD, *UPD, and *DLT authorities to the group profile, if the group profile is not already one of
the user’s group profiles. These authorities are necessary for system functions and should not be
removed.

If a profile specified in the GRPPRF parameter is not already a group profile, the system sets information
in the profile marking it as a group profile. The system also generates a gid for the group profile, if it
does not already have one.

When the GRPPRF value is changed, the change takes effect the next time the user signs on or the next

time a job swaps to the user profile using a profile handle or profile token, which was obtained after the
change occurred.
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See [“Planning Group Profiles” on page 214 for more information about using group profiles.

Table 74. Possible Values for GRPPRF:
*NONE No group profile is used with this user profile.
user- profile- name Specify the name of a group profile of which this user profile is a member.

Owner

Add User prompt:
Not shown

CL parameter:
OWNER

Length:
10

If the user is a member of a group, you use the owner parameter in the user profile to specify who owns
any new objects created by the user. Objects can be owned either by the user or by the user’s first group
(the value of the GRPPRF parameter). You can specify the OWNER field only if you have specified the
Group profile field.

When the OWNER value is changed, the change will take effect the next time the user signs on or the
next time a job swaps to the user profile using a profile handle or profile token obtained after the change
has occurred.

Table 75. Possible Values for OWNER:

*USRPRF This user profile is the OWNER of any new objects it creates.

*GRPPRF The group profile is made the OWNER of any objects created by the user and is
given all (*ALL) authority to the objects. The user profile is not given any
specific authority to new objects it creates. If *GRPPRF is specified, you must
specify a group profile name in the GRPPRF parameter, and the GRPAUT
parameter must be *NONE.

Notes:

1. If you give ownership to the group, all members of the group can change,
replace, and delete the object.
2. The *GRPPRF parameter is ignored for all file systems except QSYS.LIB. In

cases where the parameter is ignored, the user retains ownership of the
object.

Group Authority

Add User prompt:
Not shown

CL parameter:
GRPAUT

Length:
10

If the user profile is a member of a group and OWNER(*USRPRF) is specified, the Group authority field
controls what authority is given to the group profile for any objects created by this user.

Group authority can be specified only when GRPPRF is not *NONE and OWNER is *USRPRF. Group
authority applies to the profile specified in the GRPPRF parameter. It does not apply to supplemental
group profiles specified in the SUPGRPPRF parameter.
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| When the GRPAUT value is changed, the change will take effect the next time the user signs on or the
| next time a job swaps to the user profile using a profile handle or profile token obtained after the change
| has occurred.

Table 76. Possible Values for GRPAUT:

*NONE No specific authority is given to the group profile when this user creates objects.

*ALL The group profile is given all management and data authorities to any new
objects the user creates.

*CHANGE The group profile is given the authority to change any objects the user creates.

*USE The group profile is given authority to view any objects the user creates.

*EXCLUDE The group profile is specifically denied access to any new objects created by the
user.

See |“Defining How Information Can Be Accessed” on page 112| for a complete explanation of the
authorities that can be granted.

Group Authority Type

Add User prompt:
Not shown

CL parameter:
GRPAUTTYP

Length:
10

When a user creates a new object, the Group authority type parameter in the user’s profile determines
what type of authority the user’s group receives to the new object. The GRPAUTTYP parameter works
with the OWNER, GRPPRF, and GRPAUT parameters to determine the group’s authority to a new object.

| When the GRPAUTTYP value is changed, the change will take effect the next time the user signs on or
| the next time a job swaps to the user profile using a profile handle or profile token obtained after the
| change has occurred.

Table 77. Possible Values for GRPAUTTYP: *

*PRIVATE The authority defined in the GRPAUT parameter is assigned to the group profile
as a private authority.
*PGP The group profile defined in the GRPPRF parameter is the primary group for the

newly created object. The primary group authority for the object is the authority
specified in the GRPAUT parameter.

| * Private authority and primary group authority provide the same access to the object for members of the
[ group, but they might have different performance characteristics. [‘Primary Group for an Object” on page|
explains how primary group authority works.

Recommendations: Specifying *PGP is a method for beginning to use primary group authority. Consider
| using GRPAUTTYP(*PGP) for users who frequently create new objects that must be accessed by members
| of the group profile.

Supplemental Groups

Add User prompt:
Not shown

CL parameter:
SUPGRPPRF
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Length:
150

Authority:
To specify supplemental groups when creating or changing a user profile, you must have
*OBJMGT, *OBJOPR, *READ, *ADD, *UPD, and *DLT authority to each group profile.

Note: *OBJMGT authority cannot come from adopted authority. For more information, see
[That Adopt the Owner’s Authority” on page 128)

You may specify the names of up to 15 profiles from which this user is to receive authority. The user
becomes a member of each supplemental group profile. The user cannot have supplemental group
profiles if the GRPPRF parameter is *NONE.

When supplemental group profiles are specified in a user profile, the user is automatically granted
*OBJMGT, *OBJOPR, *READ, *ADD, *UPD, and *DLT authorities to each group profile, if the group
profile is not already one of the user’s group profiles. These authorities are necessary for system functions
and should not be removed. If a profile specified in the SUPGRPPRF parameter is not already a group
profile, the system sets information in the profile marking it as a group profile. The system also generates
a gid for the group profile, if it does not already have one.

When the SUPGRPPRF value is changed, the change will take effect the next time the user signs on or
the next time a job swaps to the user profile using a profile handle or profile token obtained after the
change has occurred.

See [“Planning Group Profiles” on page 214 for more information about using group profiles.

Table 78. Possible Values for SUPGRPPRF

*NONE No supplemental groups are used with this user profile.

group- profile- name Specify up to 15 names of group profiles to be used with this user profile. These
profiles, in addition to the profile specified in the GRPPRF parameter, are used
to give the user access to objects. The profile name specified for GRPPRF can
also be specified as one of the 15 supplemental group profiles.

Accounting Code

Add User prompt:
Not shown

CL parameter:
ACGCDE

Length:
15

Job accounting is an optional function used to gather information about the use of system resources. The
accounting level (QACGLVL) system value determines whether job accounting is active. The accounting
code for a job comes from either the job description or the user profile. The accounting code can also be
specified when a job is running using the Change Accounting Code (CHGACGCDE) command.

See the Work Management book for more information about job accounting.

Table 79. Possible Values for ACGCDE:

*BLANK An accounting code of 15 blanks is assigned to this user profile.

accounting- code Specify a 15-character accounting code. If less than 15 characters are specified,
the string is padded with blanks on the right.
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Document Password

Add User prompt:
Not shown

CL parameter:
DOCPWD

You can specify a document password for the user to protect the distribution of personal mail from being
viewed by people working on behalf of the user. The document password is supported by some
Document Interchange Architecture (DIA) products, such as the Displaywriter.

Table 80. Possible Values for DOCPWD:

*NONE No document password is used by this user.

document- password Specify a document password for this user. The password must consist of from 1
through 8 characters (letters A through Z and numbers 0 through 9). The first
character of the document password must be alphabetic; the remaining
characters can be alphanumeric. Embedded blanks, leading blanks, and special
characters are not allowed.

Message Queue

Add User prompt:
Not shown

CL parameter:
MSGQ

Length:
10 (message queue name) 10 (library name)

Authority:
*USE for message queue, if it exists. *EXECUTE for the message queue library.

You can specify the name of a message queue for a user. A message queue is an object on which
messages are placed when they are sent to a person or a program. A message queue is used when a user
sends or receives messages. If the message queue does not exist, it is created when the profile is created
or changed. The message queue is owned by the profile being created or changed. The user creating the
profile is given *ALL authority to the message queue.

If the message queue for a user profile is changed using the Change User Profile (CHGUSRPRF)
command, the previous message queue is not automatically deleted by the system.

Table 81. Possible Values for MSGQ:

*USRPRF A message queue with the same name as the user profile name is used as the
message queue for this user. If the message queue does not exist, it is created in
library QUSRSYS.

message- queue-name Specify the message queue name that is used for this user. If you specify a
message queue name, you must specify the library parameter.

Table 82. Possible Values for MSGQ Library:

*LIBL The library list is used to locate the message queue. If the message queue does
not exist, you cannot specify *LIBL.
*CURLIB The current library for the job is used to locate the message queue. If no current

library entry exists in the library list, QGPL is used. If the message queue does
not exist, it is created in the current library or QGPL.

library- name Specify the library where the message queue is located. If the message queue
does not exist, it is created in this library.
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Recommendations: When a user signs on, the message queue in the user profile is allocated to that
user’s job. If the message queue is already allocated to another job, the user receives a warning message
during sign-on. To avoid this, give each user profile a unique message queue, preferably with the same
name as the user profile.

Delivery

Add User prompt:
Not shown

CL parameter:
DLVRY

Length:
10

The delivery mode of a message queue determines whether the user is interrupted when a new message
arrives on the queue. The delivery mode specified in the user profile applies to the user’s personal
message queue. If you change the message queue delivery in the user profile and the user is signed on,
the change takes affect the next time the user signs on. You can also change the delivery of a message
queue with the Change Message Queue (CHGMSGQ) command.

Table 83. Possible Values for DLVRY:

*NOTIFY The job that the message queue is assigned to is notified when a message arrives
at the message queue. For interactive jobs at a workstation, the audible alarm is
sounded and the message-waiting light is turned on. The type of delivery cannot
be changed to *NOTIFY if the message queue is also being used by another user.

*BREAK The job that the message queue is assigned to is interrupted when a message
arrives at the message queue. If the job is an interactive job, the audible alarm is
sounded (if the alarm is installed). The type of delivery cannot be changed to
*BREAK if the message queue is also being used by another user.

*HOLD The messages are held in the message queue until they are requested by the user
or program.
*DFT Messages requiring replies are answered with their default reply;

information-only messages are ignored.

Severity

Add User prompt:
Not shown

CL parameter:
SEV

Length:
2,0

If a message queue is in *BREAK or *NOTIFY mode, the severity code determines the lowest-level
messages that are delivered to the user. Messages whose severity is lower than the specified severity code
are held in the message queue without the user being notified.

If you change the message queue severity in the user profile and the user is signed on, the change takes

effect the next time the user signs on. You can also change the severity of a message queue with the
CHGMSGQ command.
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Table 84. Possible Values for SEV:

00: If a severity code is not specified, 00 is used. The user is notified of all messages,
if the message queue is in *NOTIFY or *BREAK mode.
severity- code Specify a value, 00 through 99, for the lowest severity code that causes the user

to be notified. Any 2-digit value can be specified, even if no severity code has
been defined for it (either defined by the system or by the user).

Print Device

Add User prompt:
Default printer

CL parameter:
PRTDEV

Length:
10

You can specify the printer used to print the output for this user. Spooled files are placed on an output
queue with the same name as the printer when the output queue (OUTQ) is specified as the print device
(*DEV).

The print device and output queue information from the user profile are used only if the printer file
specifies *JOB and the job description specifies *USRPRF. For more information about directing printer
output, see the Printer Device Programming book.

Table 85. Possible Values for PRTDEV:

*WRKSTN The printer assigned to the user’s workstation (in the device description) is used.
*SYSVAL The default system printer specified in the QPRTDEV system value is used.
print- device- name Specify the name of the printer that is used to print the output for this user.

Output Queue

Add User prompt:
Not shown

CL parameter:
ouTQ

Length:
10 (output queue name) 10 (library name)

Authority:
*USE for output queue *EXECUTE for library

Both interactive and batch processing can result in spooled files that are to be sent to a printer. Spooled
files are placed on an output queue. The system can have many different output queues. An output
queue does not need to be attached to a printer to receive new spooled files.

The print device and output queue information from the user profile are used only if the printer file

specifies *JOB and the job description specifies *USRPRF. For more information about directing printer
output, see the Printer Device Programming book.
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Table 86. Possible Values for OUTQ:

*WRKSTN The output queue assigned to the user’s workstation (in the device description)
is used.

*DEV An output queue with the same name as the print device specified on the
PRTDEV parameter is used.

output- queue- name Specify the name of the output queue that is to be used. The output queue must

already exist. If an output queue is specified, the library must be specified also.

Table 87. Possible Values for OUTQ library:

*LIBL The library list is used to locate the output queue.

*CURLIB The current library for the job is used to locate the output queue. If no current
library entry exists in the library list, QGPL is used.

library- name Specify the library where the output queue is located.

Attention-Key-Handling Program

Add User prompt:
Not shown

CL parameter:
ATNPGM

Length:
10 (program name) 10 (library name)

Authority:
*USE for program

*EXECUTE for library

The Attention-key-handling program (ATNPGM) is the program that is called when the user presses the
Attention (ATTN) key during an interactive job.

The ATNPGM is activated only if the user’s routing program is QCMD. The ATNPGM is activated before
the initial program is called. If the initial program changes the ATNPGM, the new ATNPGM remains
active only until the initial program ends. If the Set Attention-Key-Handling Program (SETATNPGM)
command is run from a command line or an application, the new ATNPGM specified overrides the
ATNPGM from the user profile.

Note: See [‘Starting an Interactive Job” on page 175 for more information about the processing sequence
when a user signs on.

The Limit capabilities field determines if a different Attention-key-handling program can be specified by
the user with the Change Profile (CHGPRF) command.

Table 88. Possible Values for ATNPGM:

*SYSVAL The QATNPGM system value is used.

*NONE No Attention-key-handling program is used by this user.

*ASSIST Operational Assistant Attention Program (QEZMAIN) is used.

program- name Specify the name of the Attention-key-handling program. If a program name is

specified, a library must be specified.

Table 89. Possible Values for ATNPGM Library:

*LIBL The library list is used to locate the Attention-key-handling program.

*CURLIB The current library for the job is used to locate the Attention-key-handling
program. If no current library entry exists in the library list, QGPL is used.

library- name: Specify the library where the Attention-key-handling program is located.
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Sort Sequence

Add User prompt:
Not shown

CL parameter:
SRTSEQ

Length:
10 (value or table name) 10 (library name)

Authority:
*USE for table *EXECUTE for library

You can specify what sort sequence is used for this user’s output. You can use system-provided sort
tables or create your own. A sort table may be associated with a particular language identifier on the
system.

Table 90. Possible Values for SRTSEQ:

*SYSVAL The QSRTSEQ system value is used.

*HEX The standard hexadecimal sort sequence is used for this user.

*LANGIDSHR The sort sequence table associated with the user’s language identifier is used.
The table can contain the same weight for multiple characters.

*LANGIDUNQ The sort sequence table associated with the user’s language identifier is used.
The table must contain a unique weight for each character in the code page.

table-name Specify the name of the sort sequence table for this user.

Table 91. Possible Values for SRTSEQ Library:

*LIBL The library list is used to locate the table specified for the SRTSEQ value.
*CURLIB The current library for the job is used to locate the table specified for the

SRTSEQ value. If no current library entry exists in the library list, QGPL is used.
library- name Specify the library where the sort sequence table is located.

Language Identifier

Add User prompt:
Not shown

CL parameter:
LANGID

Length:
10

You can specify the language identifier to be used by the system for the user. To see a list of language
identifiers, press F4 (prompt) on the language identifier parameter from the Create User Profile display or
the Change User Profile display.

Table 92. Possible Values for LANGID:
*SYSVAL: The system value QLANGID is used to determine the language identifier.
language- identifier Specify the language identifier for this user.

Chapter 4. User Profiles 87



Country or Region ldentifier

Add User prompt:
Not shown

CL parameter:
CNTRYID

Length:
10

You can specify the country or region identifier to be used by the system for the user. To see a list of
country or region identifiers, press F4 (prompt) on the country or region identifier parameter from the
Create User Profile display or the Change User Profile display.

Table 93. Possible Values for CNTRYID:

*SYSVAL The system value QCNTRYID is used to determine the country or region
identifier.
country or region identifier Specify the country or region identifier for this user.

Coded Character Set Identifier

Add User prompt:
Not shown

CL parameter:
CCsSID

Length:
5,0

You can specify the coded character set identifier to be used by the system for the user. To see a list of
coded character set identifiers, press F4 (prompt) on the coded character set identifier parameter from the
Create User Profile display or the Change User Profile display.

Table 94. Possible Values for CCSID:

*SYSVAL The QCCSID system value is used to determine the coded character set
identifier.
coded-character- set-identifier Specify the coded character set identifier for this user.

Character Identifier Control

Add User prompt:
Not shown

CL parameter:
CHRIDCTL

Length:
10

The CHRIDCTL attribute controls the type of coded character set conversion that occurs for display files,
printer files and panel groups. The character identifier control information from the user profile is used
only if the *CHRIDCTL special value is specified on the CHRID command parameter on the create,
change, or override commands for display files, printer files, and panel groups.

88 iSeries Security Reference V5R4



Table 95. Possible Values for CHRIDCTL:

*SYSVAL

*DEVD

*JOBCCSID

The system value QCHRIDCTL is used to determine the character identifier
control.

The CHRID of the device is used to represent the CCSID of the data. No
conversions occur, since the CCSID of the data is always the same as the CHRID
of the device.

Character conversion occurs when a difference exists between the device CHRID,
job CCSID, or data CCSID values. On input, character data is converted from the
device CHRID to the job CCSID when it is necessary. On output, character data
is converted from the job CCSID to the device CHRID when it is necessary. On
output, character data is converted from the file or panel group CCSID to the
device CHRID when it is necessary.

Job Attributes

Add User prompt:
Not shown

CL parameter:
SETJOBATR

Length:
160

The SETJOBATR field specifies which job attributes are to be taken at job initiation from the locale
specified in the LOCALE parameter.

Table 96. Possible Values for SETJOBATR:

*SYSVAL The system value QSETJOBATR is used to determine which job attributes are to
be taken from the locale.

*NONE No job attributes are to be taken from the locale.
Any combination of the following values may be specified:

*CCSID The coded character set identifier (CCSID) from the locale is used. The CCSID
value from the locale will override the user profile CCSID.

*DATFMT The date format from the locale is used.

*DATSEP The date separator from the locale is used.

*DECFMT The decimal format from the locale is used.

*SRTSEQ The sort sequence from the locale is used. The sort sequence from the locale will
override the user profile sort sequence.

*TIMSEP The time separator from the locale is used.

Locale

Add User prompt:
Not shown

CL parameter:
LOCALE

The Locale field specifies the path name of the locale that is assigned to the LANG environment variable

for this user.
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Table 97. Possible Values for LOCALE:

*SYSVAL The system value QLOCALE is used to determine the locale path name to be
assigned for this user.

*NONE No locale is assigned for this user.

*C The C locale is assigned for this user.

*POSIX The POSIX locale is assigned for this user.

locale path name The path name of the locale to be assigned to this user.

User Options

Add User prompt:
Not shown

CL parameter:
USROPT

Length:
240 (10 characters each)

The User options field allows you to customize certain system displays and functions for the user. You can
specify multiple values for the user option parameter.

Table 98. Possible Values for USROPT:

*NONE No special options are used for this user. The standard system interface is used.

*CLKWD Keywords are shown instead of the possible parameter values when a control
language (CL) command is prompted. This is equivalent to pressing F11 from the
normal control language (CL) command prompting display.

*EXPERT When the user views displays that show object authority, such as the Edit Object
Authority display or the Edit Authorization List Display, detailed authority
information is shown without the user having to press F11 (Display detail).
[“Authority Displays” on page 133|shows an example of the expert version of the

display.

*HLPFULL The user sees full display help information instead of a window.

*PRTMSG A message is sent to the user’s message queue when a spooled file is printed for
this user.

*ROLLKEY The actions of the Page Up and Page Down keys are reversed.

*NOSTSMSG Status messages typically shown at the bottom of the display are not shown to
the user.

*STSMSG Status messages are displayed when sent to the user.

User Identification Number

Add User prompt:
Not shown

CL parameter:
ulD

Length:
10,0

The integrated file system uses the user identification number (uid) to identify a user and verify the
user’s authority. Every user on the system must have a unique uid.
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Table 99. Possible Values for UID:

*GEN The system generates a unique uid for this user. The generated uid will be
greater than 100.
uid A value from 1 to 4294967294 to be assigned as the uid for this user. The uid

must not be already assigned to another user.

Recommendations: For most installations, let the system generate a uid for new users by specifying
UID(*GEN). However, if your system is part of a network, you may need to assign uids to match those
assigned on other systems in the network. Consult your network administrator.

Group Identification Number

Add User prompt:
Not shown

CL parameter:
GID

Length:
10,0
The integrated file system uses the group identification nhumber (gid) to identify this profile as a group

profile. A profile that is used as a group profile must have a gid.

Table 100. Possible Values for GID:

*NONE This profile does not have a gid.

*GEN The system generates a unique gid for this profile. The generated gid will be
greater than 100.

gid A value from 1 to 4294967294 to be assigned as the gid for this profile. The gid

must not be already assigned to another profile.

Recommendations: For most installations, let the system generate a gid for new group profiles by
specifying GID(*GEN). However, if your system is part of a network, you may need to assign gids to
match those assigned on other systems in the network. Consult your network administrator.

Do not assign a gid to a user profile that you do not plan to use as a group profile. In some
environments, a user who is signed on and has a gid is restricted from performing certain functions.

Home Directory

Add User prompt:
Not shown

CL parameter:
HOMEDIR

The home directory is the user’s initial working directory for the integrated file system. The home
directory is the user’s current directory if a different current directory has not been specified. If the home
directory specified in the profile does not exist when the user signs on, the user’s home directory is the
"root” (/) directory.

Table 101. Possible Values for HOMEDIR:

*USRPRF The home directory assigned to the user is /home/xxxxx, where xxxxx is the
user’s profile name.
home-directory The name of the home directory to assign to this user.
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EIM Association

Add User prompt:
Not shown

CL parameter:
EIMASSOC

The EIM association specifies whether an EIM (Enterprise Identity Mapping) association should be added
to an EIM identifier for this user. Optionally, the EIM identifier can also be created if it does not already
exist.

Note:

1. This information is not stored in the user profile. This information is not saved or restored with the
user profile.

2. If this system is not configured for EIM, then no processing is done. Not being able to perform EIM
operations does not cause the command to fail.

Table 102. Possible Values for EIMASSOC, Single Values:
Single Values
*NOCHG EIM association will not be added.

Table 103. Possible Values for EIMASSOC, Element 1:
Element 1: EIM identifier

Specifies the EIM identifier for this association.
*USRPRF The name of the EIM identifier is the same name as the user profile.
character-value Specifies the name of the EIM identifier.

Table 104. Possible Values for EIMASSOC, Element 2:
Element 2: Association type
Specifies the type of association. It is recommended that a target association is added for an i5/0S user.

Target associations are primarily used to secure existing data. They are found as the result of a mapping lookup
operation (for example, eimGetTargetFromSource()), but cannot be used as the source identity for a mapping lookup
operation.

Source associations are primarily used for authentication purposes. They can be used as the source identity of a
mapping lookup operation, but will not be found as the target of a mapping lookup operation.

Administrative associations are used to show that an identity is associated with an EIM identifier, but cannot be used
as the source for, and will not be found as the target of, a mapping lookup operation.

*TARGET Process a target association.

*SOURCE Process a source association.

*TGTSRC Process both a target and a source association.
*ADMIN Process an administrative association.

*ALL Process all association types.

Table 105. Possible Values for EIMASSOC, Element 3:

Element 3: Association action

*REPLACE Associations of the specified type will be removed from all EIM identifiers that
have an association for this user profile and local EIM registry. A new association
will be added to the specified EIM identifier.

*ADD Add an association.

*REMOVE Remove an association.
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Table 106. Possible Values for EIMASSOC, Element 4:
Element 4: Create EIM identifier

Specifies whether the EIM identifier should be created if it does not already exist.

*NOCRTEIMID EIM identifier does not get created.
*CRTEIMID EIM identifier gets created if it does not exist.
Authority
Add User prompt:

Not shown

CL parameter:
AUT

The Authority field specifies the public authority to the user profile. The authority to a profile controls
many functions associated with the profile, such as:

Changing it

Displaying it

Deleting it

Submitting a job using it

Specifying it in a job description
Transferring object ownership to it
Adding members, if it is a group profile

Table 107. Possible Values for AUT:

*EXCLUDE The public is specifically denied access to the user profile.

*ALL The public is given all management and data authorities to the user profile.
*CHANGE The public is given the authority to change the user profile.

*USE The public is given authority to view the user profile.

See [“Defining How Information Can Be Accessed” on page 112|for a complete explanation of the
authorities that can be granted.

Recommendations: To prevent misuse of user profiles that have authority to critical objects, make sure
the public authority to the profiles is *EXCLUDE. Possible misuses of a profile include submitting a job
that runs under that user profile or changing a program to adopt the authority of that user profile.

Object Auditing

Add User prompt:
Not shown

CL parameter:
OBJAUD

Length:
10

The object auditing value for a user profile works with the object auditing value for an object to
determine whether the user’s access of an object is audited. Object auditing for a user profile cannot be
specified on any user profile displays. Use the CHGUSRAUD command to specify object auditing for a
user. Only a user with *AUDIT special authority can use the CHGUSRAUD command.
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Table 108. Possible Values for OBJAUD:

*NONE The OBJAUD value for objects determines whether object auditing is done for
this user.

*ALL If the OBJAUD value for an object specifies *USRPRF, an audit record is written
when this user changes or reads the object.

*CHANGE If the OBJAUD value for an object specifies *USRPRF, an audit record is written
when this user changes the object.

*NOTAVL This value indicates that the parameter value is not available to the user because

the user does not have either *AUDIT or *ALLOBJ special authority. The
parameter value cannot be set to this value.

able 109 shows how the OBJAUD values for the user and the object work together:
Table 109. Auditing Performed for Object Access

OBJAUD Value for User

OBJAUD Value for Object *NONE *CHANGE *ALL

*ALL Change and Use Change and Use Change and Use
*CHANGE Change Change Change

*NONE None None None

*NOTVAL None None None

*USRPRF None Change Change and Use

[“Planning the Auditing of Object Access” on page 254| provides information about how to use system
values and the object auditing values for users and objects to meet your security auditing needs.

Action Auditing

Add User prompt:
Not shown

CL parameter:
AUDLVL

Length:
640

For an individual user, you can specify which security-relevant actions should be recorded in the audit
journal. The actions specified for an individual user apply in addition to the actions specified for all users
by the QAUDLVL and QAUDLVL2 system values. Action auditing for a user profile cannot be specified
on any user profile displays. It is defined using the CHGUSRAUD command. Only a user with *AUDIT
special authority can use the CHGUSRAUD command.

94 iSeries Security Reference V5R4



Table 110. Possible Values for AUDLVL:

*NONE The QAUDLVL system value controls action auditing for this user. No additional
auditing is done.
*NOTAVL This value indicates that the parameter value is not available to the user because

the user does not have either *AUDIT or *ALLOBJ special authority. The
parameter value cannot be set to this value.

*CMD Command strings are logged. *CMD can be specified only for individual users.
Command string auditing is not available as a system-wide option using the
QAUDLVL system value.

*CREATE Obiject create operations are logged.

*DELETE Object delete operations are logged.

*JOBDTA Job changes are logged.

*OBIMGT Object move and rename operations are logged.

*OFCSRV Changes to the system distribution directory and office mail actions are logged.

*PGMADP Obtaining authority to an object through a program that adopts authority is
logged.

*SAVRST Save and restore operations are logged.

*SECURITY Security-related functions are logged.

*SERVICE Using service tools is logged.

*SPLFDTA Actions performed on spooled files are logged.

*SYSMGT Use of systems management functions is logged.

[“Planning the Auditing of Actions” on page 236| provides information about how to use system values
and the action auditing for users to meet your security auditing needs.

Additional Information Associated with a User Profile

The previous sections described the fields you specify when you create and change user profiles. Other
information is associated with a user profile on the system and saved with it:

* Private authorities

* Owned object information

* Primary group object information

The amount of this information affects the time it takes to save and restore profiles and to build authority
displays. [‘How Security Information is Stored” on page 222 provides more information about how user
profiles are stored and saved.

Private Authorities

All the private authorities a user has to objects are stored with the user profile. When a user needs
authority to an object, the user’s private authorities may be searched. [‘Flowchart 3: How User Authority|
fto an Object Is Checked” on page 152| provides more information about authority checking.

You can display a user’s private authorities to library-based objects using the Display User Profile
command: DSPUSRPRF user-profile-name TYPE(*0BJAUT). You can work with a user’s private authorities
to library- and directory-based objects using the Work with Objects by Private Authority (WRKOBJPVT)
command. To change a user’s private authorities, you can use the commands that work with object
authorities, such as Edit Object Authority (EDTOBJAUT).

You can copy all the private authorities from one user profile to another using the Grant User Authority
(GRTUSRAUT) command. See |“Copying Authority from a User” on page 145| for more information.
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Primary Group Authorities

The names of all the objects for which the profile is the primary group are stored with the group profile.
You can display the library-based objects for which the profile is the primary group using the
DSPUSRPRF command: DSPUSRPRF group-profile-name TYPE(*0BJPGP). You can also use the Work with
Objects by Primary Group (WRKOBJPGP) command.

Owned Object Information

Private authority information for an object is stored with the user profile that owns the object. This
information is used to build system displays that work with object authority. If a profile owns a large
number of objects that have many private authorities, the performance of building object authority
displays for these objects can be affected. The size of an owner profile affects performance when
displaying and working with the authority to owned objects, and when saving or restoring profiles.
System operations can also be impacted. To prevent impacts to either performance or system operations,
distribute ownership of objects to multiple profiles. Because the size of a user profile can affect your
performance, it is suggested that you do not assign all (or nearly all) objects to only one owning profile.

Digital ID Authentication

The iSeries security infrastructure allows x.509 digital certificates to be used for identification. The digital
certificates allow users to secure communications and ensure message integrity.

The digital ID APIs create, distribute, and manage digital certificates associated with user profiles. See the
API topic in the information center (see [‘Prerequisite and Related Information” on page xvi) for details
about the following APIs:

* Add User Certificate (QSYADDUC)

* Remove User Certificate (QSYRMVUC)

» List User Certificate (QSYLSTUC)

* Find Certificate User (QSYFNDUC)

* Add Validation List Certificate (QSYADDVC)

* Remove Validation List Certificate (QSYRMVVC)
 List Validation List Certificate (QSYLSTVC)

* Check Validation List Certificate (QSYCHKVC)

» Parse Certificate (QSYPARSC)

Working with User Profiles

This part of the chapter describes the commands and displays you use to create, change, and delete user
profiles. All the fields, options, and function keys are not described. Use online information for details.

You must have *SECADM special authority to create, change, or delete user profiles.

Creating User Profiles

You can create user profiles in several ways:

* Using the Work with User Profiles (WRKUSRPRF) list display.

* Using the Create User Profile (CRTUSRPRF) command.

» Using the Work with User Enrollment option from the SETUP menu.

» Using the iSeries Navigator display from the iSeries Access folder.

The user who creates the user profile owns it and is given *ALL authority to it. The user profile is given
*OBJMGT and *CHANGE authority to itself. These authorities are necessary for normal operations and
should not be removed.
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A user profile cannot be created with more authorities or capabilities than those of the user who creates

the profile.

Note: When you perform a CRTUSRPRF, you cannot create a user profile (*USRPRF) into an independent
disk pool. However, when a user is privately authorized to an object in the independent disk pool,
is the owner of an object on an independent disk pool, or is the primary group of an object on an
independent disk pool, the name of the profile is stored on the independent disk pool. If the

independent disk pool is moved to another system, the private authority, object ownership, and

primary group entries will be attached to the profile with the same name on the target system. If a

profile does not exist on the target system, a profile will be created. The user will not have any
special authorities and the password will be set to *NONE.

Using the Work with User Profiles Command

You can enter a specific profile name, a generic profile set, or *ALL on the WRKUSRPRF command. The

assistance level determines which list display you see. When you use the WRKUSRPRF command with

*BASIC assistance level, you will access the Work with User Enrollment display. If *INTERMED

assistance level is specified, you will access the Work with User Profiles display.

You can specify the ASTLVL (assistance level) parameter on the command. If you do not specify ASTLVL,

the system uses the assistance level stored with your user profile.

On the Work with User Profiles display, type 1 and the name of the profile you want to create:

4 N
Work with User Profiles
Type options, press Enter.

1=Create 2=Change 3=Copy 4=Delete 5=Display
12=Work with objects by owner

User

Opt Profile Text

1  NEWUSER

__ DPTSM Sales and Marketing Departme

DPTWH Warehouse Department
J
You see the Create User Profile display:
4 N\
Create User Profile (CRTUSRPRF)

Type choices, press Enter.

User profile . . . . . . . . .. NEWUSER

User password . . . . . . . . . NEWUSER1

Set password to expired . . . . *YES

Status . . . . ..o oo *ENABLED

User class . . « « v v v v v o . *USER

Assistance Tevel . . . . . . .. *SYSVAL

Current Tlibrary . . . . . . .. *CRTDFT

Initial program to call . . . . =*NONE

Library . . . . . . . o ...

Initial menu . . . . . . . . .. MAIN

Library . . . . . . ... L. QSYS

Limit capabilities . . . . . . . *NO

Text 'description' . . . . . . .

J
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The Create User Profile display shows all the fields in the user profile. Use F10 (Additional parameters)
and page down to enter more information. Use F11 (Display keywords) to see the parameter names.

The Create User Profile display does not add the user to the system directory.

Using the Create User Profile Command
You can use the CRTUSRPRF command to create a user profile. You can enter parameters with the
command, or you can request prompting (F4) and see the Create User Profile display.

Using the Work with User Enrollment Option

Select the Work with User Enrollment option from the SETUP menu. The assistance level stored with
your user profile determines whether you see the Work with User Profiles display or the Work with User
Enrollment display. You can use F21 (Select assistance level) to change levels.

On the Work with User Enrollment display, use option 1 (Add) to add a new user to the system.

4 N

Work with User Enrollment

Type options below, then press Enter.
1=Add  2=Change  3=Copy 4=Remove 5=Display

Opt User Description
1 NEWUSER
_ DPTSM Sales and Marketing Departme
DPTWH Warehouse Department
)
You see the Add User display:
4 N
Add User
Type choices below, then press Enter.
User . . . . . . ... NEWUSER
User description .
Password . . . . . . .. NEWUSER
Type of user . . . . .. *USER
User group . . . . . . . *NONE
Restrict command line use N
Default library . . . . .
Default printer . . . . . *WRKSTN
Sign on program . . . . . *NONE
Library . . . . . . . ..
First menu . . . . . ..
Library . . . . . . ..
Fl=Help  F3=Exit F5=Refresh  F12=Cancel
o )

The Add User display is designed for a security administrator without a technical background. It does
not show all of the fields in the user profile. Default values are used for all fields that are not shown.

Note: If you use the Add User display, you are limited to eight-character user profile names.
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Page down to see the second display:

4 N
Add User

Type choices below, then press Enter.

Attention key program . .  *SYSVAL
Library . . . . . . ..

- /

The Add user display automatically adds an entry in the system directory with the same user ID as the
user profile name (the first eight characters) and an address of the system name.

The main menu also includes user Options 51—59. These additional options (Options 51--59) are
processed similar to Option 50, except the default values for the following fields are blank:

» Text for menu options
e User program
* Library

Copying User Profiles

You can create a user profile by copying another user profile or a group profile. You may want to set up
one profile in a group as a pattern. Copy the first profile in the group to create additional profiles.

You can copy a profile interactively from either the Work with User Enrollment display or the Work with
User Profiles display. No command exists to copy a user profile.

Copying from the Work with User Profiles Display
On the Work with User Profiles display, type 3 in front of the profile you want to copy. You see the
Create User Profile display:

/’ N
Create User Profile (CRTUSRPRF)
Type choices, press Enter.
User profile . . . . . . . . .. Name
User password . . . . . . . . . > *USRPRF Name
Set password to expired . . . . > *NO *NO, *YES
Status . . . ..o Lo L > *ENABLED *ENABLED,
User class . . . . . . . . . .. > *USER *USER,
Assistance Tevel . . . . . . . . > *SYSVAL *SYSVAL,
Current Tibrary . . . . . . .. > DPTWH Name,
Initial program to call . . . . > *NONE Name,
Library . . . . . ... Name,
Initial menu . . . . . . . . .. > ICMAIN Name,
Library . . . . . ... .. > TCPGMLIB Name,
Limit capabilities . . . . . . . > *NO *NO,
Text 'description' . . . . . . . > 'Warehouse Department'

J

All the values from the copy-from user profile are shown on the Create User Profile display, except the
following fields:

Home directory
*USRPRF

Chapter 4. User Profiles 99



Locale job attributes
Locale job attributes

Locale Locale

User profile
Blank. Must be filled in.

Password
*USRPRF

Message queue
*USRPRF

Document password
*NONE

User ldentification Number
*GEN

Group ldentification Number
*NONE

EIM Association
*NOCHG

Authority
*EXCLUDE

You can change any fields on the Create User Profile display. Private authorities of the copy-from profile
are not copied. In addition, internal objects containing user preferences and other information about the
user will not be copied.

Copying from the Work with User Enrollment Display
On the Work with User Enrollment display, type 3 in front of the profile you want to copy. You see the
Copy User display:

- N
Copy User

Copy from user . . . . : DPTWH

Type choices below, then press Enter.

USEP o 6 0 0 0 0 0 0 0 o

User description . . . . Warehouse Department
Password . . . . . . . .

Type of user . . . . .. USER

User group . . . . . . .

Restrict command 1line use N

Default library . . . . . DPTWH

Default printer . . . . . PRTO4

Sign on program . . . . . *NONE
Library . . . . . . . .

J

All values from the copy-from profile appear on the Add User display, except the following values:

User Blank. Must be filled in. Limited to 8 characters.
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Password
Blank. If you do not enter a value, the profile is created with the password equal to the default
value specified for the PASSWORD parameter of the CRTUSRPRF command.

You can change any fields on the Copy User display. User profile fields that do not appear on the basic
assistance level version are still copied from the copy-from profile, with the following exceptions:

Message queue

*USRPRF
Document password
*NONE
User ldentification Number
*GEN
Group ldentification Number
*NONE
EIM Association
*NOCHG
Authority
*EXCLUDE

Private authorities of the copy-from profile are not copied.

Copying Private Authorities

You can copy the private authorities from one user profile to another using the Grant User Authority
(GRTUSRAUT) command. This can be useful in some situations, but should not be used in place of
group profiles or authorization lists. Copying authorities does not help you manage similar authorities in
the future, and it can cause performance problems on your system.

The topic[“Copying Authority from a User” on page 145/ has more information about using this
command.

Changing User Profiles

You can change a user profile using option 2 (Change) from either the Work with User Profiles display or
the Work with User Enrollment display. You can also use the Change User Profile (CHGUSRPRF)
command.

Users who are allowed to enter commands can change some parameters of their own profiles using the
Change Profile (CHGPRF) command.

A user cannot change a user profile to have more special authorities or capabilities than the user who
changes the profile.

Deleting User Profiles

You cannot delete a user profile that owns objects. You must delete any objects owned by the profile or
transfer ownership of those objects to another profile. Both basic assistance level and intermediate
assistance level allow you to handle owned objects when you delete a profile.

You cannot delete a user profile if it is the primary group for any objects. When you use the intermediate
assistance level to delete a user profile, you can change or remove the primary group for objects. You can
use the WRKOBJPGP command to list any objects for which a profile is the primary group.

When you delete a user profile, the user is removed from all distribution lists and from the system
directory.
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You do not need to change ownership of or delete the user’s message queue. The system automatically
deletes the message queue when the profile is deleted.

You cannot delete a group profile that has members. To list the members of a group profile, type
DSPUSRPRF group-profile-name *GRPMBR. Change the GRPPRF or SUPGRPPRF field in each member
profile before deleting the group profile.

Using the Delete User Profile Command

You can enter the Delete User Profile (DLTUSRPRF) command directly, or you can use option 4 (Delete)
from the Work with User Profiles display. The DLTUSRPRF command has parameters allowing you to
handle:

» All objects owned by the profile
» All objects for which the profile is the primary group
» EIM associations

4 N
Delete User Profile (DLTUSRPRF)

Type choices, press Enter.

User profile . . . . . . . . .. > HOGANR Name

Owned object option:
Owned object value . . . . . . *CHGOWN *NODLT, *DLT, *CHGOWN
User profile name if *CHGOWN WILLISR Name

Primary group option:
Primary group value . . . . . *NOCHG *NOCHG, *PGP

New primary group . . . . . .
New primary group authority

J

You can delete all the owned objects or transfer them to a new owner. If you want to handle owned
objects individually, you can use the Work with Objects by Owner (WRKOBJOWN) command. You can
change the primary group for all objects for which the group profile is the primary group. If you want to
handle objects individually, you can use the Work with Objects by Primary Group (WRKOBJPGP)
command. The displays for both commands are similar:

4 N
Work with Objects by Owner
User profile . . . . . . . : HOGANR
Type options, press Enter.

2=Edit authority 4=Delete  5=Display author
8=Display description  9=Change owner

ASP
Opt Object Library Type Attribute Device
4 HOGANR QUSRSYS *MSGQ *SYSBAS
9  QUERY1 DPTWH *PGM *SYSBAS
9  QUERY2 DPTWH *PGM *SYSBAS
- J

Using the Remove User Option
From the Work with User Enrollment display, type 4 (Remove) in front of the profile you want to delete.
You see the Remove User display:
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Remove User
User . . . . . . . .. . . : HOGANR
User description . . . . . : Sales and Marketing Department
To remove this user type a choice below, then press Enter.

1. Give all objects owned by this user to a new owner
2. Delete or change owner of specific objects owned by this user.

.

To change the ownership of all objects before deleting the profile, select option 1. You see a display
prompting you for the new owner.

To handle the objects individually, select option 2. You see a detailed Remove User display:

4 N

Remove User

User . . . . . . . . . . . : HOGANR
User description . . . . . : Hogan, Richard - Warehouse DPT
New owner . . . . . . . . . Name, F4 for list

To remove this user, delete or change owner of all objects.
Type options below and press Enter.
2=Change to new owner 4=Delete 5=Display details

Opt Object Library Description

4 HOGANR QUSRSYS HOGANR message queue

2  QUERY1 DPTWH Inventory Query, on-hand report
\‘2 QUERY2 DPTWH Inventory Query, on-order report

Use the options on the display to delete objects or transfer them to a new owner. When all objects have
been removed from the display, you can delete the profile.

Notes:

1. You can use F13 to delete all the objects owned by the user profile.

2. Spooled files do not appear on the Work with Objects by Owner display. You can delete a user profile
even though that profile still owns spooled files. After you have deleted a user profile, use the Work
with Spooled Files (WRKSPLF) command to locate and delete any spooled files owned by the user
profile, if they are no longer needed.

3. Any objects for which the deleted user profile was the primary group will have a primary group of
*NONE.

| Working with Objects by Private Authorities

| You can use the Work with Objects by Private Authorities (WRKOBJPVT) command to display and work
| with objects for which a profile has private authority.
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Working with Objects by Primary Group

You can use the Work with Objects by Primary Group (WRKOBJPGP) command to display and work
with objects for which a profile is the primary group. You can use this display to change an object’s
primary group to another profile or to set it’s primary group to *NONE.

- N\
Work with Objects by Primary Group
Primary group . . . . . . : DPTAR
Type options, press Enter.

2=Edit authority 4=Delete 5=Display authority
8=Display description 9=Change primary group

ASP
Opt Object Library Type Attribute Device
CUSTMAST  CUSTLIB *FILE *SYSBAS
CUSTWRK CUSTLIB *FILE *SYSBAS
CUSTLIB QSYS *[IB *SYSBAS

Enabling a User Profile

If the QMAXSIGN and QMAXSGNACN system values on your system are set up to disable a user
profile after too many sign-on attempts, you may want someone like a system operator to enable the
profile by changing the status to *ENABLED. However, to enable a user profile, you must have
*SECADM special authority and *OBIMGT and *USE authority to the user profile. Normally, a system
operator does not have *SECADM special authority.

A solution is to use a simple program which adopts authority:

1. Create a CL program owned by a user who has *SECADM special authority and *OBJIMGT and *USE
authority to the user profiles on the system. Adopt the authority of the owner when the program is
created by specifying USRPRF(*OWNER).

2. Use the EDTOBJAUT command to make the public authority to the program *EXCLUDE and give the
system operators *USE authority.

3. The operator enables the profile by entering:
CALL ENABLEPGM profile-name

4. The main part of the ENABLEPGM program looks like this:

PGM &PROFILE

DCL VAR(&PROFILE) TYPE(*CHAR) LEN(10)
CHGUSRPRF USRPRF (&PROFILE) STATUS (*ENABLED)
ENDPGM

Listing User Profiles
You can display and print information about user profiles in a variety of formats.

Displaying an Individual Profile

To display the values for an individual user profile, use option 5 (Display) from either the Work with
User Enrollment display or the Work with User Profiles display. Or, you can use the Display User Profile
(DSPUSRPRF) command.

Listing All Profiles

Use the Display Authorized Users (DSPAUTUSR) command to either print or display all the user profiles
on the system. The sequence (SEQ) parameter on the command allows you to sort the list either by
profile name or by group profile.
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e
Display Authorized Users
Password
Group User Last No
Profile Profile Changed  Password Text
DPTSM
ANDERSR 08/04/0x Anders, Roger
VINCENT 09/15/0x Vincent, Mark
DPTWH
ANDERSR 08/04/0x Anders, Roger
HOGANR 09/06/0x Hogan, Richard
QUINN 09/06/0x Quinn, Rose
QSECOFR
JONESS 09/20/0x Jones, Sharon
HARRISON 08/29/0x Harrison, Ken
*NO GROUP
DPTSM 09/05/0x X Sales and Marketing
L DPTWH 09/18/0x X Warehouse

J

By pressing F11, you are able to see which user profiles have passwords defined for use at the various

password levels.

e ™\
Display Authorized Users
Password Password Password Password

User Group Last for level for level for
Profile Profile Changed 0orl 2 or 3 NetServer
ANGELA 04/21/0x *YES *NO *YES
ARTHUR 07/07/0x *YES *YES *YES
CAROL1 05/15/0x *YES *YES *YES
CAROL2 05/15/0x *NO *NO *NO
CHUCKE 05/18/0x *YES *NO *YES
DENNISS 04/20/0x *YES *NO *YES
DPORTER 03/30/0x *YES *NO *YES
GARRY 08/04/0x *YES *YES *YES
JANNY 03/16/0x *YES *NO *YES

o %

Types of User Profile Displays
The Display User Profile (DSPUSRPRF) command provides several types of displays and listings:

» Some displays and listings are available only for individual profiles. Others can be printed for all

profiles or a generic set of profiles. Consult online information for details about the available types.

* You can create an output file from some displays by specifying output(*OUTFILE). Use a query tool or
rogram to produce customized reports from the output file. The topic |“Analyzing User Profiles” 0n|

Types of User Profile Reports

gives suggestions for reports.

The following commands provide user profile reports.
* Print User Profile (PRTUSRPRF)

This command allows you to print a report containing information for the user profiles on the system.
Four different reports can be printed. One contains authority type information, one contains

environment type information, one contains password type information, and one contains password

level type information.
* Analyze Default Password (ANZDFTPWD)
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This command allows you to print a report of all the user profiles on the system that have a default
password and to take an action against the profiles. A profile has a default password when the user
profile name matches the profile’s password.

User profiles on the system that have a default password can be disabled and their passwords can be
set to expired.

Renaming a User Profile
The system does not provide a direct method for renaming a user profile.

A new profile can be created with the same authorities for a user with a new name. Some information,
however, cannot be transferred to the new profile. The following are examples of information that cannot
be transferred:

Spool files.

Internal objects containing user preferences and other information about the user will be lost.
Digital certificates that contain the user name will be invalidated.

The uid and gid information retained by the integrated file system cannot be changed.

You may not be able to change the information that is stored by applications that contain the user
name.

Applications that are run by the user can have "application profiles”. Creating a new iSeries user profile
to rename a user does not rename any application profiles the user may have. A Lotus Notes profile is
one example of an application profile.

The following example shows how to create a new profile for a user with a new name and the same
authorities. The old profile name is SMITHM. The new user profile name is JONESM:

1.

Copy the old profile (SMITHM) to a new profile (JONESM) using the copy option from the Work with
User Enrollment display.

Give JONESM all the private authorities of SMITHM using the Grant User Authority (GRTUSRAUT)
command:

GRTUSRAUT JONESM REFUSER(SMITHM)

Change the primary group of all objects that SMITHM is the primary group of using the Work with
Objects by Primary Group (WRKOBJPGP) command:

WRKOBJPGP PGP (SMITHM)

Enter option 9 on all objects that need their primary group changed and enter NEWPGP (JONESM)
on the command line.

Note: JONESM must have a gid assigned using the GID parameter on the Create or Change User
Profile (CRTUSRPRF or CHGUSRPRF) command.

Display the SMITHM user profile using the Display User Profile (DSPUSRPRF) command:
DSPUSRPRF USRPRF (SMITHM)

Write down the uid and gid for SMITHM.

Transfer ownership of all other owned objects to JONESM and remove the SMITHM user profile,
using option 4 (Remove) from the Work with User Enroliment display.

Change the uid and the gid of JONESM to the uid and gid that belonged to SMITHM by using the
Change User Profile (CHGUSRPRF) command:

CHGUSRPRF USRPRF (JONESM) UID(uid from SMITHM)
GID(gid from SMITHM)

If JONESM owns objects in a directory, the CHGUSRPRF command cannot be used to change the uid
and gid. Use the QSYCHGID API to change the uid and gid of user profile JONESM.
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Working with User Auditing

Use the Change User Auditing (CHGUSRAUD) command to set the audit characteristics for users. To use
this command, you must have *AUDIT special authority.

-~ ™
Change User Audit (CHGUSRAUD)

Type choices, press Enter.

User profile . . . . . . . . .. HOGANR
+ for more values  JONESS
Object auditing value . . . . . *SAME
User action auditing . . . . . . *CMD
+ for more values  *SERVICE
- - J

You can specify the auditing characteristics for more than one user at a time by listing user profile names.

The AUDLVL (user action auditing) parameter can have more than one value. The values you specify on
this command replace the current AUDLVL values for the users. The values you specify are not added to
the current AUDLVL values for the users.

If you have either *ALLOBJ or *AUDIT special authority, you can use the Display User Profile
(DSPUSRPRF) command to see audit characteristics for a user.

Working with Profiles in CL Programs

You may want to retrieve information about the user profile from within a CL program. You can use the
Retrieve User Profile (RTVUSRPRF) command in your CL program. The command returns the requested
attributes of the profile to variables you associate with the user profile field names. The descriptions of
user profile fields in this chapter show the field lengths expected by the RTVUSRPRF command. In some
cases, a decimal field can also have a value that is not numeric. For example, the maximum storage field
(MAXSTG) is defined as a decimal field, but it can have a value of *NOMAX. Online information for the
RVTUSRPRF command describes the values that are returned in a decimal field for values that are not
numeric.

The sample program in [‘Using a Password Approval Program” on page 45 shows an example of using
the RTVUSRPRF command.

You may also want to use the CRTUSRPRF or CHGUSRPRF command within a CL program. If you use
variables for the parameters of these commands, define the variables as character fields to match the
Create User Profile prompt display. The variable sizes do not need to match the field sizes.

You cannot retrieve a user’s password, because the password is stored with one-way encryption. If you
want the user to enter the password again before accessing critical information, you can use the Check
Password (CHKPWD) command in your program. The system compares the password entered to the
user’s password and sends an escape message to your program if the password is not correct.

User Profile Exit Points

Exit points are provided to create, change, delete, or restore user profiles. You can write your own exit
programs to perform specific user profile functions. When you register your exit programs with any of
the user profile exit points, you are notified when a user profile is created, changed, deleted, or restored.
At the time of notification, your exit program can perform any of the following operations:

» Retrieve information about the user profile.
* Enroll the user profile that was just created in the system directory.
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» Create necessary objects for the user profile.

Note: All adopted authority will be suppressed before the exit programs are called. This means that the
exit program may not have authority to access the user profile object.

For more information about the Security exit programs, see the API topic in the Information Center (see
|“Prerequisite and Related Information” on page xvi| for details).

IBM-Supplied User Profiles

A number of user profiles are shipped with your system software. These IBM-supplied user profiles are
used as object owners for various system functions. Some system functions also run under specific
IBM-supplied user profiles.

IBM-supplied user profiles, except QSECOFR, are shipped with a password of *NONE and are not
intended for sign on. With the exception of QSECOFR, do not sign on with the IBM-supplied user
profiles. To allow you to install your system the first time, the password for the security officer
(QSECOFR) profile is the same for every system that is shipped. However, the password for QSECOFR is
shipped as expired. For new systems, you are required to change the password the first time you sign on
as QSECOFR.

When you install a new release of the operating system, passwords for IBM-supplied profiles are not
changed. If profiles such as QPGMR and QSYSOPR have passwords, those passwords are not set to
*NONE automatically.

[Appendix B, “IBM-Supplied User Profiles,” on page 281 contains a complete list of all the IBM-supplied
user profiles and the field values for each profile.

Note: IBM-supplied profiles are provided, but they are used by the IBM i5/0S. Therefore, signing on
with these profiles or using the profiles to own user (non-IBM supplied ) objects is not
recommended.

Changing Passwords for IBM-Supplied User Profiles

If you need to sign on with one of the IBM-supplied profiles, you can change the password using the
CHGUSRPRF command. You can also change these passwords using an option from the SETUP menu. To
protect your system, you should leave the password set to *NONE for all IBM-supplied profiles except
QSECOFR. Do not allow trivial passwords for the QSECOFR profile.
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Change Passwords for IBM-Supplied

Type new password below for IBM-supplied user,
type password again to verify change, then
press Enter.

New security officer (QSECOFR) password . . . . . .
New password (to verify) . . . . . . . . . . ...

New system operator (QSYSOPR) password . . . . . . .
New password (to verify) . . . . . . . . . . ...

New programmer (QPGMR) password . . . . . . . . ..
New password (to verify) . . . . . . . . . . . ..

New user (QUSER) password . . . . . . . . . . . ..
New password (to verify) . . . . . . . . . . . ..

New service (QSRV) password . . . . . . . . . . ..
New password (to verify) . . . . . . . . . . ...

J
Page down to change additional passwords:
/ N\
Change Passwords for IBM-Supplied
Type new password below for IBM-supplied user, type
change, then press Enter.
New basic service (QSRVBAS) password . . . . . . . .
New password (to verify) . . . . . . . . . . . ..
J

Working with Service Tools User IDs
There are several enhancements and additions to service tools that make them easier to use and
understand.

» System service tools (SST)

You can now manage and create service tools user IDs from system service tools (SST) by selecting
option 8 (Work with service tools user IDs) from the main SST display. You no longer need to go into
dedicated service tools (DST) to reset passwords, grant or revoke privileges, or create service tools user
IDs. Note: Information regarding Service tools has been moved to the information center.

* Password management enhancements

The server is shipped with limited ability to change default and expired passwords. This means that
you cannot change service tools user IDs that have default and expired passwords through the Change
Service Tools User ID (QSYCHGDS) API, nor can you change their passwords through SST. You can
only change a service tools user ID with a default and expired password through DST. And, you can
change the setting to allow default and expired passwords to be changed. Also, you can use the new
Start service tools (STRSST) privilege to create a service tools user ID that can access DST, but can be
restricted from accessing SST.

» Terminology changes

The textual data and other documentation have been changed to reflect the new service tools
terminology. Specifically, the term service tools user I1Ds replaces previous terms, such as DST user
profiles, DST user IDs, service tools user profiles, or variations of these names.
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For information about how to work with Service tools, see the information center topic, Service tools
(Security—>Service tools). See [‘Prerequisite and Related Information” on page xvi| for more information
about accessing the information center.

System Password

The system password is used to authorize system model changes, certain service conditions, and
ownership changes. If these changes have occurred on your system, you may be prompted for the system
password when you perform an IPL.

110  iseries Security Reference V5R4



Chapter 5. Resource Security

Resource security defines which users are allowed to use objects on the system and what operations they
are allowed to perform on those objects.

This chapter describes each of the components of resource security and how they work together to
protect information about your system. It also explains how to use CL commands and displays to set up
resource security on your system.

Chapter 7| discusses techniques for designing resource security, including how it affects both application
design and system performance.

The topic[“How the System Checks Authority” on page 148| provides detailed flowcharts and notes about
how the system checks authority. You might find it useful to consult this information as you read the
explanations that follow.

Defining Who Can Access Information

You can give authority to individual users, groups of users, and the public.

Note: In some environments, a user’s authority is referred to as a privilege.

You define who can use an object in several ways:

Public Authority:

The public consists of anyone who is authorized to sign on to your system. Public authority is defined
for every object on the system, although the public authority for an object can be *EXCLUDE. Public
authority to an object is used if no other specific authority is found for the object.

Private Authority:

You can define specific authority to use (or not use) an object. You can grant authority to an individual
user profile or to a group profile. An object has private authority if any authority other than public
authority, object ownership, or primary group authority is defined for the object.

User Authority:

Individual user profiles can be given authority to use objects on the system. This is one type of private
authority.

Group Authority:

Group profiles can be given authority to use objects on the system. A member of the group gets the
group’s authority unless an authority is specifically defined for that user. Group authority is also
considered private authority.

Object Ownership:

Every object on the system has an owner. The owner has *ALL authority to the object by default.

However, the owner’s authority to the object can be changed or removed. The owner’s authority to the
object is not considered private authority.
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Primary Group Authority:

You can specify a primary group for an object and the authority the primary group has to the object.
Primary group authority is stored with the object and can provide better performance than private
authority granted to a group profile. Only a user profile with a group identification number (gid) can be
the primary group for an object. Primary group authority is not considered private authority.

Defining How Information Can Be Accessed

Authority means the type of access allowed to an object. Different operations require different types of
authority.

Note: In some environments, the authority associated with an object is called the object’s mode of access.

Authority to an object is divided into three categories:

1. Object Authority defines what operations can be performed on the object as a whole.
2. Data Authority defines what operations can be performed on the contents of the object.
3. Field Authority defines what operations can be performed on the data fields.

able 111| describes the types of authority available and lists some examples of how the authorities are
used. In most cases, accessing an object requires a combination of object, data, field authorities.
provides information about the authority that is required to perform a specific function.

Table 111. Description of Authority Types

Authority Name Functions Allowed

Object Authorities:

*OBJOPR Object Operational Look at the description of an object. Use the object as
determined by the user’s data authorities.

*OBIMGT Object Management Specify the security for the object. Move or rename the
object. All functions defined for *OBJALTER and
*OBJREF.

*OBJEXIST Object Existence Delete the object. Free storage of the object. Perform save

and restore operations for the object®. Transfer ownership
of the object.

*OBJALTER Object Alter Add, clear, initialize and reorganize members of the
database files. Alter and add attributes of database files:
add and remove triggers. Change the attributes of SQL
packages.

*OBJREF Object Reference Specify a database file as the parent in a referential
constraint. For example, you want to define a rule that a
customer record must exist in the CUSMAS file before an
order for the customer can be added to the CUSORD
file. You need *OBJREF authority to the CUSMAS file to
define this rule.

*AUTLMGT Authorization List Add and remove users and their authorities from the
Management authorization list?.

Data Authorities:

*READ Read Display the contents of the object, such as viewing
records in a file.

*ADD Add Add entries to an object, such as adding messages to a
message queue or adding records to a file.

*UPD Update Change the entries in an object, such as changing records
in a file.

*DLT Delete Remove entries from an object, such as removing
messages from a message queue or deleting records from
a file.
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Table 111. Description of Authority Types (continued)

Authority Name Functions Allowed

*EXECUTE Execute Run a program, service program, or SQL package. Locate

an object in a library or a directory.
Field Authorities:

*MGT Management Specify the security for the field.

*ALTER Alter Change the attributes of the field.

*REF Reference Specify the field as part of the parent key in a referential
constraint.

*READ Read Access the contents of the field. For example, display the
contents of the field.

*ADD Add Add entries to data, such as adding information to a
specific field.

*UPDATE Update Change the content of existing entries in the field.

1

save and restore operations on the object.

See the topic|*Authorization List Management” on page 118| for more information.

If a user has save system (*SAVSYS) special authority, object existence authority is not required to perform

Commonly Used Authorities

Certain sets of object and data authorities are commonly required to perform operations on objects. You

can specify these system-defined sets of authority (*ALL, *CHANGE, *USE) instead of individually

defining the authorities needed for an object. *EXCLUDE authority is different than having no authority.

*EXCLUDE authority specifically denies access to the object. Having no authority means you use the

public authority defined for the object. [Table 112|shows the system-defined authorities available using the

object authority commands and displays.

Table 112. System-Defined Authority

Authority *ALL *CHANGE *USE *EXCLUDE

Object Authorities

*OBJOPR X X X
*OBIMGT X

*OBJEXIST X

*OBJALTER X

*OBJREF X

Data Authorities

*READ X X X
*ADD X X

*UPD X X

*DLT X X

*EXECUTE X X X

able 113 shows additional system-defined authorities that are available using the WRKAUT and
CHGAUT commands:

Table 113. System-Defined Authority

Authority *RWX *RW *RX *R *WX *W *X

Object Authorities

*OBJOPR X X X X X X X
*OBIMGT

*OBJEXIST
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Table 113. System-Defined Authority (continued)

Authority *RWX *RW *RX *R *WX *W *X

*OBJALTER
*OBJREF

Data Authorities
*READ

*ADD

*UPD

*DLT
*EXECUTE

X X X X X
X X X X
X X X X
x

The LAN Server licensed program uses access control lists to manage authority. A user’s authorities are
called permissions. [Table 114| shows how the LAN Server permissions map to object and data authorities:

Table 114. LAN Server Permissions

Authority LAN Server Permissions
*EXCLUDE None
Object Authorities

*OBJOPR See note 1
*OBIMGT Permission
*OBJEXIST Create, Delete
*OBJALTER Attribute
*OBJREF No equivalent
Data Authorities

*READ Read
*ADD Create
*UPD Write
*DLT Delete
*EXECUTE Execute

Unless NONE is specified for a user in the access control list, the user is implicitly given
*OBJOPR.

Defining What Information Can Be Accessed

You can define resource security for individual objects on the system. You can also define security for
groups of objects using either library security or an authorization list:

Library Security
Most objects on the system reside in libraries. To access an object, you need authority both to the object
itself and the library in which the object resides. For most operations, including deleting an object, *USE

authority to the object library is sufficient (in addition to the authority required for the object). Creating a
new object requires *ADD authority to the object library. JAppendix D|shows what authority is required

by CL commands for objects and the object libraries.

Using library security is one technique for protecting information while maintaining a simple security
scheme. For example, to secure confidential information for a set of applications, you can do the
following actions:

* Use a library to store all confidential files for a particular group of applications.
* Ensure that public authority is sufficient for all objects (in the library) that are used by applications
(*USE or *CHANGE).
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* Restrict public authority to the library itself (*EXCLUDE).

» Give selected groups or individuals authority to the library (*USE, or *ADD if the applications require
it).

Although library security is a simple, effective method for protecting information, it might not be
adequate for data with high security requirements. Highly sensitive objects should be secured
individually or with an authorization list, rather than relying on library security.

Library Security and Library Lists

When a library is added to a user’s library list, the authority the user has to the library is stored with the
library list information. The user’s authority to the library remains for the entire job, even if the user’s
authority to the library is revoked while the job is active.

When access is requested to an object and *LIBL is specified for the object, the library list information is
used to check authority for the library. If a qualified name is specified, the authority for the library is
specifically checked, even if the library is included in the user’s library list.

Attention: If a user is running under adopted authority when a library is added to the library list, the
user remains authorized to the library even when the user is no longer running under adopted authority.
This represents a potential security exposure. Any entries added to a user’s library list by a program
running under adopted authority should be removed before the adopted authority program ends.

In addition, applications that use library lists rather than qualified library names have a potential security
exposure. A user who is authorized to the commands to work with library lists can potentially run a
different version of a program. See [“Library Lists” on page 183 for more information.

Field Authorities

Field authorities are supported for database files. Authorities supported are Reference and Update. You
can only administer these authorities through the SQL statements, GRANT and REVOKE. You can
display these authorities through the Display Object Authority (DSPOBJAUT) and the Edit Object
Authority (EDTOBJAUT) commands. You can only display the field authorities with the EDTOBJAUT
command; you cannot edit them.
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Display Object Authority

Object . . . . . : PLMITXT Owner . . . . . . .: PGMR1
Library. . . . : RLN Primary group . . . : DPTAR
Object type. . . :  =FILE ASP Device . . . . :  *SYSBAS
Object secured by authorization list . . . . . . . . : *NONE
Object W ==--mmmmmmeeoo Data---==-=======-==
User Group Authority Read Add Update Delete Execute
*PUBLIC *CHANGE X X X X X
PGMR1 *ALL X X X X X
USER1 *USE X X
USER2 USER DEF X X X
USER3 USER DEF X X

Press Enter to continue

\F3=Ex1’t Fl1l=Nondisplay detail F12=Cancel F16=Display field authorities/

Figure 4. Display Object Authority display showing F16=Display field authorities. This function key will be displayed
when a database file has field authorities.

Display Field Authority

Object . . . . . .. ¢ PLMITXT Owner . . . . . . . : PGMRL
Library . . . . . : RLN Primary group . . . :  =*NONE
Object type . . . . : *FILE
Object  ----- Field Authorities-----=-----
Field User Authority Mgt Alter Ref Read Add Update
Field3 PGMR1 *ALL X X X X X X
USER1 *Use X
USER2 USER DEF X X
USER3 USER DEF X X
*PUBLIC *CHANGE X X X
Field4 PGMR1 *ALL X X X X X
USER1 *Use X
USER2 USER DEF X
USER3 USER DEF X
*PUBLIC *CHANGE X X X
More

Press Enter to continue.

\F3=Ex1’t F5=Refresh F12=Cancel F16=Repeat position to F17=Position to

Figure 5. Display Field Authority display. When "F17=Position to” is pressed, the Position List prompt will be displayed.
If F16 is pressed, the previous position to operation will be repeated.

Support for field authorities include the following options:

e The Print Private Authority (PRTPVTAUT) command has a field that indicates when a file has field
authorities.
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* The Display Object Authority (DSPOBJAUT) command has an Authority Type parameter to allow
display of object authorities, field authorities, or all authorities. If the object type is not *FILE, you can
display only object authorities.

» Information provided by List Users Authorized to Object (QSYLUSRA) API indicates if a file has field
authorities.

* The Grant User Authority (GRTUSRAUT) command will not grant a user’s field authorities.

*  When a grant with reference object is performed using the GRTOBJAUT command and both objects
(the one being granted to and the referenced one) are database files, all field authorities will be granted
where the field names match.

» If a user’s authority to a database file is removed, any field authorities for the user are also removed.

Security and the System/38 Environment

The System/38 Environment and CL programs of type CLP38 represent a potential security exposure.
When a non-library qualified command is entered from the System/38 Command Entry screen, or
invoked by any CLP38 CL program, library QUSER38 (if it exists) is the first library searched for that
command. Library QSYS38 is the second library searched. A programmer or other knowledgeable user
might place another CL command in either of these libraries and cause that command to be used instead
of one from a library in the library list.

Library QUSER38 is not shipped with the operating system. However, it can be created by anyone with
enough authority to create a library.

See the System/38 Environment Programming manual for more information about the System/38
Environment.

Recommendation for System/38 Environment

Use these measures to protect your system for the System/38 Environment and CL programs of type
CLP38:

* Check the public authority of the QSYS38 library, and if it is *ALL or *CHANGE then change it to
*USE.

* Check the public authority of the QUSER38 library, and if it is *ALL or *CHANGE then change it to
*USE.

* If the QUSER38 and QSYS38 do not exist, then create them and set them to public *USE authority. This
will prevent anyone else from creating it at a later time and giving themselves or the public too much
authority to it.

Directory Security

When accessing an object in a directory, you must have authority to all the directories in the path
containing the object. You must also have the necessary authority to the object to perform the operation
you requested.

You might want to use directory security in the same way that you use library security. Limit access to
directories and use public authority to the objects within the directory. Limiting the number of private
authorities defined for objects improves the performance of the authority checking process.

Authorization List Security

You can group objects with similar security requirements using an authorization list. An authorization
list, conceptually, contains a list of users and the authority that the users have for the objects secured by
the list. Each user can have a different authority to the set of objects the list secures. When you give a
user authority to the authorization list, the operating system actually grants a private authority for that
user to the authorization list.
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You can also use an authorization list to define public authority for the objects on the list. If the public
authority for an object is set to *AUTL, the object gets its public authority from its authorization list.

The authorization list object is used as a management tool by the system. It actually contains a list of all
objects that are secured by the authorization list. This information is used to build displays for viewing or
editing the authorization list objects.

You cannot use an authorization list to secure a user profile or another authorization list. Only one
authorization list can be specified for an object.

Only the owner of the object, a user with all object (*ALLOBJ) special authority, or a user with all (*ALL)
authority to the object, can add or remove the authorization list for an object.

Objects in the system library (QSYS) can be secured with an authorization list. However, the name of the
authorization list that secures an object is stored with the object. In some cases, when you install a new
release of the operating system, all the objects in the QSYS library are replaced. The association between
the objects and your authorization list will be lost.

See the topic|“Planning Authorization Lists” on page 213 for examples of how to use authorization lists.

Authorization List Management

You can grant a special operational authority called Authorization List Management (*AUTLMGT) for
authorization lists. Users with *AUTLMGT authority are allowed to add and remove the users’ authority
to the authorization list and change the authorities for those users. *AUTLMGT authority, by itself, does
not give authority to secure new objects with the list or to remove objects from the list.

A user with *YAUTLMGT authority can give only the same or less authority to others. For example,
assume that USERA has *CHANGE and *AUTLMGT authority to authorization list CPLIST1. USERA can
add USERB to CPLIST1 and give USERB *CHANGE authority or less. USERA cannot give USERB *ALL
authority to CPLIST1, because USERA does not have *ALL authority.

A user with *AUTLMGT authority can remove the authority for a user if the *AUTLMGT user has equal
or greater authority to the list than the user profile name being removed. If USERC has *ALL authority to
CPLIST1, then USERA cannot remove USERC from the list, because USERA has only *CHANGE and
*AUTLMGT.

Using Authorization Lists to Secure IBM-Supplied Objects
You might choose to use an authorization list to secure IBM-supplied objects. For example, you might
want to restrict the use of a group of commands to a few users.

Objects in IBM-supplied libraries, other than the QUSRSYS and QGPL libraries, are replaced whenever
you install a new release of the operating system. Therefore, the link between objects in IBM-supplied
libraries and authorization lists is lost. Also, if an authorization list secures an object in QSYS and a
complete system restore is required, the link between the objects in QSYS and the authorization list is
lost. After you install a new release or restore your system, use the EDTOBJAUT or GRTOBJAUT
command to re-establish the link between the IBM-supplied object and the authorization list.

Authority for New Objects in a Library

Every library has a parameter called CRTAUT (create authority). This parameter determines the default
public authority for any new object that is created in that library. When you create an object, the AUT
parameter on the create command determines the public authority for the object. If the AUT value on the
create command is *LIBCRTAUT, which is the default, the public authority for the object is set to the
CRTAUT value for the library.
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For example, assume that library CUSTLIB has a CRTAUT value of *USE. Both of the commands below
create a data area called DTAL with public authority *USE:
» Specifying the AUT parameter:

CRTDTAARA DTAARA(CUSTLIB/DTAL) +
TYPE(*CHAR) AUT (*LIBCRTAUT)

* Allowing the AUT parameter to default. *LIBCRTAUT is the default:

CRTDTAARA DTAARA(CUSTLIB/DTAL) +
TYPE (*CHAR)

The default CRTAUT value for a library is *SYSVAL. Any new objects created in the library using
AUT(*LIBCRTAUT) have public authority set to the value of the QCRTAUT system value. The QCRTAUT
system value is shipped as *CHANGE. For example, assume that the ITEMLIB library has a CRTAUT
value of *SYSVAL. This command creates the DTA2 data area with public authority of change:

CRTDTAARA DTAARA(ITEMLIB/DTA2) +
TYPE(*CHAR) AUT (*LIBCRTAUT)

[“Assigning Authority and Ownership to New Obijects” on page 124 shows more examples of how the
system assigns ownership and authority to new objects.

The CRTAUT value for a library can also be set to an authorization list name. Any new object created in
the library with AUT(*LIBCRTAUT) is secured by the authorization list. The public authority for the
object is set to *AUTL.

The CRTAUT value of the library is not used during a move (MOVOBJ), create duplicate (CRTDUPOBJ),
or restore of an object into the library. The public authority of the existing object is used.

If the REPLACE (*YES) parameter is used on the create command, then the authority of the existing
object is used instead of the CRTAUT value of the library.

Create Authority (CRTAUT) Risks

If your applications use default authority for new objects created during application processing, you
should control who has authority to change the library descriptions. Changing the CRTAUT authority for
an application library might allow unauthorized access to new objects created in the library.

Authority for New Objects in a Directory

When you create a new directory using the CRTDIR (Make Directory), MD (Make Directory) or MKDIR
(Make Directory) commands, you specify the data authority and object authority that the public receives
for the new directory. If you use the default *INDIR option, the authority for the created directory is
determined from its parent directory. Otherwise, you can specify the specific desired authority.

When you create a new directory using the mkdir()--Make Directory API, the owner, primary group, and
public object authorities for the created directory are determined from the directory in which it is being
created in while the owner, primary group, and public data authorities are determined by the mode that
is specified on the API call.

The following two examples show different results when you create a new directory with various
options.

The first example creates a new directory using the CRTDIR command in the "root”(/) file system and
specify *PUBLIC authority.
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Starting conditions: Authorities on parent directory:

4 N\
Display Authority
Object . . v v v v v v v v e /sanders/mytest
Owner . . . . . . . 0 o0 e el SANDERS
Primary group . . . . . . . . . . SANDERSGP3
Authorization Tist . . . . . . . . : *NONE
Data @ ----- Object Authorities-----
User Authority Exist Mgt Alter Ref
*PUBLIC *RWX X X X X
SANDERS *RW
SANDERSGP3  *RX
QPGMR *RWX
QTCM *RWX X X X X
o J

User SANDERS issues the following command:

CRTDIR DIR('/sanders/mytest/deletemepub’) DTAAUT(*R) OBJAUT(*NONE)

Results: Authorities on created directory:

4 N
Display Authority
Object . . . . . v v . . . . ... /sanders/mytest/deletemepub
Owner . . . . . .00 e e e e e SANDERS
Primary group . . . . . . . . . . : SANDERSGP3
Authorization Tist . . . . . . . . : =*NONE
Data ----- Object Authorities-----
User Authority Exist Mgt Alter Ref
*PUBLIC *R
SANDERS *RWX
SANDERSGP3 *RX
Ao %
Notes:

1. The *PUBLIC data and object authorities are set based on the DTAAUT and OBJAUT parameters.

2. The owner’s (SANDERS) data authorities are set to *RWX but the object authorities are inherited from the parent
directory’s owner. This means that the owner of this directory has no object authorities to the new directory
because the owner of the parent directory has no object authorities to the parent directory.

3. The new directory has a primary group profile of SANDERSGP3 because the parent directory has SANDERSGP3
as its primary group profile.

| The second example shows how all authorities are inherited from the parent directory when you create a
| new directory with the CRTDIR command in the "root” (/) file system.
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Starting conditions: Authorities on parent directory:

s
Display Authority
Object . . . . . . . .. .. ... : [/sanders/mytest
Owner . . . . . . . .00 e .l SANDERS
Primary group . . . . . . . . . . SANDERSGP3
Authorization Tist . . . . . . . . : *NONE
Data @ ----- Object Authorities-----
User Authority Exist Mgt Alter Ref
*PUBLIC *RWX X X X X
SANDERS *RW
SANDERSGP3  *RX
QPGMR *RWX
QTCM *RWX X X X X
G

User SANDERSUSR issues the following command:
CRTDIR DIR('/sanders/mytest/deletemepub’)

Results: Authorities on created directory:

-
Display Authority

Object . . . . . v v« . v . ... /sanders/mytest/deletemepub
Owner . . . . . . . 0 0o e e ..t SANDERSUSR

Primary group . . . . . . . . . . : SANDERSGP3

Authorization Tist . . . . . . . . : =*NONE

Data ----- Object Authorities-----

User Authority Exist Mgt Alter Ref

*PUBLIC *RWX X X X X

SANDERSUSR  *RWX

SANDERSGP3 *RX

QPGMR *RWX

QTCM *RWX X X X X

SANDERS *RW

o
Notes:

1. The *PUBLIC data and object authorities are inherited from the parent directory; therefore, the data authority is

set to *RWX with all object authorities.

2. The owner’s (SANDERSUSR) data authorities are set to *RWX but the object authorities are inherited from the
parent directory’s owner. This means that the owner of this directory has no object authorities to the new
directory because the owner of the parent directory has no object authorities to the parent directory.

3. The new directory has a primary group profile of SANDERSGP3 because the parent directory has SANDERSGP3
as its primary group profile.

4. All users who are privately authorized to the parent directory (QPGMR, QTCM), and the owner of the parent
directory (SANDERS), are granted the same private authority to the new directory.
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Object Ownership

Each object is assigned an owner when it is created. The owner is either the user who creates the object
or the group profile if the member user profile has specified that the group profile should be the owner
of the object. When the object is created, the owner is given all the object and data authorities to the
object. |“Assigning Authority and Ownership to New Objects” on page 124| shows examples of how the
system assigns ownership to new objects.

The owner of an object always has all the authority for the object unless any or all authority is removed
specifically. As an object owner, you might choose to remove some specific authority as a precautionary
measure. For example, if a file exists that contains critical information, you might remove your object
existence authority to prevent yourself from accidentally deleting the file. However, as object owner, you
can grant any object authority to yourself at any time. The owner of a newly created integrated file
system object has the same object authorities for that integrated file system object as the owner of the
parent directory has to the parent directory. Check the "Tools and Tips for Your iSeries” to see whether
the rules for object authorities applies to all file systems or only to certain ones.

Ownership of an object can be transferred from one user to another. Ownership can be transferred to an
individual user profile or a group profile. A group profile can own objects, whether the group has
members.

The following paragraphs apply to both library- and directory-based objects.

When changing an object’s owner, you have the option to keep or revoke the former owner’s authority. A
user with *ALLOBJ authority can transfer ownership, as can any user who has the following authorities:

» Object existence authority for the object (except for an authorization list)
* Ownership of the object, if the object is an authorization list

* Add authority for the new owner’s user profile

* Delete authority for the present owner’s user profile

You cannot delete a profile that owns objects. Ownership of objects must be transferred to a new owner
or the objects must be deleted before the profile can be deleted. The Delete User Profile (DLTUSRPRF)
command allows you to handle owned objects when you delete the profile.

Object ownership is used as a management tool by the system. The owner profile for an object contains a
list of all users who have private authority to the object. This information is used to build displays for
editing or viewing object authority.

Profiles that own many objects with many private authorities can become very large. The size of a profile
that owns many objects affects performance when displaying and working with the authority to objects it
owns and when saving or restoring profiles. System operations can also be impacted. To prevent impacts
on either performance or system operations, do not assign objects to only one owner profile for your
entire iSeries system. Each application and the application objects should be owned by a separate profile.
Also, IBM-supplied user profiles should not own user data or objects.

The owner of an object also needs sufficient storage for the object. See |“Maximum Storage” on page 76|
for more information.

Group Ownership of Objects

When an object is created, the system looks at the profile of the user creating the object to determine
object ownership. If the user is a member of a group profile, the OWNER field in the user profile
specifies whether the user or the group should own the new object.
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If the group owns the object (OWNER is *GRPPRF), the user creating the object is not automatically
given any specific authority to the object. The user gets authority to the object through the group. If the
user owns the object (OWNER is *USRPRF), the group’s authority to the object is determined by the
GRPAUT field in the user profile.

The group authority type (GRPAUTTYP) field in the user profile determines whether the group 1) becomes
the primary group for the object or 2) is given private authority to the object. |“Assigning Authority and|
|Ownership to New Objects” on page 124 shows several examples.

If the user who owns the object changes to a different user group, the original group profile still retains
authority to any objects created.

Even if the Owner field in a user profile is *\GRPPRF, the user must still have sufficient storage to hold a
new object while it is being created. After it is created, ownership is transferred to the group profile. The
MAXSTG parameter in the user profile determines how much auxiliary storage a user is allowed.

Evaluate the objects a user might create, such as query programs, when choosing between group and
individual user ownership:

» If the user moves to a different department and a different user group, should the user still own the
objects?

* Is it important to know who creates objects? The object authority displays show the object owner, not
the user who created the object.

Note: The Display Object Description display shows the object creator.

If the audit journal function is active, a Create Object (CO) entry is written to the QAUDJRN audit
journal at the time an object is created. This entry identifies the creating user profile. The entry is
written only if the QAUDLVL system value includes *CREATE and the QAUDCTL system value
includes *AUDLVL.

Primary Group for an Object

You can specify a primary group for an object. The name of the primary group profile and the primary
group’s authority to the object are stored with the object. Using primary group authority might provide
better performance than using private group authority when checking authority to an object.

A profile must be a group profile (have a gid) to be assigned as the primary group for an object. The
same profile cannot be the owner of the object and its primary group.

When a user creates a new object, parameters in the user profile control whether the user’s group is given
authority to the object and the type of authority given. The Group authority type (GRPAUTTYP) parameter
in a user profile can be used to make the user’s group the primary group for the object.
[Authority and Ownership to New Objects” on page 124|shows examples of how authority is assigned
when new objects are created. For a directory-based object in some file systems, the object inherits the
primary group of its parent directory. For example, if the parent directory has a primary group of FRED,
then FRED will have problems trying to create anything in that parent directory. That is because the same
profile cannot be both the owner and the primary group profile for the same object.

You can change the primary group for a library- or directory-based object using any of the following
commands:

* Change Object Primary Group (CHGOBJPGP) command
* Change Primary Group (CHGPGP) command
* Option 9 on the Work with Objects by Primary Group (WRKOBJPGP) command
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| You can change the authority of the primary group using the Edit Object Authority (EDTOBJAUT)

| command or the grant and revoke authority commands. You can change the primary group’s authority
| for a library- or directory-based object using the Change Authority (CHGAUT) command or the Work
| with Authority (WRKAUT) command.

Default Owner (QDFTOWN) User Profile

The Default Owner (QDFTOWN) user profile is an IBM-supplied user profile that is used when an object
has no owner or when object ownership might pose a security exposure. The following situations cause
ownership of an object to be assigned to the QDFTOWN profile:

» If an owning profile becomes damaged and is deleted, its objects no longer have an owner. Using the
Reclaim Storage (RCLSTG) command assigns ownership of these objects to the default owner
(QDFTOWN) user profile.

» If an object is restored and the owner profile does not exist.

« If a program that needs to be created again is restored, but the program creation is not successful. See
the topic|“VaIidation of Programs Being Restored” on page l4| for more information about which
conditions cause ownership to be assigned to QDFTOWN.

» If the maximum storage limit is exceeded for the user profile that owns an authority holder that has
the same name as a file being moved, renamed, or whose library is being renamed.

The system supplies the QDFTOWN user profile because all objects must have an owner. When the
system is shipped, only a user with *ALLOBJ special authority can display and access this user profile
and transfer ownership of objects associated with the QDFTOWN user profile. You can grant other users
authority to the QDFTOWN profile. QDFTOWN user profile is intended for system use only. You should
not design your security such that QDFTOWN normally owns objects.

Assigning Authority and Ownership to New Objects

The system uses several values to assign authority and ownership when a new object is created on the
system:

Parameters on the CRTxxx command
The QCRTAUT system value

The CRTAUT value of the library
Values in the user profile of the creator

through show several examples of how these values are used:
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QCRTAUT system value:
*CHANGE

CRTAUT library parameter:
*USE
Values in USERA (Creator) Profile:

GRPPREF:
DPT806

OWNER:
*USRPRF

GRPAUT:
*CHANGE

GRPAUTTYP:
*PRIVATE

Command Used to Create Object:

CRTDTAARA DTAARA(CUSTLIB/DTAL)
TYPE (xCHAR) AUT (*LIBCRTAUT)

or

CRTDTAARA DTAARA(CUSTLIB/DTA1L)
TYPE (*CHAR)

Values for New Object:

Public authority:
*USE

Owner authority:
USERA *ALL

Primary group authority:
None

Private authority:
DPT806 *CHANGE

Note:

*LIBCRTAUT is the default value for the AUT
parameter on most CRTxxx commands.

Figure 6. New Object Example: Public Authority from Library, Group Given Private Authority
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QCRTAUT system value:
*CHANGE

CRTAUT library parameter:
*SYSVAL
Values in USERA (Creator) Profile:

GRPPRF:
DPT806

OWNER:
*USRPRF

GRPAUT:
*CHANGE

GRPAUTTYP:
*PRIVATE

Command Used to Create Object:
CRTDTAARA DTAARA(CUSTLIB/DTA1)

TYPE (*CHAR) AUT (*LIBCRTAUT)
Values for New Object:

Public authority:
*CHANGE

Owner authority:
USERA *ALL

Primary group authority:
None

Private authority:
DPT806 *CHANGE

Figure 7. New Object Example: Public Authority from System Value, Group Given Private Authority
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QCRTAUT system value:
*CHANGE

CRTAUT library parameter:
*USE
Values in USERA (Creator) Profile:

GRPPREF:
DPT806

OWNER:
*USRPRF

GRPAUT:
*CHANGE

GRPAUTTYP:
*PGP

Command Used to Create Object:
CRTDTAARA DTAARA(CUSTLIB/DTAL)

TYPE(*CHAR) AUT (*LIBCRTAUT)
Values for New Object:

Public authority:
*USE

Owner authority:
USERA *ALL

Primary group authority:
DPT806 *CHANGE

Private authority:
None

Figure 8. New Object Example: Public Authority from Library, Group Given Primary Group Authority
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QCRTAUT system value:
*CHANGE

CRTAUT library parameter:
*USE
Values in USERA (Creator) Profile:

GRPPREF:
DPT806

OWNER:
*GRPPRF

GRPAUT:
GRPAUTTYP:

Command Used to Create Object:
CRTDTAARA DTAARA(CUSTLIB/DTAL)

TYPE(*CHAR) AUT (*CHANGE)
Values for New Object:

Public authority:
*CHANGE

Owner authority:
DPT806 *ALL

Primary group authority:
None

Private authority:
None

Figure 9. New Object Example: Public Authority Specified, Group Owns Object

Objects That Adopt the Owner’s Authority

Sometimes a user needs different authorities to an object or an application, depending on the situation.
For example, a user might be allowed to change the information in a customer file when using
application programs providing that function. However, the same user should be allowed to view, but
not change, customer information when using a decision support tool, such as SQL.

A solution to this situation is to 1) give the user *USE authority to customer information to allow
querying the files and 2) use adopted authority in the customer maintenance programs to allow the user
to change the files.

When an object uses the owner’s authority, this is called adopted authority. Objects of type *PGM,
*SRVPGM, *SQLPKG and Java programs can adopt authority.

When you create a program, you specify a user profile (USRPRF) parameter on the CRTXxxPGM
command. This parameter determines whether the program uses the authority of the owner of the
program in addition to the authority of the user running the program.

Consult the Information Center concerning security considerations and adopted authority when using
SQL packages (see |“Prerequisite and Related Information” on page xvi|for details).

The following description applies to adopted authority:
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» Adopted authority is added to any other authority found for the user.

* Adopted authority is checked only if the authority that the user, the user’s group, or the public has to
an object is not adequate for the requested operation.

* The special authorities (such as *ALLOBJ) in the owner’s profile are used.

» If the owner profile is a member of a group profile, the group’s authority is not used for adopted
authority.

* Public authority is not used for adopted authority. For example, USER1 runs the program LSTCUST,
which requires *USE authority to the CUSTMST file:

— Public authority to the CUSTMST file is *USE.

— USER1’s authority is *EXCLUDE.

— USER2 owns the LSTCUST program, which adopts owner authority.

— USER?2 does not own the CUSTMST file and has no private authority to it.

— Although public authority is sufficient to give USER2 access to the CUSTMST file, USER1 does not
get access. Owner authority, primary group authority, and private authority are used for adopted
authority.

— Only the authority is adopted. No other user profile attributes are adopted. For example, the limited
capabilities attributes are not adopted.

» Adopted authority is active as long as the program using adopted authority remains in the program
stack. For example, assume that PGMA uses adopted authority:

— If PGMA starts PGMB using the CALL command, these are the program stacks before and after the
CALL command:

Program Stack before CALL Command:

Program Stack after CALL Command:

QCMD

PGMA

QCMD

PGMA
PGMB

Figure 10. Adopted Authority and the CALL Command

Because PGMA remains in the program stack after PGMB is called, PGMB uses the adopted
authority of PGMA. (The use adopted authority (USEADPAUT) parameter can override this. See

|“Programs That Ignore Adopted Authority” on page 131| for more information about the

USEADPAUT parameter.)

— If PGMA starts PGMB using the Transfer Control (TFRCTL) command, the program stacks look like

this:

Program Stack before TFRCTL Command:

Program Stack after TFRCTL Command:

QCMD

PGMA

QCMD

PGMB

Figure 11. Adopted Authority and the TFRCTL Command

PGMB does not use the adopted authority of PGMA, because PGMA is no longer in the program

stack.

» |If the program running under adopted authority is interrupted, the use of adopted authority is
suspended. The following functions do not use adopted authority:

— System request
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— Attention key (If a Transfer to Group Job (TFRGRPJOB) command is running, adopted authority is
not passed to the group job.)

— Break-message-handling program
— Debug functions

Note: Adopted authority is immediately interrupted by the attention key or a group job request. The
user must have authority to run the attention-key-handling program or the group job initial
program, or the attempt fails.

For example, USERA runs the program PGML1, which adopts the authority of USERB. PGM1 uses the
SETATNPGM command and specifies PGM2. USERB has *USE authority to PGM2. USERA has
*EXCLUDE authority to PGM2. The SETATNPGM function is successful because it is run using
adopted authority. USERA receives an authority error when attempting to use the attention key
because USERB’s authority is no longer active.

If a program that uses adopted authority submits a job, that submitted job does not have the adopted
authority of the submitting program.

When a trigger program or exit point program is called, adopted authority from previous programs in
the call stack will not be used as a source of authority for the trigger program or exit point program.

Adopted authority is not used by the integrated file systems, including the "root” (/), QOpenSys,
QDLS, and user-defined file systems.

The program adopt function is not used when you use the Change Job (CHGJOB) command to change
the output queue for a job. The user profile making the change must have authority to the new output
queue.

Any objects created, including spooled files that might contain confidential data, are owned by the user
of the program or by the user’s group profile, not by the owner of the program.

Adopted authority can be specified either on the command that creates the program (CRTxxxPGM) or
on the Change Program (CHGPGM) or Change Service Program (CHGSRVPGM) command.

If a program is created using REPLACE(*YES) on the CRTxxxPGM command, the new copy of the
program has the same USRPRF, USEADPAUT, and AUT values as the replaced program. The USRPRF
and AUT parameters specified on the CRTxxxPGM parameter are ignored.

Only the owner of the program can specify REPLACE(*YES) on the CRTxxxPGM command when
USRPRF(*OWNER) is specified on the original program.

Only a user who owns the program or has *ALLOBJ and *SECADM special authorities can change the
value of the USRPRF parameter.

You must be signed on as a user with *ALLOBJ and *SECADM special authorities to transfer
ownership of an object that adopts authority.

If someone other than the program’s owner or a user with *ALLOBJ and *SECADM special authorities

restores a program that adopts authority, all private and public authorities to the program are revoked
to prevent a possible security exposure.

The Display Program (DSPPGM) and Display Service Program (DSPSRVPGM) commands show whether
a program adopts authority (User profile prompt) and whether it uses adopted authority from previous
programs in the program stack (Use adopted authority prompt). The Display Program Adopt
(DSPPGMADP) command shows all the objects that adopt the authority of a specific user profile. The
Print Adopting Objects (PRTADPOBJ) command provides a report with more information about objects
that adopt authority. This command also provides an option to print a report for objects that changed
since the last time the command was run.

|“Flowchart 8: How Adopted Authority Is Checked” on page 160| provides more information about

adopted authority. The topic[“Using Adopted Authority in Menu Design” on page 204|shows an example

of how to use adopted authority in an application.

Adopted Authority and Bound Programs:
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An ILE* program (*PGM) is an object that contains one or more modules. It is created by an ILE*
compiler. An ILE program can be bound to one or more service programs (*SRVPGM).

To activate an ILE program successfully, the user must have *EXECUTE authority to the ILE program and
to all service programs to which it is bound. If an ILE program uses adopted authority from a program
higher in the program call stack, that adopted authority is used to check authority to all service programs
to which the ILE program is bound. If the ILE program adopts authority, the adopted authority will not
be checked when the system checks the user’s authority to the service programs at program activation
time.

Adopted Authority Risks and Recommendations

Allowing a program to run using adopted authority is an intentional release of control. You permit the

user to have authority to objects, and possibly special authority, which the user will not normally have.
Adopted authority provides an important tool for meeting diverse authority requirements, but it should
be used with care:

* Adopt the minimum authority required to meet the application requirements. Adopting the authority
of an application owner is preferable to adopting the authority of QSECOFR or a user with *ALLOBJ
special authority.

» Carefully monitor the function provided by programs that adopt authority. Make sure that these
programs do not provide a means for the user to access objects outside the control of the program,
such as command entry capability.

» Make sure that programs that adopt authority and call other programs perform library qualified calls.
Do not use the library list (*LIBL) on the call.

» Control which users are permitted to call programs that adopt authority. Use menu interfaces and
library security to prevent these programs from being called without sufficient control.

Programs That Ignore Adopted Authority

You might not want some programs to use the adopted authority of previous programs in the program
stack. For example, if you use an initial menu program that adopts owner authority, you might not want
some of the programs called from the menu program to use that authority.

The use adopted authority (USEADPAUT) parameter of a program determines whether the system uses
the adopted authority of previous programs in the stack when checking authority for objects.

When you create a program, the default is to use adopted authority from previous programs in the stack.
If you do not want the program to use adopted authority, you can change the program with the Change
Program (CHGPGM) command or Change Service Program (CHGSRVPGM) command to set the
USEADPAUT parameter to *NO. If a program is created using REPLACE(*YES) on the CRTxxxPGM
command, the new copy of the program has the same USRPRF, USEADPAUT, and AUT values as the
replaced program.

The topic|“|gnorinq Adopted Authority” on page 206/ shows an example of how to use this parameter in
menu design. See [‘Use Adopted Authority (QUSEADPAUT)” on page 3d for information about the
QUSEADPAUT system value.

Attention: In some situations, you can use the MODINVAU MI instruction to prevent passing adopted
authority to called functions. The MODINVAU instruction can be used to prevent passing any adopted
authority from C and C++ programs to called functions in another program or service program. This
might be useful when you do not know the USEADPAUT setting of the function that is called.
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Authority Holders

An authority holder is a tool for keeping the authorities for a program-described database file that does
not currently exist on the system. Its primary use is for System/36 environment applications, which often
delete program-described files and create them again.

An authority holder can be created for a file that already exists or for a file that does not exist, using the
Create Authority Holder (CRTAUTHLR) command. The following descriptions apply to authority
holders:

» Authority holders can only secure files in the system auxiliary storage pool (ASP) or a basic user ASP.
They cannot secure files in an independent ASP.

* The authority holder is associated with a specific file and library. It has the same name as the file.
» Authority holders can be used only for program-described database files and logical files.

= After the authority holder is created, you add private authorities for it like a file. Use the commands to
grant, revoke, and display object authorities, and specify object type *FILE. On the object authority
displays, the authority holder is indistinguishable from the file itself. The displays do not indicate
whether the file exists; nor do they show that the file has an authority holder.

 If a file is associated with an authority holder, the authorities defined for the authority holder are used
during authority checking. Any private authorities defined for the file are ignored.

» Use the Display Authority Holder (DSPAUTHLR) command to display or print all the authority
holders on the system. You can also use it to create an output file (OUTFILE) for processing.

» If you create an authority holder for a file that exists:
— The user creating the authority holder must have *ALL authority to the file.

— The owner of the file becomes the owner of the authority holder regardless of the user creating the
authority holder.

— The public authority for the authority holder comes from the file. The public authority (AUT)
parameter on the CRTAUTHLR command is ignored.

— The existing file’s authority is copied to the authority holder.
» If you create a file and an authority holder for that file already exists:
— The user creating the file must have *ALL authority to the authority holder.

— The owner of the authority holder becomes the owner of the file regardless of the user creating the
file.

— The public authority for the file comes from the authority holder. The public authority (AUT)
parameter on the CRTPF or CRTLF command is ignored.

— The authority holder is linked to the file. The authority specified for the authority holder is used to
secure the file.

» If an authority holder is deleted, the authority information is transferred to the file itself.

» If a file is renamed and the new file name matches an existing authority holder, the authority and
ownership of the file are changed to match the authority holder. The user renaming the file needs
*ALL authority to the authority holder.

« If a file is moved to a different library and an authority holder exists for that file name and the target
library, the authority and ownership of the file are changed to match the authority holder. The user
moving the file must have *ALL authority to the authority holder.

» Ownership of the authority holder and the file always match. If you change the ownership of the file,
ownership of the authority holder also changes.

* When a file is restored, if an authority holder exists for that file name and the library to which it is
being restored, it is linked to the authority holder.

* Authority holders cannot be created for files in these libraries: QSYS, QRCL, QRECOVERY, QSPL,
QTEMP, and QSPL0002 — QSPL0032.
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Authority Holders and System/36 Migration

The System/36 Migration Aid creates an authority holder for every file that is migrated. It also creates an
authority holder for entries in the System/36 resource security file if no corresponding file exists on the
System/36.

You need authority holders only for files that are deleted and re-created by your applications. Use the
Delete Authority Holder (DLTAUTHLR) command to delete any authority holders that you do not need.

Authority Holder Risks

An authority holder provides the capability of defining authority for a file before that file exists. Under

certain circumstances, this can allow an unauthorized user to gain access to information. If a user knew
that an application creates, moves, or renames a file, the user can create an authority holder for the new
file. The user thus gains access to the file.

To limit this exposure, the CRTAUTHLR command is shipped with public authority *EXCLUDE. Only
users with *ALLOBJ authority can use the command, unless you grant authority to others.

Working with Authority

This part of the chapter describes commonly-used methods for setting up, maintaining, and displaying
authority information about your system.|Appendix A, “Security Commands,” on page 273| provides a
complete list of the commands available for working with authority. The descriptions that follow do not
discuss all the parameters for commands or all the fields on the displays. Consult online information for
complete details.

Authority Displays

Four displays show object authorities:
Display Object Authority display
Edit Object Authority display
Display Authority display
Work with Authority display

This section describes some characteristics of these displays. [Figure 12 on page 134 shows the basic
version of the Display Object Authority display:
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Display Object Authority
Object . . . . . . : CUSTNO Owner . . . . . . . : PGMR1
Library. . . . . : CUSTLIB Primary group . . . : DPTAR
Object type . . . : *DTAARA  ASP device . . . . : *SYSBAS
Object secured by authorization list . . . . . . . . : =*NONE
Object
User Group Authority
*PUBLIC *EXCLUDE
PGMR1 *ALL
DPTAR *CHANGE
DPTSM *USE
\F3=Exit F11=Display detail object authorities F12=Cancel F17=Top

Figure 12. Display Object Authority Display

The system-defined names of the authorities are shown on this display. F11 acts as a toggle between this
and two other versions of the display. One shows detailed object authorities:

4 N
Display Object Authority
Object . . . . . . : CUSTNO Owner . . . . . . : PGMR1
Library. . . . . : CUSTLIB Primary group . . . : DPTAR
Object type. . . . : *DTAARA ASP device . . . : *SYSBAS
Object secured by authorization Tist . . . . . . . . . : =*NONE
Object  ---------- Object-----------

User Group Authority Opr Mgt Exist Alter Ref
*PUBLIC *EXCLUDE X
PGMR1 *ALL X X X X X
DPTAR *CHANGE X
DPTSM *USE X

\f3=Exit F11=Display data authorities F12=Cancel F17=Top F18=Bottom

The other shows data authorities:
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-
Display Object Authority
Object . . . . . . : CUSTNO Owner . . . . . . . : PGMR1
Library. . . . . : CUSTLIB Primary group DPTAR
Object type. . . . : *DTAARA ASP device . . . . : *SYSBAS
Object secured by authorization Tist. . . . . . . . . . : *NONE
Object W —-=mmmmmmmeeo- Data---=--=====--"--
User Group Authority Read Add Update Delete Execute
*PUBLIC *EXCLUDE
PGMR1 *ALL X X X X X
DPTAR *CHANGE X X X X X
DPTSM *USE X X
&

J

If you have *OBJMGT authority to an object, you see all private authorities for that object. If you do not
have *OBIJMGT authority, you see only your own sources of authority for the object.

For example, if USERA displays authority for the CUSTNO data area, only public authority is shown.

If USERB, who is a member of the DPTAR group profile, displays the authority for the CUSTNO data
area, it looks like this:

4 N
Display Object Authority
Object . . . . . . : CUSTNO Owner . . . . . . . : PGMR1
Library. . . . . : CUSTLIB Primary group DPTAR
Object type. . . . : *DTAARA ASP device . . . . : *SYSBAS
Object secured by authorization list. . . . . . . . . . : *NONE
Object
User Group Authority
*GROUP DPTAR *CHANGE
NG J/

If USERB runs a program that adopts the authority of PGMR1 and displays the authority for the
CUSTNO data area, it looks like this:

4 N
Display Object Authority
Object .. . . . . . : CUSTNO Owner . . . . . .. : PGMRI
Library . . . . : CUSTLIB Primary group DPTAR
Object type. . . . :  *DTAARA ASP device . . . . : *SYSBAS
Object secured by authorization Tist . . . . . . . . . . : *NONE
Object
User Group Authority
*ADOPTED USER DEF
*PUBLIC *EXCLUDE
PGMR1 *ALL
*GROUP DPTAR *CHANGE
DPTSM *USE
o %
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The *ADOPTED authority indicates only the additional authority received from the program owner.
USERB receives from PGMRL1 all the authorities that are not included in *CHANGE. The display shows
all private authorities because USERB has adopted *OBJMGT. The detailed display looks like this:

-~ ™
Display Object Authority
Object . . . . . . : CUSTNO Owner . . . . . . . : PGMR1
Library. . . . . : CUSTLIB Primary group . . . : DPTAR
Object type. . . . : *DTAARA ASP device . . . . :  *=SYSBAS
Object secured by authorization list . . . . . . . . . . : *NONE
Object  ----------- Object-----------
User Group Authority Opr Mgt Exist Alter Ref
*ADOPTED USER DEF X X X X
*PUBLIC *EXCLUDEPGMR1
*ALL X X X X X
*GROUP DPTAR *CHANGE X
DPTSM *USE X
\F3=Ex1t F11=Display data authorities F12=Cancel F17=Top F18=Bottom

J

If the user option (USROPT) field in USERB’s user profile includes *EXPERT, this is how the display
looks:

e N
Display Object Authority
Object . . . . . . :  CUSTNO Owner . . . . . .. :  PGMR1
Library. . . . . : CUSTLIB Primary group . . . : DPTAR
Object type. . . . :  *DTAARA ASP device . . . . .:  *SYSBAS
Object secured by authorization 1ist . . . . . . . . . : =*NONE
OBJECT  ----- Object------  -=---- Data--------
User Group Authority 0 M E A R R A U D E
*ADOPTED USER DEF X X X X
*PUBLIC *EXCLUDE
PGMR1 *ALL X X X X X X X X X X
*GROUP  DPTAR *CHANGE X X X X X X
DPTSM *USE X X X
- J

Authority Reports

Several reports are available to help you monitor your security implementation. For example, you can
monitor objects with *PUBLIC authority other than *EXCLUDE and objects with private authorities with
the following commands:

* Print Public Authority (PRTPUBAUT)
* Print Private Authority (PRTPVTAUT)

For more information about security tools, see the Tips and Tools for Securing Your iSeries.

Working with Libraries

Two parameters on the Create Library (CRTLIB) command affect authority:

Authority (AUT): The AUT parameter can be used to specify either of the following authorities:
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* The public authority for the library
» The authorization list that secures the library.

The AUT parameter applies to the library itself, not to the objects in the library. If you specify an

authorization list name, the public authority for the library is set to *AUTL.

If you do not specify AUT when you create a library, *LIBCRTAUT is the default. The system uses the

CRTAUT value from the QSYS library, which is shipped as *SYSVAL.

Create Authority (CRTAUT): The CRTAUT parameter determines the default authority for any new

objects that are created in the library. CRTAUT can be set to one of the system-defined authorities (*ALL,
*CHANGE, *USE, or *EXCLUDE), to *SYSVAL (the QCRTAUT system value), or to the name of an

authorization list.

Note: You can change the CRTAUT value for a library using the Change Library (CHGLIB) command.

If user PGMR1 enters this command:
CRTLIB TESTLIB AUT(LIBLST) CRTAUT(OBJLST)

the authority for the library looks like this:

4 N\
Display Object Authority
Object . . . . . . : TESTLIB Owner . . . . . .. :  PGMR1
Library. . . . . : QSYS Primary group . . . :  *NONE
Object type. . . . : *|IB ASP device . . . . :  *SYSBAS
Object secured by authorization Tist. . . . . . . . . .. 3 LIBLST
Object
User Group Authority
*PUBLIC *AUTL
PGMR1 *ALL
NG J/

* Because an authorization list was specified for the AUT parameter, public authority is set to *AUTL.

* The user entering the CRTLIB command owns the library, unless the user’s profile specifies
OWNER(*GRPPRF). The owner is automatically given *ALL authority.

* The CRTAUT value is not shown on the object authority displays. Use the Display Library Description

(DSPLIBD) command to see the CRTAUT value for a library.

/’ N\
Display Library Description

Library . . . . . . oo 000000 CUSTLIB

B2 6 0 0 0 0 0 06 0 0 0 0 0 06 06000 oo 8 [N

ASP number . . . . ..o o000 0oL 1

ASP device . . . . . . . . . .. . .. . . *SYSBAS

Create authority . . . . . . . . . . . . . *0BJLST

Create object auditing . . . . . . . . . . : *SYSVAL

Text description . . . . . . . . .. . .. : Customer Rec )
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Creating Objects

When you create a new object, you can either specify the authority (AUT) or use the default,
*LIBCRTAUT. If PGMRL1 enters this command:

CRTDTAARA (TESTLIB/DTAL) +
TYPE (*CHAR)

the authority for the data area looks like this:

4 N
Display Object Authority
Object . . . . . . : DTA1 Owner . . . . . . . : PGMR1
Library. . . . . : TESTLIB Primary group . . . :  *NONE
Object type. . . . :  *DTAARA ASP device . . . . . :  *SYSBAS
Object secured by authorization Tist. . . . . . . . . . : OBJLST
Object
User Group Authority
*PUBLIC *AUTL
PGMR1 *ALL
o J

The authorization list (OBJLST) comes from the CRTAUT parameter that was specified when TESTLIB
was created.

If PGMRL1 enters this command:
CRTDTAARA (TESTLIB/DTA2) AUT(*CHANGE) +
TYPE (*CHAR)

the authority for the data area looks like this:

4 N
Display Object Authority
Object . . . . . . : DTA2 Owner . . . . . . . : PGMRL
Library . . . . : TESTLIB Primary group . . . :  =*NONE
Object type. . . . :  *DTAARA ASP device . . . . . :  *SYSBAS
Object secured by authorization Tist . . . . . . . . . : =*NONE
Object
User Group Authority
*PUBLIC *CHANGE
PGMR1 *ALL
o J

Working with Individual Object Authority
To change the authority for an object, you must have one of the following authorities:
* *ALLOBJ authority or membership in a group profile that has *ALLOBJ special authority.

Note: The group’s authority is not used if you have private authority to the object.

* Ownership of the object. If a group profile owns the object, any member of the group can act as the
object owner, unless the member has been given specific authority that does not meet the requirements
for changing the object’s authority.
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* *OBJMGT authority to the object and any authorities being granted or revoked (except *EXCLUDE).
Any user who is allowed to work with the object’s authority can grant or revoke *EXCLUDE authority.

The easiest way to change authority for an individual object is with the Edit Object Authority display.
This display can be called directly by using the Edit Object Authority (EDTOBJAUT) command or
selected as an option from the Work with Objects by Owner, Work with Objects by Private Authority,
Work with Objects by Primary Group, or Work with Objects display.

Edit Object Authority

Object. . . . . . : DTA1 Owner . . . . . . . : PGMR1
Library . . . . : TESTLIB Primary group . . . :  =*NONE
Object type.. . . : *DTAARA ASP device . . . . . :  *SYSBAS

Type changes to current authorities, press Enter.

Object secured by authorization list . . . . . . . : OBJLST
Object
User Group Authority
*PUBLIC *AUTL
PGMR1 *ALL
o J

You can also use these commands to change object authority:
Change Authority (CHGAUT)
Work with Authority (WRKAUT)
Grant Object Authority (GRTOBJAUT)
Revoke Object Authority (RVKOBJAUT)

To specify the generic authority subsets, such as Read/Write (*RX) or Write/Execute (*WX), you must use
the CHGAUT or WRKAUT commands.

Specifying User-Defined Authority

The Object Authority column on the Edit Object Authority display allows you to specify any of the
system-defined sets of authorities (*ALL, *CHANGE, *USE, *EXCLUDE). If you want to specify authority
that is not a system-defined set, use F11 (Display detail).

Note: If the User options (USROPT) field in your user profile is set to *EXPERT, you always see this
detailed version of the display without having to press F11.

For example, PGMR1 removes *OBJEXIST authority to the CONTRACTS file, to prevent accidentally

deleting the file. Because PGMR1 has a combination of authorities that is not one of the system-defined
sets, the system puts USER DEF (user-defined) in the Object Authority column:
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Edit Object Authority

Object . . . . . . : CONTRACTS Owner . . . . . . . : PGMR1
Library. . . . . : TESTLIB Primary group . . . :  =*NONE
Object type. . . . : *FILE ASP device . . . . . :  *SYSBAS

Type changes to current authorities, press Enter.

Object secured by authorization list. . . . . . . . . . : LIST2
Object = —mmmmmmee- Object--=---==-=--
User Group Authority Opr Mgt Exist Alter Ref
*PUBLIC *AUTL
PGMR1 USER DEF X X X X
- J

You can press F11 (Display data authorities) to view or change the data authorities:

4 N
Edit Object Authority

Object . . . . . . : CONTRACTS Owner . . . . . . . : PGMRI
Library . . . . . : TESTLIB Primary group . . . :  *NONE
Object type. . . . : *FIL ASP device . . . . . :  *SYSBAS

Type changes to current authorities, press Enter.

Object secured by authorization Tist. . . . . . . . . : LIST2
Object — —---m-mmmmmeoa Data------====--o--
User Group Authority Read Add Update Delete Execute
*PUBLIC *AUTL
PGMR1 USER DEF X X X X X
o /

Giving Authority to New Users
To give authority to additional users, press F6 (Add new users) from the Edit Object Authority display.
You see the Add New Users display, which allows you to define authority for multiple users:

4 N
Add New Users

Object . . . . . . . : DTAl
Library . . . . . : TESTLIB

Type new users, press Enter.

Object
User Authority
USER1 *USE
USER2 *CHANGE
PGMR2 *ALL
o %

Removing a User’s Authority

Removing a user’s authority for an object is different from giving the user *EXCLUDE authority.
*EXCLUDE authority means the user is specifically not allowed to use the object. Only *ALLOBJ special
authority and adopted authority override *EXCLUDE authority.
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Note: *EXCLUDE authority for a group profile can be overriden if the user has another group profile
with private authority to the object.

Removing a user’s authority means the user has no specific authority to the object. The user can gain

access through a group profile, an authorization list, public authority, *ALLOBJ special authority, or

adopted authority.

You can remove a user’s authority using the Edit Object Authority display. Type blanks in the Object
Authority field for the user and press the Enter key. The user is removed from the display. You can also
use the Revoke Object Authority (RVKOBJAUT) command. Either revoke the specific authority the user
has or revoke *ALL authority for the user.

Note: The RVKOBJAUT command revokes only the authority you specify. For example, USERB has *ALL
authority to FILEB in library LIBB. You revoke *CHANGE authority:

RVKOBJAUT OBJ(LIBB/FILEB) OBJTYPE(*FILE) +
USER(*USERB) AUT (*CHANGE)

After the command, USERB’s authority to FILEB looks like this:

4 N
Display Object Authority
Object . . . . . . : FILEB Owner . . . . . . . : PGMR1
Library. . . . . : LIBB Primary group . . . :  =*NONE
Object type. . . . :  =FILE ASP device . . . . :  *SYSBAS
Object secured by authorization Tist. . . . . . . . : *NONE
Object  -------- Object------------
User Group  Authority Opr Mgt Exist Alter Ref
USERB USER DEF X X X X
o J
4 N
Display Object Authority
Object . . . . . . : FILEB Owner . . . . . . . : PGMRI
Library. . . . . : LIBB Primary group . . . :  *NONE
Object type . . . : *FILE ASP device . . . . . :  *SYSBAS
Object secured by authorization Tist . . . . . . . . .. *NONE
Object  -------mmmmmm- Data---------------
User Group Authority Read Add Update Delete Execute
USERB USER DEF
o J

Working with Authority for Multiple Objects

The Edit Object Authority display allows you to interactively work with the authority for one object at a
time. The Grant Object Authority (GRTOBJAUT) command allows you to make authority changes to
more than one object at a time. You can use the GRTOBJAUT authority command interactively or in
batch. You can also call it from a program.

Following are examples of using the GRTOBJAUT command, showing the prompt display. When the
command runs, you receive a message for each object indicating whether the change was made.
Authority changes require an exclusive lock on the object and cannot be made when an object is in use.
Print your job log for a record of changes attempted and made.
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To give all the objects in the TESTLIB library a public authority of *USE:

4 N\
Grant Object Authority (GRTOBJAUT)
Type choices, press Enter.
Object . . . . . . . . . ... *ALL
Library . . . . . o o oo oo TESTLIB
Object type . . . . . . . . .. *ALL
ASP device . . . . . . . . . .. *
Users . . . . v v v v v v e u *PUBLIC
+ for more values
Authority . . . . . . . . . .. *USE
- J/

This example for the GRTOBJAUT command gives the authority you specify, but it does not remove
any authority that is greater than you specified. If some objects in the TESTLIB library have public
authority *CHANGE, the command just shown will not reduce their public authority to *USE. To make
sure that all objects in TESTLIB have a public authority of *USE, use the GRTOBJAUT command with
the REPLACE parameter.
GRTOBJAUT OBJ(TESTLIB/*ALL) OBJTYPE(*ALL) +

USER(*PUBLIC) REPLACE(*YES)
The REPLACE parameter indicates whether the authorities you specify replaces the existing authority
for the user. The default value of REPLACE(*NO) gives the authority that you specify, but it does not
remove any authority that is greater than the authority you specify, unless you are granting *EXCLUDE
authority.

These commands set public authority only for objects that currently exist in the library. To set the
public authority for any new objects that are created later, use the CRTAUT parameter on the library
description.

To give *ALL authority to the work files in the TESTLIB library to users AMES and SMITHR. In this
example, work files all start with the characters WRK:

4 N
Grant Object Authority (GRTOBJAUT)
Type choices, press Enter.
Object . . . . . . . . . .. .. WRK*
Library . . . . . . . . ... TESTLIB
Object type . . . . . . . . .. *FILE
ASP device . . . . . . . . ... *
Users . . . . . . o o . ... AMES
+ for more values  SMITHR
Authority . . . . . . . . . .. *ALL
o J/

This command uses a generic name to specify the files. You specify a generic name by typing a
character string followed by an asterisk (*). Online information tells which parameters of a command
allow a generic name.

To secure all the files starting with the characters AR* using an authorization list called ARLST1 and
have the files get their public authority from the list, use the following two commands:

1. Secure the files with the authorization list using the GRTOBJAUT command:
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Grant Object Authority

Type choices, press Enter.

Object . . . . . . . . . . ... AR*

Library . . . . . . . . . .. TESTLIB
Object type . . . . . . . . .. *FILE
ASP device . . . . . . . . . .. *
Authorization Tist . . . . . . . ARLST1
o

v

2. Set public authority for the files to *AUTL, using the GRTOBJAUT command:

4 N\
Grant Object Authority

Type choices, press Enter.
Object . . . . . . . . . .. .. AR*

Library . . . . . . . . . .. TESTLIB
Object type . . . . . . . . .. *FILE
ASP device . . . . . . . . . .. *
Users . . . . . . o o . ... *PUBLIC

+ for more values

Authority . . . . . . . .. .. *AUTL
o J

Working with Object Ownership

To change ownership of an object, use one of the following commands:
The Change Object Owner (CHGOBJOWN) command
The Work with Objects by Owner (WRKOBJOWN) command
The Change Owner (CHGOWN) command

The Work with Objects by Owner display shows all the objects owned by a profile. You can assign
individual objects to a new owner. You can also change ownership for more than one object at a time by

using the NEWOWN (new owner) parameter at the bottom of the display:
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Work with Objects by Owner
User profile . . . . . . . : OLDOWNER
Type options, press Enter.

2=Edit authority 4=Delete  5=Display author
8=Display description  9=Change owner

ASP
Opt Object Library Type Attribute Device
COPGMMSG COPGMLIB *MSGQ *SYSBAS
9 CUSTMAS CUSTLIB *FILE *SYSBAS
9 CUSTMSGQ CUSTLIB *MSGQ *SYSBAS
ITEMMSGQ ITEMLIB *MSGQ *SYSBAS

Parameters or command

===> NEWOWN (OWNIC)

F3=Exit  F4=Prompt F5=Refresh  F9=Retrieve
F18=Bottom

o

J

When you change ownership using either method, you can choose to remove the previous owner’s
authority to the object. The default for the CUROWNAUT (current owner authority) parameter is
*REVOKE.

To transfer ownership of an object, you must have:

* Object existence authority for the object

» *ALL authority or ownership, if the object is an authorization list
* Add authority for the new owner’s user profile

* Delete authority for the present owner’s user profile

You cannot delete a user profile that owns objects. The topic|“Deleting User Profiles” on page 101] shows
methods for handling owned objects when deleting a profile.

The Work with Objects by Owner display includes integrated file system objects. For these objects, the
Object column on the display shows the first 18 characters of the path name. If the path name is longer
than 18 characters, a greater than symbol (>) appears at the end of the path name. To see the entire path
name, place your cursor anywhere on the path name and press the F22 key.

Working with Primary Group Authority

To change the primary group or primary group’s authority to an object, use one of the following
commands:

Change Object Primary Group (CHGOBJPGP)
Work with Objects by Primary Group (WRKOBJIPGP)
Change Primary Group (CHGPGP)

When you change an object’s primary group, you specify what authority the new primary group has. You
can also revoke the old primary group’s authority. If you do not revoke the old primary group’s
authority, it becomes a private authority.

The new primary group cannot be the owner of the object.

To change an object’s primary group, you must have all of the following authorities:
» *OBJEXIST authority for the object.
» |f the object is a file, library, or subsystem description, *OBJOPR and *OBJEXIST authority.
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 If the object is an authorization list, *ALLOBJ special authority or the owner of the authorization list.
* If revoking authority for the old primary group, *OBIMGT authority.
* If a value other than *PRIVATE is specified, *OBJMGT authority and all the authorities being given.

Using a Referenced Object

Both the Edit Object Authority display and the GRTOBJAUT command allow you to give authority to an
object (or group of objects) based on the authority of a referenced object. This is a useful tool in some
situations, but you should also evaluate the use of an authorization list to meet your requirements. See
|“Planning Authorization Lists” on page 213| for information about the advantages of using authorization
lists.

Copying Authority from a User

You can copy all the private authorities from one user profile to another using the Grant User Authority
(GRTUSRAUT) command. This method can be useful in certain situations. For example, the system does
not allow you to rename a user profile. To create an identical profile with a different name involves
several steps, including copying the original profile’s authorities. [“‘Renaming a User Profile” on page 106|
shows an example of how to do this.

The GRTUSRAUT command copies private authorities only. It does not copy special authorities; nor does
it transfer object ownership.

The GRTUSRAUT command should not be used in place of creating group profiles. GRTUSRAUT creates
a duplicate set of private authorities, which increases the time it takes to save the system and makes
authority management more difficult. GRTUSRAUT copies authorities as they exist at a particular
moment. If authority is required to new objects in the future, each profile must be granted authority
individually. The group profile provides this function automatically.

To use the GRTUSRAUT command, you must have all the authorities being copied. If you do not have an
authority, that authority is not granted to the target profile. The system issues a message for each
authority that is granted or not granted to the target user profile. Print the job log for a complete record.
To avoid having a partial set of authorities copied, the GRTUSRAUT command should be run by a user
with *ALLOBJ special authority.

Working with Authorization Lists
Setting up an authorization list requires three steps:
1. Creating the authorization list.

2. Adding users to the authorization list.

3. Securing objects with the authorization list.

Steps 2] and [3| can be done in any order.

Creating an Authorization List
You do not need any authority to the QSYS library to create an authorization list into that library. Use the
Create Authorization List (CRTAUTL) command:
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Create Authorization List (CRTAUTL)
Type choices, press Enter.

Authorization Tist . . . . . .. custlstl
Text 'description' . . . . . . . Files cleared at month-end

Additional Parameters

Authority . . . . . . . . . .. *use
J

The AUT parameter sets the public authority for any objects secured by the list. The public authority
from the authorization list is used only when the public authority for an object secured by the list is
*AUTL.

Giving Users Authority to an Authorization List

To work with the authority that users have for the authorization list, you must have *AUTLMGT
(authorization list management) authority, as well as the specific authorities you are granting. See the
topic|“Authorization List Management” on page 118| for a complete description.

You can use the Edit Authorization List (EDTAUTL) display to change user authority to the authorization
list or to add new users to the list:

4 N
Edit Authorization List

Object . . . . . . . : CUSTLSTL Owner . . . . . . . : PGMRL
Library . . . . . : QSYS Primary group . . . :  =*NONE

Type changes to current authorities, press Enter.

Object List

User Authority Mgt
*PUBLIC *USE
PGMR1 *ALL X
o J

To give new users authority to the authorization list, press F6 (Add new users):

4 N
Add New Users

Object . . . . . . . : CUSTLSTI Owner . . . PGMR1
Library . . . . . : QSYS

Type new users, press Enter.

Object List

User Authority Mgt
AMES *CHANGE
SMITHR *CHANGE
Ao J

Each user’s authority to the list is actually stored as a private authority in that user’s profile. You can also
use commands to work with authorization list users, either interactively or in batch:

* Add Authorization List Entry (ADDAUTLE) to define authority for additional users.
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* Change Authorization List Entry (CHGAUTLE) to change authority for users who are already
authorized to the list.

* Remove Authorization List Entry (RMVAUTLE) to remove a user’s authority to the list.
* Work with Authority (WRKAUT) to show the list of authorized users of an object.
* Change Authority (CHGAUT) to change a user’s authority for the object.

Securing Objects with an Authorization List
To secure an object with an authorization list, you must own the object, have *ALL authority to it, or
have *ALLOBJ special authority.

Use the Edit Object Authority display, the GRTOBJAUT command, the WRKAUT command, the
CHGAUT command, or the GRTOBJAUT command to secure an object with an authorization list:

4 N\
Edit Object Authority

Object . . . . . . : ARWRK1 Owner . . . . . . . : PGMR1
Library . . . . : TESTLIB Primary group. . . . : *NONE
Object type . . . : *FILE ASP device . . . . . : *SYSBAS

Type changes to current authorities, press Enter.

Object secured by authorization list . . . . . . . . .. ARLST1
Object
User Authority
*PUBLIC *AUTL
PGMR1 *ALL
- J

Set the public authority for the object to *AUTL if you want public authority to come from the
authorization list.

On the Edit Authorization List display, you can use F15 (Display authorization list objects) to list all of
the library-based objects secured by the list:

4 N\
Display Authorization List Objects

Authorization Tist . . . . . . . . : CUSTLSTI
Library . . . . . . . . . . . . : CUSTLIB
Owner . . . . . . . ... ... . : QOWNAR
Primary group . . . . . . . . . . DPTAR
Primary
Object Library Type Owner group Text

CUSTMAS CUSTLIB *FILE OWNAR
CUSTADDR CUSTLIB *FILE OWNAR
-

J

This is an information list only. You cannot add or remove objects from the list. You can also use the
Display Authorization List Objects (DSPAUTLOBJ) command to view or print a list of all library based
objects secured by the list.

Deleting an Authorization List

You cannot delete an authorization list if it is used to secure any objects. Use the DSPAUTLOBJ command
to list all the library based objects secured by the list. Use either the Edit Object Authority display,
Change Authority (CHGAUT), or the Revoke Object Authority (RVKOBJAUT) command to change the
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authority for each object. When the authorization list no longer secures any objects, use the Delete
Authorization List (DLTAUTL) command to delete it.

How the System Checks Authority

When a user attempts to perform an operation on an object, the system verifies that the user has
adequate authority for the operation. The system first checks authority to the library or directory path
that contains the object. If the authority to the library or directory path is adequate, the system checks
authority to the object itself. In the case of database files, authority checking is done at the time the file is
opened, not when each individual operation to the file is performed.

During the authority-checking process, when any authority is found (even if it is not adequate for the
requested operation) authority checking stops and access is granted or denied. The adopted authority
function is the exception to this rule. Adopted authority can override any specific (and inadequate)
authority found. See the topic|“Objects That Adopt the Owner’s Authority” on page 128| for more
information about adopted authority.

The system verifies a user’s authority to an object in the following order:

Object’s authority - fast path

User’s *ALLOBJ special authority

User’s specific authority to the object

User’s authority on the authorization list securing the object

Groups’ *ALLOBJ special authority

Groups’ authority to the object

Groups’ authority on the authorization list securing the object

Public authority specified for the object or for the authorization list securing the object
Program owner’s authority, if adopted authority is used

© © N Ok wDNPRE

Note: Authority from one or more of the user’s groups might be accumulated to find sufficient authority
for the object being accessed.

Authority Checking Flowcharts

Following are charts, descriptions, and examples of how authority is checked. Use them to answer
specific questions about whether a particular authority scheme will work or diagnose problems with your
authority definitions. The charts also highlight the types of authority that cause the greatest performance
effect.

The process of checking authority is divided into a primary flowchart and several smaller flowcharts
showing specific parts of the process. Depending on the combination of authorities for an object, the steps
in some flowcharts might be repeated several times.

The numbers at the upper left of figures on the flowcharts are used in the examples following the
flowcharts.

The steps representing the search of a profile’s private authorities are highlighted:
Step 6 in Flowchart 3 on page
Step 6 in Flowchart 6 on page
Step 2 in Flowchart 8B on page

Repeating these steps is likely to cause performance problems in the authority checking process.
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Flowchart 1: Main Authority Checking Process
The steps in Flowchart 1 show the main process the system follows in checking authority for an object.

At any step in the authority checking process,
the system may find sufficient authority and
authorize the user to the object.

1 v

Check object's
authority
(See flowchart 2.)

Authority is
insufficient

2 v
Check user's
authority to object
Authority is (See flowchart 3.)
insufficient

No authority
is found

3 v

Does profile have No

any groups?

Yes

4 v

Check group authority.
(See flowchart 6.)

Authority is
insufficient.

No authority
P is found.

5 v
Check public

authority.
(See flowchart 7.)

Authority is
» insufficient.

6 v

Check adopted
authority. (See
flowchart 8.)

If the user is not authorized, one or more of the following happens:
1) A message is sent to the user or program; 2) The program fails;
3) An AF entry is written to the audit journal.
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Figure 13. Flowchart 1: Main Authority Checking Process
Description of Flowchart 1: Main Authority Checking Process
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Note: At any step in the authority checking process, the system might find sufficient authority and

6.

authorize the user to the object.
The system checks the object’s authority. (Refer to Flowchart 2: Fast Path for Object Authority
Checking.) If the system finds that authority is insufficient, it proceeds to Step 2.
The system checks the user’s authority to the object. (Refer to Flowchart 3: How User Authority to an
Object Is Checked.) If the system determines that the user does not have authority to the object, it
proceeds to Step 3. If the system finds that the user’s authority is insufficient, it proceed to Step 6.
The system checks whether the user profile belongs to any groups. If it does, the system proceeds to
Step 4. If it does not, the system proceeds to Step 5.
The system determines the group authority. (Refer to Flowchart 6). If the system determines that the
group does not have authority to the object, it proceeds to Step 5. If the system determines that the
group does not have sufficient authority to the object, it proceeds to Step 6.
The system checks the public authority of the object. (Refer to Flowchart 7.) If the system determines
that the public authority is insufficient, it proceeds to Step 6.

The system checks the adopted authority of the object. (Refer to Flowchart 8.)

If the user is not authorized, one or more of the following situations take place:
* A message is sent to the user or program

* The program fails

* An AF entry is written to the audit journal

Flowchart 2: Fast Path for Object Authority Checking
The steps in Flowchart 2 are performed using information stored with the object. This is the fastest
method for authorizing a user to an object.
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Figure 14. Flowchart 2: Fast Path for Object Authority

Description of Flowchart 2: Fast Path for Object Authority
1.

The system determines whether the object has any private authorities. If it does, the system returns to
the calling flowchart with insufficient authority. If it does not, the system proceeds to Step 2.

The system determines whether the object is secured by an authorization list. If it is, the system
returns to the calling flowchart with insufficient authority. If it does not, the system proceeds to Step
3.

The system determines whether the owner of the object has sufficient authority. If it does not, the
system returns to the calling flowchart with insufficient authority. If it does, the system proceeds to
Step 4.

The system determines whether the object has a primary group. If it does, the system proceeds to Step
5. If it does not, the system proceeds to Step 6.

The system determines whether the object’s primary group has sufficient authority. If it does, the
system proceeds to Step 6. If it does not, the system returns to the calling flowchart with insufficient
authority.
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6. The system determines whether public authority is sufficient. If it is, the object is authorized. If it is
not, the system returns to the calling flowchart with insufficient authority.

Flowchart 3: How User Authority to an Object Is Checked
The steps in Flowchart 3 are performed for the individual user profile.

1

Does the profile
have *ALLOBJ ——» Authorized
special authority?

No

2 Y

Set object to test
equal to original
object.

3 ¥

Check owner Authority is insufficient
authority.
(See flowchart 4.)

No authority
4 . is found

Do fast path check
if original object.
(See flowchart 5.)

Authority is
5 insufficient
A

No | Does object have
private authorities?

Yes
6 Y -
Authority is
Look up private sufficient
authorities in the |———» Authorized
user profile. L
Authority is
» No authority not sufficient
7 | isfound 8
Is the object No Set object to
secured by an » test equal to the
authorization list? original object.
Yes
9
. Return to the calling
Set °|btJe‘t>Lt° test flowchart with
eq;Jha 0 t'e list insufficient authority
autnorization fist. or no authority found.
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Figure 15. Flowchart 3: Check User Authority

Description of Flowchart 3: Check User Authority
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9.

The system determines if the user profile has *ALLOBJ authority. If the profile does have *ALLOBJ
authority, then the profile is authorized. If it does not have *ALLOBJ authority, then the authority
checking proceeds to Step 2.

The system sets the authority of the object to the equal the original object. The authority checking
proceeds to Step 3.

The system check the owner authority. If the authority is unsufficient, then it proceeds to Step 8. If no
authority is found, then it proceeds to Step 4.

The system completes a fast path authority check of the original object. (Refer to Flowchart 5). If
authority is insufficient, then authority checking proceeds to Step 5.

The system determines if the object has private authorities. If it does, then the authority check
proceeds to Step 6. If there are no private authorities, then the authority checking goes to Step 7.

The system check for private authorities with the user profile. If the authority is sufficient, then the
user is authorized. If authority is not sufficient, then the authority checking proceeds to Step 8. If no
authority is found, then the authority checking proceeds to Step 7.

The system determines if the object is secured by an authorization list. If it is not, then the authority
checking proceeds to Step 8. If it is secured by an authorization list, then the authority checking
proceeds to Step 9.

The system sets the object to test equal to the original object and returns to the calling flowchart with
insufficient authority or no authority found.

The system sets the object to test equal to the authorization list and returns to Step 3.

Flowchart 4. How Owner Authority Is Checked
shows the process for checking owner authority. The name of the owner profile and the owner’s
authority to an object are stored with the object.

Several possibilities exist for using the owner’s authority to access an object:

The user profile owns the object.

The user profile owns the authorization list.

The user’s group profile owns the object.

The user’s group profile owns the authorization list.

Adopted authority is used, and the program owner owns the object.

Adopted authority is used, and the program owner owns the authorization list.
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Figure 16. Flowchart 4. Owner Authority Checking

Description of Flowchart 4: Owner Authority Checking

1. The system determines if the user profile owns the object being checked. If the user profile does own
the object, then it moves to Step 2. If the user profile does not own the object, then the system returns
to the calling flowchart with no authority found.

2. If the user profile does own the object, the system then determines if the owner has authority to the
object. If he or she is the owner, then the authority check proceeds to Step 3. If the system determines
that the owner does not have authority to the object, then the system returns to the calling flowchart
with no authority found.

3. If the owner does have authority to the object, then the system determines whether this authority is
sufficient to access to object. If the authority is sufficient, then the owner is authorized to the object. If
it is not sufficient, then the system returns to the calling flowchart with insufficient authority found.

Flowchart 5: Fast Path for User Authority Checking
[Figure 17 on page 155 shows the fast path for testing user authority without searching private authorities.
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Figure 17. Flowchart 5: Fast Path for User Authority

Flowchart 5 notes:

1. Authority is considered less than public if any authority that is present for *PUBLIC is not present for
another user. In the example shown in the public has *OBJOPR, *READ, and *EXECUTE
authority to the object. WILSONJ has *EXCLUDE authority and does not have any of the authorities
the public has. Therefore, this object does have private authority less than its public authority.
(OWNAR also has less authority than the public, but owner authority is not considered private
authority.)
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Table 115. Public versus Private Authority

Users

Authority OWNAR DPTMG WILSONJ *PUBLIC

Object Authorities:

*OBJOPR X X
*OBIMGT X

*OBJEXIST

*OBJALTER

*OBJREF

Data Authorities

*READ
*ADD
*UPD
*DLT
*EXECUTE

X X X X X

*EXCLUDE X

2.

This path provides a method for using public authority, if possible, even though private authority
exists for an object. The system tests to make sure that nothing later in the authority checking process
might deny access to the object. If the result of these tests is Sufficient, searching private authorities
can be avoided.

Description of Flowchart 5: Fast Path for User Authority

This flowchart shows the fast path for testing user authority without searching private authorities.

1.

The system determines if there are any private authorities to the object being checked. If there are
private authorities to the object, then the authority check proceeds to Step 2. If there is no private
authority, the authority check proceeds to Step 3.

If private authorities exist, then the system determines if the object has private authorities that are less
than its public authority. (See ) If the object does have private authorities that are less than its
public authority, then the system returns to the calling flowchart with no authority or insufficient
authority found. If the object does not have private authorities that are less than its public authority,
(See , then the authority check proceeds to Step 3.

If the object does not have private authorities that are less than its public authority, then the system
determine if the public authority is sufficient. If the public authority is sufficient, then the authority
check proceeds to Step 4. If the public authority is insufficient, then system returns to the calling
flowchart with no authority or insufficient authority found.

If the public authority is sufficient, then the system determines if the object owner’s authority is
sufficient. If the object owner’s authority is sufficient, then the authority check proceeds to Step 5. If
the object owner’s authority is insufficient, then system returns to the calling flowchart with no
authority or insufficient authority found.

If the object owner’s authority is sufficient, then the system determines if the object’s primary group
authority is sufficient. If the object’s primary group authority is sufficient, then the authority check
proceeds to Step 6. If object’s primary group authority is insufficient, then the system returns to the
calling flowchart with no authority or insufficient authority found.

If the object’s primary group authority is sufficient, then the system determines if the object is secured
by an authorization list. If the object is secured by an authorization list, then the system returns to the
calling flowchart with no authority or insufficient authority found. If the object is not secured by an
authorization list, then the user is authorized to the object.

Flowchart 6: How Group Authority Is Checked
A user might be a member of up to 16 groups. A group might have private authority to an object, or it
might be the primary group for an object.
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Authority from one or more of the user’s groups might be accumulated to find sufficient authority for the
object being accessed. For example, WAGNERB needs *CHANGE authority to the CRLIM file. *CHANGE
authority includes *OBJOPR, *READ, *ADD, *UPD, *DLT, and *EXECUTE. shows the authorities
for the CRLIM file:

Table 116. Accumulated Group Authority

Users

Authority OWNAR DPT506 DPT702 *PUBLIC

Object Authorities:
*OBJOPR
*OBIMGT
*OBJEXIST
*OBJALTER
*OBJREF

Data Authorities
*READ

*ADD

*UPD

*DLT

*EXECUTE
*EXCLUDE X

X X X X X

X X X X X
X X
x

WAGNERB needs both DPT506 and DPT702 to get sufficient authority to the CRLIM file. DPT506 is
missing *DLT authority, and DPT702 is missing *ADD authority.

Flowchart 6 on page shows the steps in checking group authority.
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Figure 18. Flowchart 6: Group Authority Checking

Note: If the user is signed on as the profile that is the primary group for an object, the user cannot

receive authority to the object through the primary group.

Description of Flowchart 6: Group Authority Checking

1. The system determines if the group has ALLOBJ authority. If it does, then the group is authorized. If

2.

158

it does not, authority checking proceeds to Step 2.

If the group does not have ALLOBJ authority, the system sets the object that is being checked to be

equal to the original object.
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10.

11.

After the system sets the object to the original, it checks owner authority. (See [Flowchart 4) If
authority is sufficient, then the group is authorized. If the authority is not sufficient, then the
authority check goes to Step 7. If the authority is not found, then the authority check proceeds to
Step 4.

If the owner authority is not found, then the system checks if the group is the object’s primary
group.

Note: If the user is signed on as the profile that is the primary group for an object, the user cannot
receive authority to the object through the primary group.

If the group is the object’s primary group, then the authority check proceeds to Step 5. If the group

is not the object’s primary group, then authority check proceeds to Step 6.

If the group is the object’s primary group, then the system checks and tests the primary group
authority. If primary group authority is sufficient, then the group is authorized. If primary group
authority is insufficient or is not found, then the authority check goes to Step 7.

If the group is not the object’s primary group, then the system looks up the private authorities in the
group profile. If authority is found, then authority checking goes to Step 10. If authority is not
found, then authority checking proceeds to Step 7.

If no authority is found for the private authorities for the group profile, then the system checks to
see if the object is secured by an authorization list. If the object is secured by an authorization list,
then the authority check proceeds to Step 8. If the object is not secured by an authorization list, then
the authority check goes to Step 11.

If the object is secured by an authorization list, then the system set the object to be checked equal to
the authorization list and authority check returns to Step 3.

If the user does belong to another group profile, then the system sets this profile to the next group
profile and returns to Step 1 to start the authority checking process over again.

If authority is found for private authorities within the group profile, then the private authorities are
checked and tested in the group profile. If authorities are sufficient, then the group profile is
authorized. If it is not sufficient, then the authority check goes to Step 7.

If an object is not secured by an authorization list, then the system checks to see if the users is
associated with another group profile. If the user does belong to another group profile, then the
system goes to Step 9. If the user does not belong to another group profile, then the system returns
to the calling flowchart with insufficient authority or no authority found.

Flowchart 7: How Public Authority Is Checked
When checking public authority, the system must determine whether to use the public authority for the
object or the authorization list. Flowchart 7 shows the process:
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Figure 19. Flowchart 7: Check Public Authority

Description of Flowchart 7: Check Public Authority

Flowchart 7 shows how the system must determine whether to use the public authority for the object or
the authorization list.

1. The system determine if the public authority for the original object is *AUTL. If the public authority
for the original object is *AUTL, then the system proceeds to Step 2. If the public authority for the
original object is not *AUTL, then the system proceeds to Step 3.

2. If the public authority for the original object is *AUTL, then the system sets the object being checked
equal to the authorization list and proceeds to Step 4.

3. If the public authority for the original object is not *AUTL, then the system sets the object being
checked to the original object and proceeds to Step 4.

4. If the object being checked has been set equal to the authorization list or the original object, the
system determines if the public authority is sufficient. If the public authority is sufficient, then user is
authorized to the object. If the public authority is not sufficient, then the system returns to the calling
flowchart with insufficient authority.

Flowchart 8: How Adopted Authority Is Checked

If insufficient authority is found by checking user authority, the system checks adopted authority. The
system might use adopted authority from the original program the user called or from earlier programs
in the program stack. To provide the best performance and minimize the number of times private
authorities are searched, the process for checking adopted authority checks to see if the program owner
has *ALLOBJ special authority or owns the object being tested. This is repeated for every program in the
stack that uses adopted authority.

If sufficient authority is not found, the system checks to see if the program owner has private authority
for the object being checked. This is repeated for every program in the stack that uses adopted authority.

|Figure 20 on page lGJ] and |Figure 21 on page 163| show the process for checking adopted authority.
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Figure 20. Flowchart 8A: Checking Adopted Authority User *ALLOBJ and Owner

Description of Flowchart 8A: Checking Adopted Authority User *ALLOBJ and Owner

Flowchart 8A describes how the system checks adopted authority when insufficient authority has been
found by checking user authority.

1. The system sets the object being checked to the original object and proceeds to Step 2.

2. The system determines if the program adopts authority. If the program does adopt authority, then the
authority checking proceeds to Step 3. If the program does not adopt authority and the authority is
insufficient, then authority checking goes to Step 5.

3. If the program does adopt authority, then the system determines if the program owner has *ALLOBJ
authority. If the program owner does have *ALLOBJ authority, then the user is authorized. If the
program owner does not have *ALLOBJ authority, then the authority checking proceeds to Step 4.

If the program owner does not have *ALLOBJ authority, then the system checks and tests the owner

authority. If the authority is sufficient, then the user is authorized. If the authority is insufficient, then
authority checking proceeds to Step 5.
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The system checks USEADPAUT value for the program currently being test. If the value equals *NO
then authority checking proceeds to Step 8. If the value is equal to *YES, then the authority checking
proceeds to Step 6.

If the USEADPAUT value is equal to *YES, then the system determine if there are more programs
waiting in the stack. If there are more programs in the stack, then authority checking proceeds to Step
7. If there are not any more programs waiting in the stack, then authority checking goes to Step 8.

If there are more programs in the stack, the system test the next program in the stack.

If there are no more programs in the stack or the USEADPAUT value is equal to *NO, then system
sets the object and program to the original values and proceeds to Step 9.

The system check private authority. This is described in [Flowchart 8B: Checking Adopted Authority]
[Using Private Authorities)
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Figure 21. Flowchart 8B: Checking Adopted Authority Using Private Authorities

Description of Flowchart 8B: Checking Adopted Authority Using Private Authorities

1. The system determines whether the program can adopt authority. If yes, proceed to Step 2. If no,
proceed to Step 7.

2. The system determines whether the object has private authorities. If yes, proceed to Step 3. If no,
proceed to Step 4.
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3. The system checks the private and primary group authorities for the program owner. If authority is
sufficient, the program is authorized. If insufficient authority is found, proceed to Step 7. If no
authority is found, proceed to Step 4.

4. The system determines whether the object is secured by an authorization list. If yes, proceed to Step
5. If no, proceed to Step 7.

5. The system sets object equal to authorization list and then proceeds to Step 6.

6. The system checks the owner’s authority to the authorization list. (Refer to Flowchart 4.) If not
authority is found, go back to Step 2. If sufficient authority is found, the program is authorized.

7. The system tests the USEADPAUT authority value for the program currently being checked. If *YES,
proceed to Step 8. If *NO, access denied.

8. The system checks whether there are more programs in the stack. If yes, proceed to Step 9. If no,
access denied.

9. The system sets object equal to original object and proceeds to Step 10.
10. Text using next program in stack and start back at Step 1.

Authority Checking Examples

Following are several examples of authority checking. These examples demonstrate the steps the system
uses to determine whether a user is allowed a requested access to an object. These examples are intended
to show how authority checking works and where potential performance problems might occur.

shows the authorities for the PRICES file. Following the figure are several examples of
requested access to this file and the authority checking process. In the examples, searching private
authorities (Flowchart 4, step 6) is highlighted because this is the part of the authority checking process
that can cause performance problems if it is repeated several times.

4 N\
Display Object Authority
Object . . . . . . . : PRICES Owner . . . . . . . : OWNCP
Library . . . . . : CONTRACTS Primary group . . . :  =*NONE
Object type 5 0 o 8 *FILE ASP device . . . . . :  *SYSBAS
Object secured by authorization Tist . . . . . . . . . . . . : =*NONE
Object
User Group Authority
OWNCP *ALL
DPTSM *CHANGE
DPTMG *CHANGE
WILSONJ *USE
*PUBLIC *USE
- )

Figure 22. Authority for the PRICES File

Case 1: Using Private Group Authority

User ROSSM wants to access the PRICES file using the program CPPGMO01. CPPGMO01 requires
*CHANGE authority to the file. ROSSM is a member of group profile DPTSM. Neither ROSSM nor
DPTSM has *ALLOBJ special authority. The system performs these steps in determining whether to allow
ROSSM access to the PRICES file:

1. Flowchart 1, step 1.
a. Flowchart 2, step 1.
2. Flowchart 1, step 2.
a. Flowchart 3, steps 1 and 2. Object to check = CONTRACTS/PRICES *FILE.
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b. Flowchart 3, step 3.

1) Flowchart 4, step 1. Return to Flowchart 3 with no authority found. ROSSM does not own the
PRICES file.

c. Flowchart 3, step 4.

1) Flowechart 5, steps 1, 2, and 3. Public is not sufficient.

Flowchart 3, step 5.

Flowchart 3, step 6. ROSSM does not have private authority to the PRICES file.

Flowchart 3, steps 7 and 8. The PRICES file is not secured by an authorization list. Return to
Flowchart 1 with no authority found.

3. Flowchart 1, steps 3 and 4. DPTSM is the group profile for ROSSM.
a. Flowchart 6, steps 1, 2, and 3.
1) Flowchart 4, step 1. DPTSM does not own the PRICES file.
Flowchart 6, step 4. DPTSM is not the primary group for the PRICES file.
Flowchart 6, step 6. Authorized. (DPTSM has *CHANGE authority.)

bl )]

Result: ROSSM is authorized because the group profile DPTSM has *CHANGE authority.

Analysis: Using group authority in this example is a good method for managing authorities. It reduces
the number of private authorities on the system and is easy to understand and audit. However, using
private group authority typically causes two searches of private authorities (for the user and the group),
when public authority is not adequate. One search of the private authority can be avoided by making
DPTSM the primary group for the PRICES file.

Case 2: Using Primary Group Authority

ANDERSJ needs *CHANGE authority to the CREDIT file. ANDERSJ is a member of the DPTAR group.
Neither ANDERSJ nor DPTAR has *ALLOBIJ special authority. [Figure 23]shows the authorities for the
CREDIT file.

4 Display Object Authority )
Object . . . . . . . : CREDIT Owner . . . . . . . : OWNAR
Library . . . . . : ACCTSRCV Primary group . . . : DPTAR
Object type 5 0 o § *FILE ASP device . . . . . : *SYSBAS
Object secured by authorization list . . . . . . . . . . . . : *NONE
Object
User Group Authority
OWNAR *ALL
DPTAR *CHANGE
*PUBLIC *USE
NG )

Figure 23. Authority for the CREDIT File

The system performs these steps to determine whether to allow ANDERSJ to have *CHANGE access to
the CREDIT file:

1. Flowchart 1, step 1.
a. Flowchart 2, step 1. DPTAR’s authority is primary group authority, not private authority.
b. Flowchart 2, steps 2, 3, 4, 5, and 6. Public authority is not sufficient.
2. Flowchart 1, step 2.
a. Flowchart 3, steps 1 and 2. Object to check = ACCTSRCV/CREDIT *FILE.
b. Flowchart 3, step 3.
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1) Flowchart 4, step 1. ANDERSJ does not own the CREDIT file. Return to Flowchart 3 with no
authority found.

c. Flowchart 3, step 4.
1) Flowchart 5, step 1. The CREDIT file has no private authorities.

2) Flowchart 5, step 3. Public authority is not sufficient. Return to Flowchart 3 with no authority
found.

d. Flowchart 3, steps 5, 7, and 8. The CREDIT file is not secured by an authorization list. Return to
Flowchart 1 with no authority found.

3. Flowchart 1, steps 3 and 4. ANDERSJ is a member of the DPTAR group profile.
a. Flowchart 6, steps 1 and 2. Object to check = ACCTSRCV/CREDIT *FILE.
b. Flowchart 6, step 3.

1) Flowechart 4, step 1. DPTAR does not own the CREDIT file. Return to Flowchart 6 with no
authority found.

c. Flowchart 6, steps 4 and 5. Authorized. DPTAR is the primary group for the CREDIT file and has
*CHANGE authority.

Result: ANDERS] is authorized because DPTAR is the primary group for the CREDIT file and has
*CHANGE authority.

Analysis: If you use primary group authority, the authority checking performance is better than if you
specify private authority for the group. This example does not require any search of private authorities.

Case 3: Using Public Authority

User JONESP wants to access the CREDIT file using the program CPPGMO06. CPPGMO06 requires *USE
authority to the file. JONESP is a member of group profile DPTSM and does not have *ALLOBJ special
authority. The system performs these steps in determining whether to allow JONESP access to the
CREDIT file:

1. Flowchart 1, step 1.

a. Flowchart 2, step 1. The CREDIT file has no private authorities. DPTAR’s authority is primary
group authority, not private authority.

b. Flowchart 2, steps 2 and 3. Owner’s authority (OWNAR) is sufficient.
Flowchart 2, steps 4 and 5. Primary group authority (DPTAR) is sufficient.
d. Flowechart 2, step 6. Authorized. Public authority is sufficient.

Analysis: This example shows the performance benefit gained when you avoid defining any private
authorities for an object.

Case 4: Using Public Authority Without Searching Private Authority

User JONESP wants to access the PRICES file using the program CPPGMO06. CPPGMO06 requires *USE
authority to the file. JONESP is a member of group profile DPTSM and does not have *ALLOBJ special
authority. The system performs these steps in determining whether to allow JONESP access to the
PRICES file:

1. Flowchart 1, step 1.
a. Flowchart 2, step 1. The PRICES file has private authorities.

2. Flowchart 1, step 2.
a. Flowchart 3, steps 1 and 2. Object to check = CONTRACTS/PRICES *FILE.
b. Flowchart 3, step 3.

1) Flowchart 4, step 1. JONESP does not own the PRICES file. Return to Flowchart 3 with no
authority found.

c. Flowchart 3, step 4.
1) Flowchart 5, steps 1, 2, and 3. Public authority is sufficient.
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2) Flowchart 5, step 4. Owner authority is sufficient. (OWNCP has *ALL.)
3) Flowchart 5, step 5. The PRICES file does not have a primary group.
4) Flowchart 5, step 6. Authorized. (The PRICES file is not secured by an authorization list.)

Analysis: This example shows the performance benefit gained when you avoid defining any private
authorities, which are less than public authority, for an object. Although private authority exists for the
PRICES file, the public authority is sufficient for this request and can be used without searching private
authorities.

Case 5: Using Adopted Authority

User SMITHG wants to access the PRICES file using program CPPGMO08. SMITHG is not a member of a
group and does not have *ALLOBJ special authority. Program CPPGMO08 requires *CHANGE authority to
the file. CPPGMO08 is owned by the profile OWNCP and adopts owner authority (USRPRF is *OWNER).

1. Flowchart 1, step 1.
a. Flowchart 2, step 1.

2. Flowchart 1, step 2.
a. Flowchart 3, steps 1 and 2. Object to check = CONTRACTS/PRICES *FILE.
b. Flowchart 3, step 3.

1) Flowchart 4, step 1. SMITHG does not own the PRICES file. Return to Flowchart 3 with no
authority found.

c. Flowchart 3, step 4.

1) Flowechart 5, steps 1, 2, and 3. Public is not sufficient.
Flowchart 3, step 5.

Flowchart 3, step 6. SMITHG does not have private authority.

Flowchart 3, steps 7 and 8. The PRICES file is not secured by an authorization list. Return to
Flowchart 1 with no authority found.

3. Flowchart 1, step 3. SMITHG does not have a group.
4. Flowchart 1, step 5.
a. Flowchart 7, step 1. Public authority is not *AUTL.
b. Flowchart 7, step 3. Object to check = CONTRACTS/PRICES *FILE.
c. Flowchart 7, step 4. Public authority is not sufficient.
5. Flowchart 1, step 6.
a. Flowchart 8A, step 1. Object to check = CONTRACTS/PRICES *FILE.
b. Flowchart 8A, steps 2 and 3. OWNCP does not have *ALLOBJ authority.
c. Flowchart 8A, step 4.

1) Flowchart 4, steps 1, 2, and 3. Authorized. OWNCP owns the PRICES files and has sufficient
authority.

bl )]

Analysis: This example demonstrates the performance advantage in using adopted authority when the
program owner also owns the application objects.

The number of steps required to perform authority checking has almost no effect on performance,
because most of the steps do not require retrieving new information. In this example, although many
steps are performed, private authorities are searched only once (for user SMITHG).

Compare this with Case 1 on page |“Case 1: Using Private Group Authority” on page 164.|

» If you were to change Case 1 so that the group profile DPTSM owns the PRICES file and has *ALL
authority to it, the performance characteristics of the two examples is the same. However, having a
group profile own application objects might represent a security exposure. The members of the group
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always have the group’s (owner) authority, unless you specifically give group members less authority.
When you use adopted authority, you can control the situations in which owner authority is used.

* You can also change Case 1 so that DPTSM is the primary group for the PRICES file and has
*CHANGE authority to it. If DPTSM is the first group for SMITHG (specified in the GRPPRF
parameter of SMITHG’s user profile), the performance characteristics is the same as Case 5.

Case 6: User and Group Authority

User WILSONJ wants to access file PRICES using program CPPGMO01, which requires *CHANGE
authority. WILSONJ is a member of group profile DPTSM and does not have *ALLOBJ special authority.
Program CPPGMO1 does not use adopted authority, and it ignores any previous adopted authority
(USEADPAUT is *NO).

1. Flowchart 1, step 1.
a. Flowechart 2, step 1. PRICES has private authorities.

2. Flowchart 1, step 2.
a. Flowchart 3, steps 1 and 2. Object to check = CONTRACTS/PRICES *FILE.
b. Flowchart 3, step 3.

1) Flowchart 4, step 1. WILSONJ does not own the PRICES file. Return to Flowchart 3 with no
authority found.

c. Flowchart 3, step 4.
1) Flowchart 5, steps 1, 2, and 3. Public is not sufficient.
d. Flowchart 3, step 5.
e. Flowchart 3, step 6. WILSONJ has *USE authority, which is not sufficient.

f. Flowchart 3, step 8. Object to test = CONTRACTS/PRICES *FILE. Return to Flowchart 1 with
insufficient authority.

3. Flowchart 1, step 6.
a. Flowchart 8A, step 1. Object to check = CONTRACTS/PRICES *FILE.
b. Flowchart 8A, step 2. Program CPPGMO01 does not adopt authority.
c. Flowchart 8A, step 5. The *USEADPAUT parameter for the CPPGMO01 program is *NO.
d. Flowchart 8A, steps 8 and 9.
1) Flowchart 8B, step 1. Program CPPGMO01 does not adopt authority.

2) Flowchart 8B, step 7. The *USEADPAUT parameter for the CPPGMO01 program is *NO. Access
is denied.

Analysis: This example demonstrates that a user can be denied access to an object even though the
user’s group has sufficient authority.

Giving a user the same authority as the public but less than the user’s group does not affect the
performance of authority checking for other users. However, if WILSONJ had *EXCLUDE authority (less
than public), you might lose the performance benefits shown in Case 4.

Although this example has many steps, private authorities are searched only once. This should provide
acceptable performance.

Case 7: Public Authority without Private Authority
The authority information for the ITEM file looks like this:
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S
Display Object Authority
Object . . . . . . . : ITEM Owner . . . . . . . : OWNIC
Library . . . . . : ITEMLIB Primary group *NONE
Object type . . . . : *FILE ASP device . . . . : *SYSBAS
Object secured by authorization Tist . . . . . . . . . . . .: *NONE
Object

User Group Authority
OWNIC *ALL
*PUBLIC *USE

o

Figure 24. Display Object Authority

ROSSM needs *USE authority to the ITEM file. ROSSM is a member of the DPTSM group profile. These

are the authority-checking steps:
1. Flowchart 1, step 1.

a. Flowchart 2, steps 1, 2, and 3. OWNIC'’s authority is sufficient.
b. Flowchart 2, step 4. The ITEM file does not have a primary group.
c. Flowchart 2, step 6. Authorized. Public authority is sufficient.

Analysis: Public authority provides the best performance when it is used without any private

authorities. In this example, private authorities are never searched.

Case 8: Adopted Authority without Private Authority

For this example, all programs in the application are owned by the OWNIC profile. Any program in the

application requiring more than *USE authority adopts owner authority. These are the steps for user

WILSONJ to obtain *CHANGE authority to the ITEM file using program ICPGM10, which adopts

authority:
1. Flowchart 1, step 1.

a. Flowechart 2, steps 1, 2, 3, 4, and 6. Public authority is not sufficient.

2. Flowchart 1, step 2.

a. Flowchart 3, steps 1 and 2. Object to check = ITEMLIB/ITEM *FILE.

b. Flowchart 3, step 3.

1) Flowchart 4, step 1. WILSONJ does not own the ITEM file. Return to Flowchart 3 with no

authority found.
c. Flowchart 3, step 4.

1) Flowchart 5, steps 1 and 3. Public authority is not sufficient. Return to Flowchart 3 with no

authority found.

d. Flowchart 3, steps 5, 7, and 8. The ITEM file is not secured by an authorization list. Return to

Flowchart 1 with no authority found.

3. Flowchart 1, steps 3 and 5. (WILSONJ does not have a group profile.)
a. Flowchart 7, steps 1, 3, and 4. The public has *USE authority, which is not sufficient.

4. Flowchart 1, step 6.

a. Flowchart 8A, step 1. Object to check = ITEMLIB/ITEM *FILE.
b. Flowchart 8A, steps 2, 3, and 4. The OWNIC profile does not have *ALLOBJ authority.

1) Flowechart 4, steps 1, 2, and 3. Authorized. OWNIC has sufficient authority to the ITEM file.
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Analysis: This example shows the benefits of using adopted authority without private authority,
particularly if the owner of the programs also owns application objects. This example did not require
searching private authorities.

Case 9: Using an Authorization List
The ARWKROL1 file in library CUSTLIB is secured by the ARLST1 authorization list. [Figure 25(and
Figure 26 show the authorities:

4 N

Display Object Authority
Object . . . . . . . : ARWRKO1 Owner . . . . . . .: OWNAR
Library . . . . . : CUSTLIB Primary group . . . :  *NONE
Object type . . . . : =FILE ASP device . . . . . : *SYSBAS
Object secured by authorization list. . . . . . . . . . . . : ARLST1
Object
User Group Authority
OWNCP *ALL
*PUBLIC *USE
Ao %
Figure 25. Authority for the ARWRKO1 File
4 N
Display Authorization List
Object . . . . . . . : ARLST1 Owner . . . . . . . : OWNAR
Library . . . . . : QSYS Primary group . . . :  =*NONE
Object List
User Group Authority Mgt
OWNCP *ALL
AMESJ *CHANGE
*PUBLIC *USE
o %

Figure 26. Authority for the ARLST1 Authorization List

User AMESJ, who is not a member of a group profile, needs *CHANGE authority to the ARWRKOL file.
These are the authority-checking steps:

1. Flowchart 1, step 1.

a. Flowchart 2, steps 1 and 2. The ARWRKOL file is secured by an authorization list.
2. Flowchart 1, step 2.

a. Flowchart 3, steps 1 and 2. Object to check = CUSTLIB/ARWRKO1 *FILE.

b. Flowchart 3, step 3.

1) Flowchart 4, step 1. AMESJ does not own the ARWRKOL1 file. Return to Flowchart 2 with no
authority found.

c. Flowchart 3, step 4.

1) Flowchart 5, steps 1 and 3. Public authority is not sufficient. Return to Flowchart 3 with no
authority found.

Flowchart 3, steps 5, 7, and 9. Object to check = ARLST1 *AUTL.
Flowchart 3, step 3.
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1) Flowchart 4, step 1. AMESJ does not own the ARLST1 authorization list. Return to Flowchart 3
with no authority found.

f. Flowchart 3, steps 4 and 5.
g. Flowchart 3, step 6. Authorized. AMESJ has *CHANGE authority to the ARLST1 authorization list.

Analysis: This example demonstrates that authorization lists can make authorities easy to manage and
provide good performance. This is particularly true if objects secured by the authorization list do not
have any private authorities.

If AMESJ were a member of a group profile, it will add additional steps to this example, but it will not
add an additional search of private authorities, as long as no private authorities are defined for the
ARWRKO1 file. Performance problems are most likely to occur when private authorities, authorization
lists, and group profiles are combined, as in|“Case 11: Combining Authorization Methods” on page 172.|

Case 10: Using Multiple Groups

WOODBC needs *CHANGE authority to the CRLIM file. WOODBC is a member of three groups:
DPTAR, DPTSM, and DPTMG. DPTAR s the first group profile (GRPPRF). DPTSM and DPTMG are
supplemental group profiles (SUPGRPPRF). shows the authorities for the CRLIM file:

4 N\
Display Object Authority
Object . . . . . . . : CRLIM Owner . . . . . . . : OWNAR
Library . . . . . : CUSTLIB Primary group . . . : DPTAR
Object type 5 0 o § *FILE ASP device . . . . . : *SYSBAS
Object secured by authorization Tist . . . . . . . . . . . .: *NONE
Object
User Group Authority
OWNAR *ALL
DPTAR *CHANGE
DPTSM *USE
*PUBLIC *EXCLUDE
NG )

Figure 27. Authority for the CRLIM File

These are the authority checking steps:
1. Flowchart 1, step 1.

a. Flowchart 2, step 1. Return to calling flowchart with insufficient authority.
2. Flowchart 1, step 2.

a. Flowchart 3, steps 1 and 2. Object to check = CUSTLIB/CRLIM *FILE.

b. Flowchart 3, step 3.

1) Flowchart 4, step 1. WOODBC does not own the CRLIM file. Return to Flowchart 3 with no
authority found.

c. Flowchart 3, step 4.

1) Flowchart 5, steps 1, 2 and 3. Public authority is not sufficient.

Flowchart 3, step 5.

Flowchart 3, step 6. WOODBC does not have any authority to the CRLIM file.

Flowchart 3, steps 7 and 8. The CRLIM file is not secured by an authorization list. Return to
Flowchart 1 with no authority found.

3. Flowchart 1, steps 3 and 4. The first group for WOODBC is DPTAR.

bl )]
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a. Flowchart 6, steps 1 and 2. Object to check = CUSTLIB/CRLIM *FILE.
b. Flowchart 6, step 3.
1) Flowchart 4, step 1. DPTAR does not own the CRLIM file. Return to Flowchart 6 with no
authority found.
c. Flowchart 6, steps 4 and 5. Authorized. DPTAR is the primary group and has sufficient authority.

Case 11: Combining Authorization Methods

WAGNERB needs *ALL authority to the CRLIMWRK file. WAGNERB is a member of these groups:
DPTSM, DPT702, and DPTAR. WAGNERB's first group (GRPPRF) is DPTSM. [Figure 28| shows the
authority for the CRLIMWRK file.

4 N
Display Object Authority
Object . . . . . . . 3 CRLIMWRK Owner . . . . . . . : OWNAR
Library . . . . . : CUSTLIB Primary group . . . :  *NONE
Object type .. .+ *FILE ASP device . . . . . : *SYSBAS
Object secured by authorization Tist . . . . . . . . . . . .: CRLST1
Object
User Group Authority
OWNAR *ALL
DPTSM *USE
WILSONJ *EXCLUDE
*PUBLIC *USE
Ao %

Figure 28. Authority for CRLIMWRK File

The CRLIMWRK file is secured by the CRLST1 authorization list. [Figure 29 shows the authority for the
CRLST1 authorization list.

4 N
Display Authorization List

Object . . . . . . . : CRLST1 Owner . . . . . . . : OWNAR

Library . . . . . : QSYS Primary Group . . . : DPTAR
Object List

User Group Authority Mgt

OWNAR *ALL X

DPTAR *ALL

*PUBLIC *EXCLUDE

o %

Figure 29. Authority for the CRLST1 Authorization List

This example shows many of the possibilities for authority checking. It also demonstrates how using too
many authority options for an object can result in poor performance.

Following are the steps required to check WAGNERB’s authority to the CRLIMWRK file:
1. Flowchart 1, step 1.

a. Flowchart 2, step 1.
2. Flowchart 1, step 2.

a. Flowchart 3, steps 1 and 2. Object to check = CUSTLIB/CRLIMWRK *FILE.
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Flowchart 3, step 3.

1) Flowchart 4, step 1. WAGNERB does not own the CRLIMWRK file. Return to Flowchart 3 with
no authority found.

Flowchart 3, step 4.

1) Flowchart 5, steps 1 and 2. WILSONJ has *EXCLUDE authority, which is less than the public
authority of *USE.

Flowchart 3, steps 5 and 6 (first search of private authorities). WAGNERB does not have private
authority.

Flowchart 3, steps 7 and 9. Object to check = CRLST1 *AUTL.
Flowchart 3, step 3.

1) Flowchart 4, step 1. WILSONJ does not own CRLST1. Return to Flowchart 3 with no authority
found.

Flowchart 3, steps 4 and 5.

Flowchart 3, step 6 (second search of private authorities). WAGNERB does not have private
authority to CRLST1.

Flowchart 3, steps 7 and 8. Object to check = CUSTLIB/CRLIMWRK *FILE.

Flowchart 1, steps 3 and 4. WAGNERB’s first group profile is DPTSM.

a.
b.

Flowchart 6, steps 1 and 2. Object to check = CUSTLIB/CRLIMWRK *FILE.
Flowchart 6, step 3.

1) Flowchart 4, step 1. DPTSM does not own the CRLIMWRK file. Return to Flowchart 6 with no
authority found.

Flowchart 6, step 4. DPTSM is not the primary group for the CRLIMWRK file.

Flowchart 6, step 6 (third search of private authorities). DPTSM has *USE authority to the
CRLIMWRK file, which is not sufficient.

Flowchart 6, step 6 continued. *USE authority is added to any authorities already found for
WAGNERB’s groups (none). Sufficient authority has not yet been found.

Flowchart 6, steps 9 and 10. WAGNERB’s next group is DPT702.
Flowchart 6, steps 1 and 2. Object to check = CUSTLIB/CRLIMWRK *FILE.
Flowchart 6, step 3.

1) Flowchart 4, step 1. DPT702 does not own the CRLIMWRK file. Return to Flowchart 6 with no
authority found.

Flowchart 6, step 4. DPT702 is not the primary group for the CRLIMWRK file.

Flowchart 6, step 6 (fourth search of private authorities). DPT702 has no authority to the
CRLIMWRK file.

Flowchart 6, steps 7 and 8. Object to check = CRLST1 *AUTL
Flowchart 6, step 3.

1) Flowchart 5, step 1. DPT702 does not own the CRLST1 authorization list. Return to Flowchart 6
with no authority found.

m. Flowchart 6, steps 4 and 6. (fifth search of private authorities). DPT702 has no authority to the

CRLST1 authorization list.

Flowchart 6, steps 7, 9, and 10. DPTAR is WAGNERB’s next group profile.
Flowchart 6, steps 1 and 2. Object to check = CUSTLIB/CRLIMWRK *FILE.
Flowchart 6, step 3.

1) Flowchart 4, step 1. DPTAR does not own the CRLIMWRK file. Return to Flowchart 6 with no
authority found.

Flowchart 6, steps 4 and 6. (sixth search of private authorities). DPTAR has no authority to the
CRLIMWRK file.

Flowchart 6, steps 7 and 8. Object to check = CRLST1 *AUTL
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s. Flowchart 6, step 3.

1) Flowechart 4, step 1. DPTAR does not own the CRLST1 authorization list. Return to Flowchart 6
with no authority found.

t. Flowchart 6, steps 4 and 5. Authorized. DPTAR is the primary group for the CRLST1 authorization
list and has *ALL authority.

Result: WAGNERB is authorized to perform the requested operation using DPTAR’s primary group
authority to the CRLIST1 authorization list.

Analysis: This example demonstrates poor authority design, both from a management and performance
standpoint. Too many options are used, making it difficult to understand, change, and audit. Private
authorities are searched 6 separate times, which might cause noticeable performance problems:

Profile Object Type Result

WAGNERB CRLIMWRK *FILE No authority found
WAGNERB CRLST1 *AUTL No authority found

DPTSM CRLIMWRK *FILE *USE authority (insufficient)
DPT702 CRLIMWRK *FILE No authority found

DPT702 CRLST1 *AUTL No authority found

DPTAR CRLIMWRK *FILE No authority found

Changing the sequence of WAGNERB’s group profiles changes the performance characteristics of this
example. Assume that DPTAR is WAGNERB’s first group profile (GRPPRF). The system searches private
authorities 3 times before finding DPTAR’s primary group authority to the CRLST1 authorization list.

* WAGNERB authority for CRLIMWRK file
* WAGNERB authority for CRLST1 authorization list
* DPTAR authority for CRLIMWRK file

Careful planning of group profiles and authorization lists is essential to good system performance.

Authority Cache

Since Version 3, Release 7, the system creates an authority cache for a user the first time the user accesses
an object. Each time the object is accessed, the system looks for authority in the user’s cache before
looking at the users’s profile. This results in a faster check for private authority.

The authority cache contains up to 32 private authorities to objects and up to 32 private authorities to
authorization lists. The cache is updated when a user authority is granted or revoked. All user caches are
cleared when the system IPL is performed.

While limited use of private authorities is recommended, the cache offers flexibility. For example, you can

choose how to secure objects with less concern about the effect on system performance. This is especially
true if users access the same objects repeatedly.
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Chapter 6. Work Management Security

This chapter discusses security issues associated with work management on the system:
Job initiation
Workstations
Subsystem descriptions
Job descriptions
Library lists
Printing
Network attributes
Performance tuning

For complete information about work management topics, see the Work Management book.

Job Initiation

When you start a job on the system, objects are associated with the job, such as an output queue, a job
description, and the libraries on the library list. Authority to some of these objects is checked before the
job is allowed to start and to other objects after the job starts. Inadequate authority might cause errors or
may cause the job to end.

Obijects that are part of the job structure for a job can be specified in the job description, the user profile,
and on the Submit Job (SBMJOB) command for a batch job.

Starting an Interactive Job

Here is a description of the security activity performed when an interactive job is started. Because many
possibilities exist for specifying the objects used by a job, this is only an example.

When an authority failure occurs during the sign-on process, a message appears at the bottom of the Sign
On display describing the error. Some authority failures also cause a job log to be written. If a user is
unable to sign on because of an authority failure, either change the users profile to specify a different
object or grant the user authority to the object.

After the user enters a user ID and password, these steps are performed before a job is actually started
on the system;

1. The user profile and password are verified. The status of the user profile must be *ENABLED. The
user profile that is specified on the sign-on display must have *OBJOPR, and *CHANGE authority to
itself.

2. The user’s authority to use the workstation is checked. See [“Workstations” on page 177| for details.

3. The system verifies authority for the values in the user profile and in the user’s job description that
are used to build the job structure, such as:

Job description
Output queue

Current library
Libraries in library list

If any of these objects does not exist or the user does not have adequate authority, a message is
displayed at the bottom of the Sign On display, and the user is unable to sign on. If authority is
successfully verified for these objects, the job is started on the system.
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Note: Authority to the print device and job queue is not verified until the user attempts to use them.

After the job is started, these steps are performed before the user sees the first display or menu:

1. If the routing entry for the job specifies a user program, normal authority checking is done for the
program, the program library, and any objects used by the program. If authority is not adequate, a
message is sent to the user on the Sign On display and the job ends.

2. If the routing entry specifies the command processor (QCMD):

a. Authority checking is done for the QCMD processor program, the program library, and any
objects used, as described in step

b. The user’s authority to the Attention-key-handling program and library is checked. If authority is
not adequate, a message is sent to the user and written to the job log. Processing continues.

If authority is adequate, the Attention-key-handling program is activated. The program is not
started until the first time the user presses the Attention key. At that time, normal authority
checking is done for the objects used by the program.

c. Normal authority checking is done for the initial program (and its associated objects) specified in
the user profile. If authority is adequate, the program is started. If authority is not adequate, a
message is sent to the user and written to the job log. The job ends.

d. Normal authority checking is done for the initial menu (and its associated objects) specified in the
user profile. If authority is adequate, the menu is displayed. If authority is not adequate, a
message is sent to the user and written to the job log. The job ends.

Starting a Batch Job

Following is a description of the security activity performed when a batch job is started. Because several
methods exist for submitting batch jobs and for specifying the objects used by the job, this is only a
guideline. This example uses a job submitted from an interactive job using the submit job (SBMJOB)
command.

When you enter the SBMJOB command, this checking is performed before the job is added to the job
queue:

1. If you specify a user profile on the SBMJOB command, you must have *USE authority to the user
profile.

2. Authority is checked for objects specified as parameters on the SBMJOB command and in the job
description. Authority is checked for the user profile the job will run under.

3. If the security level is 40 and the SBMJOB command specifies USER(*JOBD), the user submitting the
job must have *USE authority to the user profile in the job description.

If an object does not exist or if authority is not adequate, a message is sent to the user and the job is
not submitted.

P

When the system selects the job from the job queue and attempts to start the job, the authority checking
sequence is similar to the sequence for starting an interactive job.

Adopted Authority and Batch Jobs

When a new job is started, a new program stack is created for the job. Adopted authority cannot take
effect until the first program is added to the program stack. Adopted authority cannot be used to gain
access to any objects, such as an output queue or a job description, which are added to the job structure
before the job is routed. Therefore, even if your interactive job is running under adopted authority when
you submit a job, that adopted authority is not used when authority is checked for the objects on your
SBMJOB request.

You can change characteristics of a batch job when it is waiting to run, using the Change Job (CHGJOB)
command. Seefor the authority that is required to change parameters for a job.
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Workstations

A device description contains information about a particular device or logical unit that is attached to the
system. When you sign on the system, your workstation is attached to either a physical or virtual device
description. To successfully sign on, you must have *CHANGE authority to the device description.

The QLMTSECOFR (limit security officer) system value controls whether users with *ALLOBJ or
*SERVICE special authority must be specifically authorized to device descriptions.

|Figure 30 on page 178| shows the logic for determining whether a user is allowed to sign on at a device:
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*CHANGE
or
greater

Determine user’s
authority to
workstation.
(See Note.)

Is QSECURITY No
system value 30
or greater?

A 4

Yes

Less than
*CHANGE 2
Does user have No

*ALLOBJ or >
*SERVICE?

Yes

Is QLMTSECOFR | N° .
system value 1?

Yes

Less than " *CHANGE

. *CHANGE Jestusers | or
authority to greater

workstation.

No authority

A
Less than *CHANGE

Test group’s
*CHANGE . or
< authority to greater

workstation.

No authority

Yes Does user have
< *SERVICE but
not *ALLOBJ?

No

A
No | Does QSECOFR
have *CHANGE
or greater?

Yes

v

A

Allow sign-on

Sign-on fails

RBAFW529-0

Figure 30. Authority Checking for Workstations

Note: Normal authority checking is performed to determine whether the user has at least *CHANGE
authority to the device description. *CHANGE authority can be found by using the following
authorities:

« *ALLOBIJ special authority from the user profile, group profile, or supplemental group profiles.

* Private authority to the device description in the user profile, the group profile, or supplemental
group profiles.

* Authority to an authorization list used to secure the device description.

« Authority to an authorization list used to secure the public authority.
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Authority checking for the device description is done before any programs are in the program
stack for the job; therefore, adopted authority does not apply.

Description of Authority Checking for Workstations

The system determines the user’s authority to the workstation. (See note 1) If the authority is less than
*CHANGE, the sign-on fails. If the authority is *CHANGE or greater, the system checks if the security
level on the system is 30 or higher. If it is not, then the user is allowed to sign-on.

If the security level is 30 or higher, the system checks if the user has *ALLOBJ or *SERVICE special
authority. If the user does not have either of these special authorities, then sign-on is allowed.

If the user has either *ALLOBJ or *SERVICE special authorities, then the system checks if the
QLMTSECOFR system value is set to 1. If it is not set to 1, then sign-on is allowed.

If the QLMTSECOFR system value is set to 1, then the system will test the user’s authority to the
workstation. If the user’s authority is *CHANGE or higher, then sign-on is allowed. If the user’s authority
is less than *CHANGE, sign-on fails. If the user has no authority to the workstation, the system checks
the user’s group authority to the workstation.

If the user’s group authority is *CHANGE or higher, then sign-on is allowed. If the user’s group
authority is less than *CHANGE, sign-on fails. If the user has no authority to the workstation, the system
checks whether the user has *SERVICE but not *ALLOBJ special authority.

If the user has *SERVICE but not *ALLOBJ special authority, then sign-on fails. If the user does have
*SERVICE but not *ALLOBJ special authority, then the system checks if QSECOFR has *CHANGE or
higher.

If QSECOFR does not have*CHANGE or higher, then sign-on fails. If QSECOFR has *CHANGE or higher,
then sign-on is allowed.

The security officer (QSECOFR), service (QSRV), and basic service (QSRVBAS) user profiles are always
allowed to sign on at the console. The QCONSOLE (console) system value is used to determine which
device is the console. If the QSRV or QSRVBAS profile attempts to sign on at the console and does not
have *CHANGE authority, the system grants *CHANGE authority to the profile and allows sign-on.

Ownership of Device Descriptions

The default public authority on the CRTDEVxxx commands is *CHANGE. Devices are created in the
library QSYS, which is shipped with a CRTAUT value of *SYSVAL. The shipped value for the QCRTAUT
system value is *CHANGE.

To limit the users who can sign on at a workstation, set the public authority for the workstation to
*EXCLUDE and give *CHANGE authority to specific users or groups.

The security officer (QSECOFR) is not specifically given authority to any devices. If the QLMTSECOFR
system value is set to 1 (YES), you must give the security officer *CHANGE authority to devices. Anyone
with *OBJMGT and *CHANGE authority to a device can give *CHANGE authority to another user.

If a device description is created by the security officer, the security officer owns that device and is
specifically given *ALL authority to it. When the system automatically configures devices, most devices
are owned by the QPGMR profile. Devices created by the QLUS program (*APPC type devices) are
owned by the QSYS profile.

If you plan to use the QLMTSECOFR system value to limit where the security officer can sign on, any
devices you create should be owned by a profile other than QSECOFR.
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To change ownership of a display device description, the device must be powered on and varied on. Sign
on at the device and change the ownership using the CHGOBJOWN command. If you are not signed on
at the device, you must allocate the device before changing ownership, using the Allocate Object
(ALCOBJ) command. You can allocate the device only if no one is using it. After you have changed
ownership, deallocate the device using the Deallocate Object (DLCOBJ) command.

Signon Screen Display File

The system administrator can change the system signon display to add text or company logo to the
display. But the system administrator must make sure not to change the field names or buffer lengths of
the display file when adding text to the display file. Changing the field names or buffer lengths can cause
signon to fail.

Changing the Signon Screen Display

The source code for the signon display file is shipped with the operating system. The source is shipped in
file QSYS/QAWTSSRC. This source code can be changed to add text to the signon screen display. Field
names and buffer lengths should not be changed.

Display File Source for the Signon Screen

The source for the signon display file is shipped as a member (QDSIGNON or QDSIGNON?2) in the
QSYS/QAWTSSRC physical file. QDSIGNON contains the source for the signon screen source used when
system value QPWDLVL is set to 0 or 1. Member QDSIGNONZ2 contains the signon screen source used
when the system value QPWDLVL is set to 2 or 3.

The file QSYS/QAWTSSRC is deleted and restored each time the i5/0S operating system is installed. If
you plan to create your own version of the signon screen, then you should first copy the appropriate
source file member, either QDSIGNON or QDSIGNON2, to your own source file and make changes to
the copy in your source file.

Changing the Signon Display File

To change the format of the Signon display:

1. Create a changed signon display file.

A hidden field in the display file named UBUFFER can be changed to manage smaller fields.

UBUFFER is 128 bytes long and is stated as the last field in the display file. This field can be changed

to function as an input/output buffer so the data specified in this field of the display will be available

to application programs when the interactive job is started. You can change the UBUFFER field to
contain as many smaller fields as you need if the following requirements are met:

* The new fields must follow all other fields in the display file. The location of the fields on the
display does not matter as long as the order in which they are put in the data description
specifications (DDS) meets this requirement.

* The length must total 128. If the length of the fields is more than 128, some of the data will not be
passed.

» All fields must be input/output fields (type B in DDS source) or hidden fields (type H in DDS
source).

2. The order in which the fields in the signon display file are declared must not be changed. The
position in which they are shown on the display can be changed. Do not change the existing field
names in the source for the signon screen display file.

3. Do not change the total size of the input or output buffers. Serious problems can occur if the order or
size of the buffers is changed.

4. Do not use the data descriptions specifications (DDS) help function in the signon display file.

5. Change a subsystem description to use the changed display file instead of the system default of
QSYS/QDSIGNON. You can change the subsystem descriptions for subsystems that you want to use
the new display. To change the subsystem description:
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a. Use the Change Subsystem Description (CHGSBSD) command.
b. Specify the new display file on the SGNDSPF parameter.

Use a test version of a subsystem to verify that the display is valid before attempting to change
the controlling subsystem.

6. Test the change.
7. Change the other subsystem descriptions.

Notes:

1. The buffer length for the display file must be 318. If it is less than 318, the subsystem uses the default
sign-on display, QDSIGNON in library QSYS when system value QPWDLVL is 0 or 1 and
QDSIGNONZ2 in library QSYS when QPWDLVL is 2 or 3.

2. The copyright line cannot be deleted.

Subsystem Descriptions

Subsystem descriptions control:
How jobs enter your system
How jobs are started
Performance characteristics of jobs

Only a few users should be authorized to change subsystem descriptions, and changes should be
carefully monitored.

Controlling How Jobs Enter the System

Several subsystem descriptions are shipped with your system. After you have changed your security level
(QSECURITY system value) to level 20 or higher, signing on without entering a user ID and password is
not allowed with the subsystems shipped by IBM.

However, defining a subsystem description and job description combination that allows default sign-on
(no user 1D and password) is possible and represents a security exposure. When the system routes an
interactive job, it looks at the workstation entry in the subsystem description for a job description. If the
job description specifies USER(*RQD), the user must enter a valid user ID (and password) on the Sign On
display. If the job description specifies a user profile in the User field, anyone can press the Enter key to
sign on as that user.

At security levels 30 and higher, the system logs an entry (type AF, sub-type S) in the audit journal, if
default signon is attempted and the auditing function is active. At security level 40 and higher, the
system does not permit default signon, even if a combination of workstation entry and job description
exists that allows it. See [‘Signing On without a User 1D and Password” on page 13 for more information.

Make sure all workstation entries for interactive subsystems refer to job descriptions with USER(*RQD).
Control the authority to change job descriptions and monitor any changes that are made to job
descriptions. If the auditing function is active, the system writes a JD type journal entry every time the
USER parameter in a job description is changed.

Communications entries in a subsystem description control how communications jobs enter your system.
A communications entry points to a default user profile, which allows a job to be started without a user
ID and password. This represents a potential security exposure. Evaluate the communications entries on
your system and use network attributes to control how communications jobs enter your system.
|“Network Attributes” on page 189| discusses the network attributes that are important for security.
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Job Descriptions

A job description is a valuable tool for security and work management. You can also set up a job
description for a group of users who need the same initial library list, output queue, and job queue. You
can set up a job description for a group of batch jobs that have similar requirements.

A job description also represents a potential security exposure. In some cases, a job description that
specifies a profile name for the USER parameter can allow a job to enter the system without appropriate
security checking.|“ControIIing How Jobs Enter the System” on page 18]] discusses how this can be
prevented for interactive and communications jobs.

When a batch job is submitted, the job might run using a different profile other than the user who
submitted the job. The profile can be specified on the SBMJOB command, or it can come from the USER
parameter of the job description. If your system is at security level (QSECURITY system value) 30 or
lower, the user submitting a job needs authority to the job description but not to the user profile specified
on the job description. This represents a security exposure. At security level 40 and higher, the submitter
needs authority to both the job description and the user profile.

For example:

* USERA is not authorized to file PAYROLL.

» USERB has *USE authority to the PAYROLL file and to program PRLIST, which lists the PAYROLL file.
» Job description PRJOBD specifies USER(USERB). Public authority for PRJOBD is *USE.

At security level 30 or lower, USERA can list the payroll file by submitting a batch job:

SBMJOB RQSDTA("Call PRLIST") JOBD(PRJOBD) +
USER (*JOBD)

You can prevent this by using security level 40 and higher or by controlling the authority to job
descriptions that specify a user profile.

Sometimes, a specific user profile name in a job description is required for certain types of batch work to
function properly. For example, the QBATCH job description is shipped with USER(QPGMR). This job
description is shipped with the public authority of *EXCLUDE.

If your system is at security level 30 or lower, any user on the system who has authority to the Submit
Job (SBMJOB) command or the start reader commands, and has *USE authority to the QBATCH job
description, can submit work under the programmer (QPGMR) user profile, whether the user has
authority to the QPGMR profile. At security level 40 and higher, *USE authority to the QPGMR profile is
also required.

System Operator Message Queue

The iSeries Operational Assistant (ASSIST) menu provides an option to manage your system, users, and
devices. The Manage Your System, Users, and Devices menu provides an option to work with system
operator messages. You might want to prevent users from responding to messages in the QSYSOPR
(system operator) message queue. Incorrect responses to system operator messages can cause problems
on your system.

Responding to messages requires *USE and *ADD authorities to the message queue. Removing messages
requires *USE and *DLT authorities. (See ) Give the authority to respond to and remove messages in
QSYSOPR only to users with system operator responsibility. Public authority to QSYSOPR should be
*OBJOPR and *ADD, which allows adding new messages to QSYSOPR.

Attention: All jobs need the ability to add new messages to the QSYSOPR message queue. Do not make
the public authority to QSYSOPR *EXCLUDE.
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Library Lists

The library list for a job indicates which libraries are to be searched and the order in which they are to
be searched. When a program specifies an object, the object can be specified with a qualified name, which
includes both the object name and the library name. Or, the library for the object can be specified as
*LIBL (library list). The libraries on the library list are searched, in order, until the object is found.

able 117 summarizes the parts of the library list and how they are built during a job. The sections that
follow discuss the risks and protection measures for library lists.

Table 117. Parts of the Library List. The library list is searched in this sequence:

Part How It Is Built

System Portion 15 Initially built using the QSYSLIBL system value. Can be changed during a job with the

entries CHGSYSLIBL command.

Product Library Initially blank. A library is added to the product library portion of the library list when a

Portion 2 entries command or menu runs that was created with a library in the PRDLIB parameter. The
library remains in the product library portion of the library list until the command or menu
ends.

Current Library 1 Specified in the user profile or on the Sign On display. Can be changed when a command or

entry menu runs that specifies a library for the CURLIB parameter. Can be changed during the job
with the CHGCURLIB command.

User Portion 250 Initially built using the initial library list from the user’s job description. If the job

entries description specifies *SYSVAL, the QUSRLIBL system value is used. During a job, the user

portion of the library list can be changed with the ADDLIBLE, RMVLIBLE, CHGLIBL, and
EDTLIBL commands.

Security Risks of Library Lists

Library lists represent a potential security exposure. If a user is able to change the sequence of libraries
on the library list, or add additional libraries to the list, the user might be able to perform functions that
break your security requirements.

|“Library Security and Library Lists” on page 115|provides some general information about the issues
associated with library lists. This topic gives more specific examples of the possible exposures and how to
avoid them.

Here are two examples of how changes to a library list might break security requirements:

Change in Function

shows an application library. Program A calls Program B, which is expected to be in LIBA.
Program B performs updates to File A. Program B is called without a qualified name, so the library list is
searched until Program B is found.

Library List
QSYS
LIBA Program A Fio
A
Program B
RBAFW530-0

Figure 31. Library List-Expected Environment
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A programmer or another knowledgeable user might place another Program B in the library LIBB. The
substitute program might perform different functions, such as making a copy of confidential information
or updating files incorrectly. If LIBB is placed ahead of LIBA in the library list, the substitute Program B
is run instead of the original Program B, because the program is called without a qualified name:

Library List
QSYS
Program B
LIBB
LIBA
Program A
File
> A
Program B
RBAFW531-0

Figure 32. Library List—Actual Environment

Unauthorized Access to Information

Assume Program A in |Figure 31 on page 183|adopts the authority of USER1, who has *ALL authority to
File A. Assume that Program B is called by Program A (adopted authority remains in effect). A
knowledgeable user can create a substitute Program B that simply calls the command processor. The user
will have a command line and complete access to File A.

Recommendations for System Portion of Library List

The system portion of the library list is intended for IBM-supplied libraries. Application libraries that are
carefully controlled can also be placed in the system portion of the library list. The system portion of the
library list represents the greatest security exposure, because the libraries in this part of the list are
searched first.

Only a user with *ALLOBJ and *SECADM special authority can change the QSYSLIBL system value.
Control and monitor any changes to the system portion of the library list. Follow these guidelines when
adding libraries:

* Only libraries that are specifically controlled should be placed on this list.
* The public should not have *ADD authority to these libraries.
» A few IBM-supplied libraries, such as QGPL are shipped with public authority *ADD for production

reasons. Regularly monitor what objects (particularly programs, source files, and commands) are added
to these libraries.

The CHGSYSLIBL command is shipped with public authority *EXCLUDE. Only users with *ALLOBJ
authority are authorized to the command, unless you grant authority to other users. If the system library
list needs to be changed temporarily during a job, you can use the technique described in the topic
[“Changing the System Library List” on page 202

Recommendations for Product Library

The product library portion of the library list is searched before the user portion. A knowledgeable user
can create a command or menu that inserts a product library into the library list. For example, this
statement creates CMDX, which runs program PGMA:

CRTCMD CMDX PGM(PGMA) PRDLIB(LIBB)
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As long as CMDX is running, LIBB is in the product portion of the library list.

Use these measures to protect the product portion of the library list:

» Control authority to the Create Command (CRTCMD), Change Command (CHGCMD), Create Menu
(CRTMNU), and Change Menu (CHGMNU) commands.

* When you create commands and menus, specify PRDLIB(*NONE), which removes any entries
currently in the product portion of the library list. This protects you from having unknown libraries
searched ahead of the library you expect when your command or menu runs.

Note: The default when you create a command or menu is PRDLIB(*NOCHG). *NOCHG means that
when the command or menu is run, the product library portion of the library list is not changed.

Recommendations for the Current Library

The current library can be used by decision-support tools, such as Query/400. Any query programs
created by a user are, by default, placed in the user’s current library. When you create a menu or
command, you can specify a current library to be used while the menu is active.

The current library provides an easy method for the user and the programmer to create new objects, such
as query programs, without worrying about where they should be located. However, the current library

poses a security risk, because it is searched before the user portion of the library list. You can take several
precautions to protect the security of your system while still making use of the current library capability:

» Specify *YES for the Limit capabilities field in the user profile. This prevents a user from changing the
current library on the Sign On display or using the CHGPRF command.

» Restrict authority to the Change Current Library (CHGCURLIB), Create Menu (CRTMNU), Change
Menu (CHGMNU), Create Command (CRTCMD), and Change Command (CHGCMD) commands.

+ Use the technique described in [‘Controlling the User Library List” on page 201 to set the current
library during application processing.

Recommendations for the User Portion of the Library List

The user portion of the library list often changes more than the other portions and is more difficult to
control. Many application programs change the library list. Job descriptions also affect the library list for
a job.

Here are some suggested alternatives for controlling the user portion of the library list to make sure that
unauthorized libraries with substitute programs and files are not used during processing:

* Restrict users of production applications to a menu environment. Set the Limit capabilities field in user
profiles to *YES to restrict their ability to enter commands. [‘Planning Menus” on page 203| provides an
example of this environment.

» Use qualified names (object and library) in your applications. This prevents the system from searching
the library list to find an object.

» Control the ability to change job descriptions, because the job description sets the initial library list for
a job.

* Use the Add Library List Entry (ADDLIBLE) command at the beginning of the program to ensure the
desired objects are at the beginning of the user portion of the library list. At the end of the program,
the library can be removed.

If the library is already on the library list, but you are not sure if it is at the beginning of the list, you
must remove the library and add it. If the sequence of the library list is important to other applications
on the system, use the next method instead.

* Use a program that retrieves and saves the library list for a job. Replace the library list with the list
desired for the application. When the application ends, return the library list to its original setting. See
[“Controlling the User Library List” on page 201 for an example of this technique.

Chapter 6. Work Management Security 185



Printing

Most information that is printed on your system is stored as a spooled file on an output queue while it is
waiting to print. Unless you control the security of output queues on your system, unauthorized users
can display, print, and even copy confidential information that is waiting to print.

One method for protecting confidential output is to create a special output queue. Send confidential
output to the output queue and control who can view and manipulate the spooled files on the output
queue.

To determine where output goes, the system looks at the printer file, job attributes, user profile,
workstation device description, and the print device (QPRTDEV) system value in sequence. If defaults are
used, the output queue associated with the QPRTDEV printer is used. The Printer Device Programming
book provides examples of how to direct output to a particular output queue.

Securing Spooled Files

A spooled file is a special type of object on the system. You cannot directly grant and revoke authority to
view and manipulate a spooled file. The authority to a spooled file is controlled by several parameters on
the output queue that holds the spooled file.

When you create a spooled file, you are the owner of that file. You can always view and manipulate any
spooled files you own, regardless of how the authority to the output queue is defined. You must have
*READ authority to add new entries to an output queue. If your authority to an output queue is
removed, you can still access any entries you own on that queue using the Work with Spooled Files
(WRKSPLF) command.

The security parameters for an output queue are specified using the Create Output Queue (CRTOUTQ)
command or the Change Output Queue (CHGOUTQ) command. You can display the security parameters
for an output queue using the Work with Output Queue Description (WRKOUTQD) command.

Attention: A user with *SPLCTL special authority can perform all functions on all entries, regardless of
how the output queue is defined. Some parameters on the output queue allow a user with *JOBCTL
special authority to view the contents of entries on the output queue.

Display Data (DSPDTA) Parameter of Output Queue
The DSPDTA parameter is designed to protect the contents of a spooled file. It determines what authority
is required to perform the following functions on spooled files owned by other users:

* View the contents of a spooled file (DSPSPLF command)

* Copy a spooled file (CPYSPLF command)

* Send a spooled file (SNDNETSPLF command)

* Move a spooled file to another output queue (CHGSPLFA command)

Possible Values for DSPDTA

*NO A user cannot display, send, or copy spooled files owned by other users, unless
the user has one of the following authorities:
» *JOBCTL special authority if the OPRCTL parameter is *YES.
* *READ, *ADD, and *DLT authority to the output queue if the *AUTCHK
parameter is *DTAAUT.
* Ownership of the output queue if the *AUTCHK parameter is *OWNER.

*YES Any user with *READ authority to the output queue can display, copy, or send
the data of spooled files owned by others.
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Possible Values for DSPDTA

*OWNER Only the owner of a spooled file or a user with *SPLCTL (spool control) can
display, copy, send, or move the file. If the OPRCTL value is *YES, users with
*JOBCTL special authority can hold, change, delete, and release spooled files on
the output queue, but they cannot display, copy, send, or move the spooled files.
This is intended to allow operators to manage entries on an output queue
without being able to view the contents.

Authority to Check (AUTCHK) Parameter of Output Queue
The AUTCHK parameter determines whether *READ, *ADD, and *DLT authority to the output queue
allows a user to change and delete spooled files owned by other users.

Possible Values for AUTCHK

*OWNER Only the user who owns the output queue can change or delete spooled files
owned by others.
*DTAAUT Specifies that any user with *READ, *ADD, and *DLT authority to the output

queue can change or delete spooled files owned by others.

Operator Control (OPRCTL) Parameter of Output Queue
The OPRCTL parameter determines whether a user with *JOBCTL special authority can control the
output queue.

Possible Values for OPRCTL

*YES A user with *JOBCTL special authority can perform all functions on the spooled
files, unless the DSPDTA value is *OWNER. If the DSPDTA value is *OWNER,
*JOBCTL special authority does not allow the user to display, copy, send, or
move spooled files.

*NO *JOBCTL special authority does not give the user any authority to perform
operations on the output queue. Normal authority rules apply to the user.

Output Queue and Parameter Authorities Required for Printing

shows what combination of output queue parameters and authority to the output queue is
required to perform print management functions on the system. For some functions, more than one
combination is listed. The owner of a spooled file can always perform all functions on that file. For more
information see [“Writer Commands” on page 447)

The authority and output queue parameters for all commands associated with spooled files are listed on
“Spooled File Commands” on page 432 Output queue commands are listed on [“Output Queue|
Commands” on page 407|

Attention: A user with *SPLCTL (spool control) special authority is not subject to any authority
restrictions associated with output queues. *SPLCTL special authority allows the user to perform all
operations on all output queues. Make careful consideration when giving *SPLCTL special authority to
any user.

Table 118. Authority Required to Perform Printing Functions

Output Queue Parameters Output
Queue Special
Printing Function DSPDTA AUTCHK OPRCTL Authority  Authority
Add spooled files to queue * *READ None
*YES *JOBCTL
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Table 118. Authority Required to Perform Printing Functions (continued)

Output Queue Parameters Output
Queue Special
Printing Function DSPDTA AUTCHK OPRCTL Authority  Authority
View list of spooled files *READ None
(WRKOUTQ command ?) *YES *JOBCTL
Display, copy, or send spooled files *YES *READ None
*NO *DTAAUT *READ, None
(DSPSPLF, CPYSPLF, SNDNETSPLF, SNDTCPSP?) *ADD,
*DLT
*NO *OWNER Owner 3 None
*YES *YES *JOBCTL
*NO *YES *JOBCTL
*OWNER
Change, delete, hold, and release spooled file *DTAAUT *READ, None
(CHGSPLFA, DLTSPLF, HLDSPLF, RLSSPLF 2) *ADD,
*DLT
*OWNER Owner 3 None
*YES *JOBCTL
Change, clear, hold, and release output queue *DTAAUT *READ, None
(CHGOUTQ, CLROUTQ, HLDOUTQ, RLSOUTQ ?) *ADD,
*DLT
*OWNER Owner 3 None
*YES *JOBCTL
Start a writer for the queue *DTAAUT *CHANGE None
(STRPRTWTR, STRRMTWTR ?) *YES *JOBCTL

1

2

3

This is the authority required to direct your output to an output queue.
Use these commands or equivalent options from a display.

You must be the owner of the output queue.

Also requires *USE authority to the printer device description.

*CHGOUTQ requires *OBIMGT authority to the output queue, in addition to *READ, *ADD, and *DLT
authorities.

Examples: Output Queue

Here are several examples of setting security parameters for output queues to meet different
requirements:

Create a general-purpose output queue. All users are allowed to display all spooled files. The system
operators are allowed to manage the queue and change spooled files:
CRTOUTQ OUTQ(QGPL/GPOUTQ) DSPDTA(*YES) +

OPRCTL(*YES) AUTCHK(*OWNER) AUT (*USE)
Create an output queue for an application. Only members of the group profile GRPA are allowed to
use the output queue. All authorized users of the output queue are allowed to display all spooled files.
System operators are not allowed to work with the output queue:
CRTOUTQ OUTQ(ARLIB/AROUTQ) DSPDTA(*YES) +

OPRCTL(*NO) AUTCHK (*OWNER) AUT (*EXCLUDE)
GRTOBJAUT 0BJ(ARLIB/AROUTQ) OBJTYP(*0OUTQ) +

USER(GRPA)  AUT (*CHANGE)
Create a confidential output queue for the security officers to use when printing information about
user profiles and authorities. The output queue is created and owned by the QSECOFR profile.
CRTOUTQ OUTQ(QGPL/SECOUTQ) DSPDTA(*OWNER) +

AUTCHK (*DTAAUT) OPRCTL(*NO) +
AUT (*EXCLUDE)
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Even if the security officers on a system have *ALLOBJ special authority, they are not able to access
spooled files owned by others on the SECOUTQ output queue.

» Create an output queue that is shared by users printing confidential files and documents. Users can
work with only their own spooled files. System operators can work with the spooled files, but they
cannot display the contents of the files.

CRTOUTQ OUTQ(QGPL/CFOUTQ) DSPDTA(*OWNER) +
AUTCHK (*OWNER) OPRCTL(*YES) AUT (*USE)

Network Attributes

Network attributes control how your system communicates with other systems. Some network attributes
control how remote requests to process jobs and access information are handled. These network attributes
directly affect security on your system and are discussed in the topics that follow:

Job action (JOBACN)
Client request access (PCSACC)
DDM request access (DDMACC)

Possible values for each network attribute are shown. The default value is underlined. To set the value of
a network attribute, use the Change Network Attribute (CHGNETA) command.

Job Action (JOBACN) Network Attribute

The JOBACN network attribute determines how the system processes incoming requests to run jobs.

Possible Values for JOBACN:

*REJECT The input stream is rejected. A message stating the input stream was rejected is
sent to both the sender and the intended receiver.
*FILE The input stream is filed on the queue of network files for the receiving user.

This user can display, cancel, or receive the input stream into a database file or
submit it to a job queue. A message stating that the input stream was filed is
sent to both the sender and the receiver.

*SEARCH The network job table controls the actions by using the values in the table.

Recommendations
If you do not expect to receive remote job requests on your system, set the JOBACN network attribute to
*REJECT.

For more information about the JOBACN attribute, see the SNA Distribution Services book.

Client Request Access (PCSACC) Network Attribute

The PCSACC network attribute determines how the iSeries Access for Windows licensed program
processes requests from attached personal computers to access objects. The PCSACC network attribute
controls whether personal computer jobs can access objects on the iSeries system, not whether the
personal computer can use workstation emulation.

Note: PCSACC network attribute controls only the DOS and OS/2® clients. This attribute has no effect
on any other iSeries Access clients.
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Possible Values for PCSACC:

*REJECT iSeries Access rejects every request from the personal computer to access objects
on the iSeries system. An error message is sent to the PC application.
*OBJAUT The iSeries Access programs on the system verify normal object authorities for

any object requested by a PC program. For example, if file transfer is requested,
authority to copy data from the database file is checked.

*REGFAC The system uses the system’s registration facility to determine which exit
program (if any) to run. If no exit program is defined for an exit point and this
value is specified, *OBJAUT is used.

qualified- program- name The iSeries Access program calls this user-written exit program to determine if
the PC request should be rejected. The exit program is called only if normal
authority checking for the object is successful. The iSeries Access program passes
information about the user and the requested function to the exit program. The
program returns a code indicating whether the request should be allowed or
rejected. If the return code indicates the request should be rejected or if an error
occurs, an error message is sent to the personal computer.

Risks and Recommendations

Normal security measures on your system might not be sufficient protections if the iSeries Access
program is installed on your system. For example, if a user has *USE authority to a file and the PCSACC
network attribute is *OBJAUT, the user can use the iSeries Access program and a program on the
personal computer to transfer that entire file to the personal computer. The user can then copy the data to
a PC diskette or tape and remove it from the premises.

Several methods are available to prevent an iSeries workstation user with *USE authority to a file from
copying the file:

» Setting LMTCPB(*YES) in the user profile.

* Restricting authority to commands that copy files.

* Restricting authority to commands used by iSeries Access.

* Not giving the user *ADD authority to any library. *ADD authority is required to create a new file in a
library.

* Not giving the user access to any *SAVRST device.

None of these methods work for the PC user of the iSeries Access licensed program. Using an exit
program to verify all requests is the only adequate protection measure.

The iSeries Access program passes information for the following types of access to the user exit program
called by the PCSACC network attribute:

File transfer
Virtual print
Message
Shared folder

For additional information about iSeries Access, see the Information Center (see [‘Prerequisite and Related|
[Information” on page xvil for details).

DDM Request Access (DDMACC) Network Attribute

The DDMACC network attribute determines how the system processes requests from other systems to
access data using the distributed data management (DDM) or the distributed relational database function.
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Possible Values for DDMACC:

*REJECT The system does not allow any DDM or DRDA® requests from remote systems.
*REJECT does not prevent this system from functioning as the requester system
and sending requests to other server systems.

*OBJAUT Remote requests are controlled by the object authority on the system.

qualified- program- name This user-written exit program is called after normal object authority has been
verified. The exit program is called only for DDM files, not for distributed
relational database functions. The exit program is passed a parameter list, built
by the remote system, that identifies the local system user and the request. The
program evaluates the request and sends a return code, granting or denying the
requested access.

For more information about the DDMACC network attribute and the security issues associated with
DDM, see the Information Center (see [‘Prerequisite and Related Information” on page xvi| for details).

Save and Restore Operations

The ability to save objects from your system or restore objects to your system represents an exposure to
your organization.

For example, programmers often have *OBJEXIST authority to programs because this authority is
required to recompile a program (and delete the old copy). *OBJEXIST authority is also required to save
an object. Therefore, the typical programmer can make a tape copy of your programs, which might
represent a substantial financial investment.

A user with *OBJEXIST authority to an object can also restore a new copy of an object over an existing
object. In the case of a program, the restored program might have been created on a different system. It
might perform different functions. For example, assume the original program worked with confidential
data. The new version might perform the same functions, but it might also write a copy of confidential
information to a secret file in the programmer’s own library. The programmer does not need authority to
the confidential data because the regular users of the program will be accessing the data.

Restricting Save and Restore Operations
You can control the ability to save and restore objects in several ways:
» Restrict physical access to save and restore devices, such as tape units, optical units, and diskette units.

* Restrict authority to the device descriptions objects for the save and restore devices. To save an object
to a tape unit, you must have *USE authority to the device description for the tape unit.

» Restrict the save and restore commands. This allows you to control what is saved from your system
and restored to your system through all interfaces - including save files. See [‘Example: Restricting Save|
fand Restore Commands’| for an example of how to do this. The system sets the restore commands to
PUBLIC(*EXCLUDE) when you install your system.

* Only give *SAVSYS special authority to trusted users.

Example: Restricting Save and Restore Commands
You can follow these steps to restrict the save and restore commands on your system:

1. To create an authorization list that you can use to give authority to the commands to system
operators, type the following example:

CRTAUTL AUTL(SRLIST) TEXT('Save and Restore List')
AUT (*EXCLUDE)

2. To use the authorization list to secure the save commands, type the following example:
GRTOBJAUT OBJ(SAV+*) OBJTYPE(*CMD) AUTL(SRLIST)
3. To ensure *PUBLIC authority comes from the authorization list, type the following example:
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GRTOBJAUT OBJ(SAV+) OBJTYPE (*CMD) USER(*PUBLIC)
AUT (*AUTL)

4. To use the authorization list to secure the restore commands, type the following example:
GRTOBJAUT OBJ(RSTx) OBJTYPE(*CMD) AUTL(SRLIST)
5. To ensure *PUBLIC authority comes from the authorization list, type the following example:

GRTOBJAUT OBJ(RST+*) OBJTYPE(*CMD) USER(*PUBLIC)
AUT (*AUTL)
6. Although system operators who are responsible for saving the system have *SAVSYS special authority,
they must now be given explicit authority to the SAVxxx commands. You do this by adding the
system operators to the authorization list:

ADDAUTLE AUTL(SRLIST) USER(USERA USERB) AUT(*USE)

Note: You might want your system operators to have authority only to the save commands. In that
case, secure the save commands and the restore commands with two separate authorization
lists.

7. To restrict the save and restore APIs and secure them with an authorization list, type the following
commands:

GRTOBJAUT OBJ(QSRSAVO) OBJTYPE (*PGM) AUTL(SRLIST)
GRTOBJAUT 0BJ(QSRSAVO) OBJTYPE(*PGM) USER(*PUBLIC)
AUT (*AUTL)
GRTOBJAUT OBJ(QSRLIBO1) OBJTYPE(*SRVPGM) AUTL(SRLIST)
GRTOBJAUT OBJ(QSRLIBO1) OBJTYPE(*SRVPGM) USER(*PUBLIC)
AUT (*AUTL)
GRTOBJAUT OBJ(QSRRSTO) OBJTYPE (#PGM) AUTL(SRLIST)
GRTOBJAUT OBJ(QSRRSTO) OBJTYPE(#PGM) USER(*PUBLIC)
AUT (*AUTL)

Performance Tuning

Monitoring and tuning performance is not the responsibility of a security officer. However, the security
officer should ensure that users are not altering the performance characteristics of the system to speed up
their own jobs at the expense of others.

Several work management objects affect the performance of jobs in the system:

* The class sets the run priority and time slice for a job.

* The routing entry in the subsystem description determines the class and the storage pool the job uses.
* The job description can determine the output queue, output priority, job queue, and job priority.

Knowledgeable users with appropriate authority can create their own environment on the system and
give themselves better performance than other users. Control this by limiting the authority to create and
change work management objects. Set the public authority to work management commands to
*EXCLUDE and grant authority to a few trusted users.

Performance characteristics of the system can also be changed interactively. For example, the Work with
System Status (WRKSYSSTS) display can be used to change the size of storage pools and the activity
levels. Also, a user with *JOBCTL (job control) special authority can change the scheduling priority of any
job on the system, subject to the priority limit (PTYLMT) in the user’s profile. Assign *JOBCTL special
authority and PTYLMT in user profiles carefully.

To allow users to view performance information using the WRKSYSSTS command but not change it, do
the following action:
GRTOBJAUT OBJ(CHGSHRPOOL) OBJTYPE(*CMD) +

USER(*PUBLIC)  AUT(*EXCLUDE)

Authorize users responsible for system tuning to change performance characteristics:
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GRTOBJAUT 0BJ(CHGSHRPOOL) OBJTYPE(*CMD) +
USER(USRTUNE)  AUT(*USE)

Restricting Jobs to Batch

You can create or change commands to restrict certain jobs to be run only in a batch environment. For
example, you might want to run certain reports or program compiles in batch. A job running in batch
often affects system performance less than the same job running interactively.

For example, to restrict the command that runs program RPTA to batch, do the following action:
* Create a command to run RPTA and specify that the command can be run only in batch:
CRTCMD CMD(RPTA) PGM(RPTA) ALLOW(*BATCH *BPGM)

To restrict compiles to batch, do the following for the create command for each program type:
CHGCMD CMD(CRTxxXPGM) ALLOW(#BATCH *BPGM)
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Chapter 7. Designing Security

Protecting information is an important part of most applications. Security should be considered, along
with other requirements, at the time the application is designed. For example, when deciding how to
organize application information into libraries, try to balance security requirements with other
considerations, such as application performance and backup and recovery.

This chapter contains guidelines to help application developers and systems managers include security as
part of the overall design. It also contains examples of techniques you can use to accomplish security
objectives on your system. Some of the examples in this chapter contain sample programs. These
programs are included for illustrative purposes only. Many of them will not compile or run successfully
as is, nor do they include message handling and error recovery.

The Basic System Security and Planning topic in the information center is intended for the security
administrator. It contains forms, examples, and guidelines for planning security for applications that have
already been developed. If you have responsibility for designing an application, you might find it useful
to review the forms and examples in the information center (see [‘Prerequisite and Related Information”]

for details). They can help you view your application from the perspective of a security
administrator and understand what information you need to provide.

The Basic System Security and Planning topic in the information center also uses a set of example
applications for a fictional company called the JKL Toy Company. This chapter discusses design
considerations for the same set of example applications. shows the relationships between user
groups, applications, and libraries for the JKL Toy Company:

. Salesand Order .
wirehouse mlzgnufacturmg Marketing Processing ﬁ(c‘,:countlng
User SM oP
Groups
A A
o Inventory Co(;mtracts Customer| | Accounts
Applications Control ?’rr]icing Orders Receivable
co AR
(C) P (CO) (AR)
Libraries ‘ -
ITEMLIB CONTRACTS CUSTLIB
ICPGMLIB CPPGMLIB COPGMLIB ARPGMLIB

RV2L228-3

Figure 33. Example Applications

Description of graphic

This graphic shows how five sets of user groups access applications and libraries on the system at JKL
Toy Company. The user groups include Warehouse, Manufacturing, Sales and Marketing, Order
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Processing, and Accounting. The Warehouse, Manufacturing and Sales and Marketing user groups can all
access the Inventory Control applications. The Sales and Marketing user group also has access to the
Contracts and Pricing application and the Customer Order application. The Order Processing user group
can also access the Customer Order application. The Accounting user group uses the Accounts Receivable
application.

Overall Recommendations

The recommendations in this chapter and in the Basic System Security and Planning topic in the
information center rely on one important principle: simplicity. Keeping your security design as simple as
possible makes it easier to manage and audit security. It also improves application performance and
backup performance.

Here is a list of general recommendations for security design:

» Use resource security along with the methods available, such as limited capabilities in the user profile
and restricting users to a set of menus, to protect information.

Attention: It is not sufficient to use only limited capabilities in the user profile and menu access
control to secure your system if you use a product such as iSeries Access or have
communication lines attached to your system. You must use resource security to secure
those objects you do not want accessible through these interfaces.

» Secure only those objects that really require security. Analyze a library to determine which objects, such
as data files, are confidential and secure those objects. Use public authority for other objects, such as
data areas and message queues.

* Move from the general to the specific:
— Plan security for libraries and directories. Deal with individual objects only when necessary.
— Plan public authority first, followed by group authority and individual authority.

* Make the public authority for new objects in a library (CRTAUT parameter) the same as the public
authority for the majority of existing objects in the library.

* To make auditing easier and improve authority-checking performance, avoid defining private authority
that is less than the public authority for an object.

» Use authorization lists to group objects with the same security requirements. Authorization lists are
simpler to manage than individual authorities and help to recover security information.

Planning Password Level Changes

Changing password levels should be planned carefully. Operations with other systems might fail or users
might not be able to sign on to the system if you haven’t planned for the password level change
adequately. Before changing the QPWDLVL system value, make sure that you have saved your security
data using the SAVSECDTA or SAVSYS command. If you have a current backup, you will be able to reset
the passwords for all users’ profiles if you need to return to a lower password level.

Products that you use on the system, and on clients with which the system interfaces, might have
problems when the password level (QPWDLVL) system value is set to 2 or 3. Any product or client that
sends passwords to the system in an encrypted form, rather than in the clear text a user enters on a
sign-on screen, must be upgraded to work with the new password encryption rules for QPWDLVL 2 or 3.
Sending the encrypted password is known as password substitution. Password substitution is used to
prevent a password from being captured during transmission over a network. Password substitutes
generated by older clients that do not support the new algorithm for QPWDLVL 2 or 3, even if the
specific characters typed in are correct, will not be accepted. This also applies to any iSeries to iSeries
peer access which utilizes the encrypted values to authenticate from one system to another.
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The problem is compounded by the fact that some affected products (such as IBM Toolbox for Java) are
provided as middleware. A third party product that incorporates a prior version of one of these products
will not work correctly until rebuilt using an updated version of the middleware.

Given this and other scenarios, it is easy to see why careful planning is necessary before you chang the
QPWDLVL system value.

Considerations for Changing QPWDLVL from 0 to 1

Password level 1 allows a system, which does not have a need to communicate with the Windows
95/98/ME iSeries Client Support for Windows Network Neighborhood (NetServer) product, to have the
NetServer passwords eliminated from the system. Eliminating unnecessary encrypted passwords from the
system increases the overall security of the system.

At QPWDLVL 1, all current, pre-V5R1 password substitution and password authentication mechanisms
will continue to work. There is very little potential for breakage except for functions/services that require
the NetServer password.

The functions/services that require the NetServer password include:
* iSeries Support for Windows Network Neighborhood, Windows 95/98/ME edition, (NetServer)

Considerations for Changing QPWDLVL from O or 1 to 2

Password level 2 introduces the use of case-sensitive passwords up to 128 characters in length (also called
passphrases) and provides the maximum ability to revert back to QPWDLVL 0 or 1.

Regardless of the password level of the system, password level 2 and 3 passwords are created whenever
a password is changed or a user signs on to the system. Having a level 2 and 3 password created while
the system is still at password level 0 or 1 helps prepare for the change to password level 2 or 3.

Before changing QPWDLVL to 2, the system administrator should use the PRTUSRPRF TYPE(*PWDLVL)
command to locate all user profiles which do not have a password that is usable at password level 2.
Depending on the profiles located, the administrator might wish to use one of the following mechanisms
to have a password level 2 and 3 password added to the profiles.

* Change the password for the user profile using the CHGUSRPRF or CHGPWD CL command or the
QSYCHGPW API. This will cause the system to change the password that is usable at password levels
0 and 1; and the system also creates two equivalent case-sensitive passwords that are usable at
password levels 2 and 3. An all-uppercase and all-lowercase version of the password is created for use
at password level 2 or 3.

For example, changing the password to C4D2RB4Y results in the system generating C4D2RB4Y and
c4d2rbdy password level 2 passwords.

» Sign on to the system through a mechanism that presents the password in clear text (does not use
password substitution). If the password is valid and the user profile does not have a password that is
usable at password levels 2 and 3, the system creates two equivalent case-sensitive passwords that are
usable at password levels 2 and 3. An all-uppercase and all-lowercase version of the password is
created for use at password level 2 or 3.

The absence of a password that is usable at password level 2 or 3 can be a problem whenever the user
profile also does not have a password that is usable at password levels 0 and 1 or when the user tries to
sign on through a product that uses password substitution. In these cases, the user will not be able to
sign on when the password level is changed to 2.

If a user profile does not have a password that is usable at password levels 2 and 3, the user profile does

have a password that is usable at password levels 0 and 1, and the user signs on through a product that
sends clear text passwords, then the system validates the user against the password level 0 password and
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creates two password level 2 passwords (as described above) for the user profile. Subsequent signons will
be validated against the password level 2 passwords.

Any client/service which uses password substitution will not work correctly at QPWDLVL 2 if the
client/service hasn’t been updated to use the new password (passphrase) substitution scheme. The
administrator should check whether a client/service which hasn’t been updated to the new password
substitution scheme is required.

The clients/services that use password substitution include:
« TELNET

* iSeries Access

 iSeries Host Servers

* QFileSrv.400

* iSeries NetServer Print support

- DDM

* DRDA

* SNA LU6.2

It is highly recommended that the security data be saved before changing to QPWDLVL 2. This can help
make the transition back to QPWDLVL 0 or 1 easier if that becomes necessary.

It is recommended that the other password system values, such as QPWDMINLEN and QPWDMAXLEN,
not be changed until after some testing at QPWDLVL 2 has occurred. This will make it easier to transition
back to QPWDLVL 1 or 0 if necessary. However, the QPWDVLDPGM system value must specify either
*REGFAC or *NONE before the system allows QPWDLVL to be changed to 2. Therefore, if you use a
password validation program, you might wish to write a new one that can be registered for the
QIBM_QSY_VLD_PASSWRD exit point by using the ADDEXITPGM command.

NetServer passwords are still supported at QPWDLVL 2, so any function/service that requires a
NetServer password should still function correctly.

After the administrator is comfortable with running the system at QPWDLVL 2, he can begin to change
the password system values to exploit longer passwords. However, the administrator needs to be aware
that longer passwords will have these effects:

» If passwords greater than 10 characters are specified, the password level 0 and 1 password is cleared.
This user profile would not be able to sign on if the system is returned to password level 0 or 1.

» If passwords contain special characters or do not follow the composition rules for simple object names
(excluding case sensitivity), the password level 0 and 1 password is cleared.

» If passwords greater than 14 characters are specified, the NetServer password for the user profile is
cleared.

* The password system values only apply to the new password level 2 value and do not apply to the
system-generated password level 0 and 1 password or NetServer password values (if generated).

Considerations for Changing QPWDLVL from 2 to 3

After running the system at QPWDLVL 2 for some period of time, the administrator can consider moving
to QPWDLVL 3 to maximize his password security protection.

At QPWDLVL 3, all NetServer passwords are cleared so a system should not be moved to QPWDLVL 3
until there is no need to use NetServer passwords.
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At QPWDLVL 3, all password level 0 and 1 passwords are cleared. The administrator can use the
DSPAUTUSR or PRTUSRPRF command to locate user profiles which don’t have password level 2 or 3
passwords associated with them.

Changing to a Lower Password Level

Returning to a lower QPWDLVL value, while possible, is not expected to be a completely painless
operation. In general, the mind set should be that this is a one-way trip from lower QPWDLVL values to
higher QPWDLVL values. However, there might be cases where a lower QPWDLVL value must be
reinstated.

Each of the following sections discusses the work required to move back to a lower password level.

Considerations for Changing from QPWDLVL 3 to 2

This change is relatively easy. After the QPWDLVL is set to 2, the administrator needs to determine if any
user profile is required to contain NetServer passwords or password level 0 or 1 passwords and, if so,
change the password of the user profile to an allowable value.

Additionally, the password system values might need to be changed back to values compatible with
NetServer and password level 0 or 1 passwords, if those passwords are needed.

Considerations for Changing from QPWDLVL 3to 1 0or 0

Because of the very high potential for causing problems for the system (like no one can sign on because
all of the password level 0 and 1 passwords have been cleared), this change is not supported directly. To
change from QPWDLVL 3 to QPWDLVL 1 or 0, the system must first make the intermediary change to
QPWDLVL 2.

Considerations for Changing from QPWDLVL 2to 1

Before changing QPWDLVL to 1, the administrator should use the DSPAUTUSR or PRTUSRPRF
TYPE(*PWDINFO) command to locate any user profiles that do not have a password level 0 or 1
password. If the user profile requires a password after the QPWDLVL is changed, the administrator
should ensure that a password level 0 and 1 password is created for the profile using one of the
following mechanisms:

* Change the password for the user profile using the CHGUSRPRF or CHGPWD CL command or the
QSYCHGPW API. This will cause the system to change the password that is usable at password levels
2 and 3; and the system also creates an equivalent uppercase password that is usable at password
levels 0 and 1. The system is only able to create the password level 0 and 1 password if the following
conditions are met:

— The password is 10 characters or less in length.
— The password can be converted to uppercase EBCDIC characters A-Z, 0-9, @, #, $, and underscore.
— The password does not begin with a numeric or underscore character.

For example, changing the password to a value of RainyDay would result in the system generating a
password level 0 and 1 password of RAINYDAY. But changing the password value to Rainy Days In
April would cause the system to clear the password level 0 and 1 password (because the password is
too long and it contains blanks).

No message or indication is produced if the password level 0 or 1 password cannot be created.

= Sign on to the system through a mechanism that presents the password in clear text (does not use
password substitution). If the password is valid and the user profile does not have a password that is
usable at password levels 0 and 1, the system creates an equivalent uppercase password that is usable
at password levels 0 and 1. The system is only able to create the password level 0 and 1 password if
the conditions listed above are met.

The administrator can then change QPWDLVL to 1. All NetServer passwords are cleared when the
change to QPWDLVL 1 takes effect (next IPL).
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Considerations for Changing from QPWDLVL 2 to O
The considerations are the same as those for changing from QPWDLVL 2 to 1 except that all NetServer
passwords are retained when the change takes effect.

Considerations for Changing from QPWDLVL 1 to O

After changing QPWDLVL to 0, the administrator should use the DSPAUTUSR or PRTUSRPRF command
to locate any user profiles that do not have a NetServer password. If the user profile requires a NetServer
password, it can be created by changing the user’s password or signing on through a mechanism that
presents the password in clear text.

The administrator can then change QPWDLVL to 0.

Planning Libraries

Many factors affect how you choose to group your application information into libraries and manage
libraries. This topic addresses some of the security issues associated with library design.

To access an object, you need authority to the object itself and to the library containing the object. You
can restrict access to an object by restricting the object itself, the library containing the object, or both.

A library is like a directory used to locate the objects in the library. *USE authority to a library allows you
to use the directory to find objects in the library. The authority for the object itself determines how you
can use the object. *USE authority to a library is sufficient to perform most operations on the objects in
the library. See [‘Library Security” on page 114 for more information about the relationship between
library and object authority.

Using public authority for objects and restricting access to libraries can be a simple, effective security
technique. Putting programs in a separate library from other application objects can also simplify security
planning. This is particularly true if files are shared by more than one application. You can use authority
to the libraries containing application programs to control who can perform application functions.

Here are two examples of using library security for the JKL Toy Company applications. (See
for a diagram of the applications.)

* The information in the CONTRACTS library is considered confidential. The public authority for all the
objects in the library is sufficient to perform the functions of the Pricing and Contracts application
(*CHANGE). The public authority to the CONTRACTS library itself is *EXCLUDE. Only users or
groups authorized to the Contracts and Pricing application are granted *USE authority to the library.

* The JKL Toy Company is a small company with a nonrestrictive approach to security, except for the
contract and pricing information. All system users are allowed to view customer and inventory
information, although only authorized users can change it. The CUSTLIB and the ITEMLIB libraries,
and the objects in the libraries, have public authority of *USE. Users can view information in these
libraries through their primary application or by using Query. The program libraries have public
authority *EXCLUDE. Only users who are allowed to change inventory information have access to the
ICPGMLIB. Programs that change inventory information adopt the authority of the application owner
(OWNIC) and thus have *ALL authority to the files in the ITEMLIB library.

Library security is effective only if these rules are followed:
» Libraries contain objects with similar security requirements.

» Users are not allowed to add new objects to restricted libraries. Changes to programs in the libraries
are controlled. That is, application libraries should have public authority of *USE or *EXCLUDE unless
users need to create objects directly into the library.

» Library lists are controlled.
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Planning Applications to Prevent Large Profiles

Because of the potential impacts on performance and security, IBM strongly recommends the following
actions to avoid profiles from becoming too full:

* Do not have one profile own everything on your system.

Create special user profiles to own applications. Owner profiles that are specific to an application make
it easier to recover applications and to move applications between systems. Also, information about
private authorities is spread among several profiles, which improves performance. By using several
owner profiles, you can prevent a profile from becoming too large because of too many objects. Owner
profiles also allow you to adopt the authority of the owner profile rather than a more powerful profile
that provides unnecessary authority.

* Avoid having applications owned by IBM-supplied user profiles, such as QSECOFR or QPGMR.

These profiles own a large number of IBM-supplied objects and can become difficult to manage.
Having applications owned by IBM-supplied user profiles can also cause security problems when
moving applications from one system to another. Applications owned by IBM-supplied user profiles
can also affect performance for commands, such as CHKOBJITG and WRKOBJOWN.

» Use authorization lists to secure objects.

If you are granting private authorities to many objects for several users, you should consider using an
authorization list to secure the objects. Authorization lists will cause one private authority entry for the
authorization list in the user’s profile rather than one private authority entry for each object. In the
object owner’s profile, authorization lists cause an authorized object entry for every user granted
authority to the authorization list rather than an authorized object entry for every object multiplied by
the number of users that are granted the private authority.

Library Lists

The library list for a job provides flexibility. It also represents a security exposure. This exposure is
particularly important if you use public authority for objects and rely on library security as your primary
means of protecting information. In this case, a user who gains access to a library has uncontrolled access
to the information in the library. The topic [“Library Lists” on page 183 provides a discussion of security
issues associated with library lists.

To avoid the security risks of library lists, your applications can specify qualified names. When both the
object name and the library are specified, the system does not search the library list. This prevents a
potential intruder from using the library list to circumvent security.

However, other application design requirements might prevent you from using qualified names. If your
applications rely on library lists, the technique described in the next section can reduce the security
exposure.

Controlling the User Library List

As a security precaution, you might want to make sure that the user portion of the library list has the
correct entries in the expected sequence before a job runs. One method for doing this is to use a CL
program to save the user’s library list, replace it with the desired list, and restore it at the end of the
application. Here is a sample program to do this:
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PGM

DCL &USRLIBL *CHAR LEN(2750)
DCL &CURLIB *CHAR LEN(10)
DCL &ERROR *LGL

DCL &CMD *CHAR LEN(2800)

MONMSG ~ MSGID(CPFOOO0) +
EXEC(GOTO SETERROR)
RTVJOBA USRLIBL(&USRLIBL) +
CURLIB(&CURLIB)
IF COND(&CURLIB=('+NONE')) +
THEN(CHGVAR &CURLIB '#CRTDFT ')
CHGLIBL LIBL(QGPL) CURLIB(*CRTDFT)

/*********************************/

/* */
/* Normal processing x/
/* */

/*********************************/
GOTO ENDPGM
SETERROR: CHGVAR  &ERROR '1'
ENDPGM: CHGVAR  &CMD +
('CHGLIBL LIBL+
(" *CAT &USRLIBL *CAT') +
CURLIB(' *CAT &CURLIB *TCAT ' )')
CALL QCMDEXC PARM(&CMD 2800)
IF &ERROR SNDPGMMSG MSGID(CPF9898) +
MSGF (QCPFMSG) MSGTYPE (*ESCAPE) +
MSGDTA('The xxxx error occurred')
ENDPGM

Figure 34. Program to Replace and Restore Library List

Notes:

1. Regardless of how the program ends (normally or abnormally), the library list is returned to the
version it held when the program was called, because error handling includes restoring the library
list.

2. Because the CHGLIBL command requires a list of library names, it cannot be run directly. The
RTVJOBA command, therefore, retrieves the libraries used to build the CHGLIBL command as a
variable. The variable is passed as a parameter to the QCMDEXC function.

3. If you exit to an uncontrolled function (for example, a user program, a menu that allows commands
to be entered, or the Command Entry display) in the middle of a program, your program should
replace the library list on return to ensure adequate control.

Changing the System Library List
If your application needs to add entries to the system portion of the library list, you can use a CL
program similar to the one shown in with the following changes:

* Instead of using the RTVJOBA command, use the Retrieve System Values (RTVSYSVAL) command to
get the value of the QSYSLIBL system value.

* Use the Change System Library List (CHGSYSLIBL) command to change the system portion of the
library list to the desired value.

* At the end of your program, use the CHGSYSLIBL command again to restore the system portion of the
library list to its original value.

* The CHGSYSLIBL command is shipped with public authority *EXCLUDE. To use this command in
your program, do one of the following actions:

— Grant the program owner *USE authority to the CHGSYSLIBL command and use adopted authority.
— Grant users running the program *USE authority to the CHGSYSLIBL command.
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Describing Library Security

As an application designer, you need to provide information about a library for the security
administrator. The security administrator uses this information to decide how to secure the library and its
objects. Typical information needed is:

* Any application functions which add objects to the library.

» Whether any objects in the library are deleted during application processing.
* What profile owns the library and its objects.

* Whether the library should be included on library lists.

provides a sample format for providing this information:
Library name: ITEMLIB

Public authority to the library: +*EXCLUDE

Public authority to objects in the library: *CHANGE

Public authority for new objects (CRTAUT):  *CHANGE

Library owner: OWNIC

Include on library lists? No. Library is added to library 1ist by initial application program or initial query
program.

List any functions that require *ADD authority to the library:

No objects are added to the Tibrary during normal application processing. List any objects requiring *OBIMGT
or *OBJEXIST authority and what functions need that authority:

A11 work files, whose names begin with the characters ICWRK, are cleared at month-end. This requires
*0BJIMGT authority.

Figure 35. Format for Describing Library Security

Planning Menus

Menus are a good method for providing controlled access on your system. You can use menus to restrict
a user to a set of strictly controlled functions by specifying limited capabilities and an initial menu in the
user profile.

To use menus as an access control tool, follow these guidelines when designing them:
* Do not provide a command line on menus designed for restricted users.

* Avoid having functions with different security requirements on the same menu. For example, if some
application users are allowed to only view information, not change it, provide a menu that has only
display and print options for those users.

* Make sure that the set of menus provides all the necessary links between menus so the user does not
need a command line to request one.

* Provide access to a few system functions, such as viewing printer output. The ASSIST system menu
gives this capability and can be defined in the user profile as the Attention-key-handling program. If
the user profile has a class of *USER and has limited capabilities, the user cannot view the output or
jobs of other users.

+ Provide access to decision-support tools from menus. The topic[“Using Adopted Authority in Menu|
[Design” on page 204] gives an example of how to do this.
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» Consider controlling access to the System Request Menu or some of the options on this menu. See
[System Request Menu” on page 208| for more information.

* For users who are allowed to run only a single function, avoid menus entirely and specify an initial
program in the user profile. Specify *SIGNOFF as the initial menu.

At the JKL Toy Company, all users see an inquiry menu allowing access to most files. For users who are
not allowed to change information, this is the initial menu. The return option on the menu signs the user
off. For other users, this menu is called by an inquiry option from application menus. By pressing F12
(Return), the user returns to the calling menu. Because library security is used for program libraries, this
menu and the programs it calls are kept in the QGPL library:

INQMENU Inquiry Menu )

Item Descriptions
Item Balances
Customer Information
Query

0ffice

Gl W N =

Enter option ==>
Fl=Help F12=Return

Figure 36. Sample Inquiry Menu

Using Adopted Authority in Menu Design

The availability of decision-support tools, such as Query/400, poses challenges for security design. You
might want users to be able to view information in files using a query tool, but you probably want to
make sure that the files are changed only by tested application programs.

No method exists in the resource security definitions for a user to have different authority to a file in
different circumstances. However, using adopted authority allows you to define authority to meet
different requirements.

Note: [‘Objects That Adopt the Owner’s Authority” on page 12§ describes how adopted authority works.
“Flowchart 8: How Adopted Authority Is Checked” on page 160 describes how the system checks
for adopted authority.

Figure 37[shows a sample initial menu that uses adopted authority to provide controlled access to files
using query tools:

4 MENU1 Initial Menu h
1. Inventory Control (ICSTART)
2. Customer Orders  (COSTART)
3. Query (QRYSTART)
4. Office (OFCSTART)
(no command Tine)

Figure 37. Sample Initial Menu
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The programs that start applications (ICSTART and COSTART) adopt the authority of a profile that owns
the application objects. The programs add application libraries to the library list and display the initial
application menu. Here is an example of the Inventory Control program (ICSTART).

PGM

ADDLIBLE ITEMLIB
ADDLIBLE ICPGMLIB
GO ICMENU
RMVLIBLE ITEMLIB
RMVLIBLE ICPGMLIB
ENDPGM

Figure 38. Sample Initial Application Program

The program that starts Query (QRYSTART) adopts the authority of a profile (QRYUSR) provided to
allow access to files for queries. shows the QRYSTART program:

PGM

ADDLIBLE ITEMLIB
ADDLIBLE CUSTLIB
STRQRY

RMVLIBLE ITEMLIB
RMVLIBLE CUSTLIB
ENDPGM

Figure 39. Sample Program for Query with Adopted Authority

The menu system uses three types of user profiles, shown in [Table 119 [Table 120| describes the objects
used by the menu system.

Table 119. User Profiles for Menu System

Limit Special
Profile Type Description Password Capabilities Authorities Initial Menu
Application owner Owns all application objects and has *ALL *NONE Not applicable  As needed by Not applicable
authority. OWNIC owns Inventory Control application
application
Application user * Example profile for anyone who uses the menu  Yes *YES None MENU1
system
Query Profile Used to provide access to libraries for query *NONE Not applicable  None Not applicable
o The current library specified in the application user profile is used to store any queries created. The Attention-key-handling program is
*ASSIST, giving the user access to basic system functions.
Table 120. Objects Used by Menu System
Object Name Owner Public Authority Private Authorities Additional Information
MENUL1 in QGPL library See Note *EXCLUDE *USE authority for any users who In QGPL library because users do
are allowed to use the menu not have authority to application
libraries
ICSTART program in QGPL OWNIC *EXCLUDE *USE authority for users authorized Created with USRPRF(*OWNER) to
to Inventory Control application adopt OWNIC authority
QRYSTART program in QGPL QRYUSR *EXCLUDE *USE authority for users authorized Created with USRPRF(*OWNER) to
to create or run queries adopt QRYUSR authority
ITEMLIB OWNIC *EXCLUDE QRYUSR has *USE
ICPGMLIB OWNIC *EXCLUDE
Files available for Query in OWNIC *USE
ITEMLIB
Files not available for Query in OWNIC *EXCLUDE
ITEMLIB
Programs in ICPGMLIB OWNIC *USE

Note: A special owner profile can be created for objects used by multiple applications.
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When USERA selects option 1 (Inventory Control) from MENUL, program ICSTART runs. The program
adopts the authority of OWNIC, giving *ALL authority to the inventory control objects in ITEMLIB and
the programs in ICPGMLIB. USERA is thus authorized to make changes to the inventory control files
while using options from the ICMENU.

When USERA exits ICMENU and returns to MENU1, the ITEMLIB and ICPGMLIB libraries are removed
from the USERA library list, and program ICSTART is removed from the program stack. USERA is no
longer running under adopted authority.

When USERA selects option 3 (Query) from MENUL, program QRYSTART runs. The program adopts the
authority of QRYUSR, giving *USE authority to the ITEMLIB library. The public authority to the files in
ITEMLIB determines which files USERA is allowed to query.

This technique has the advantage of minimizing the number of private authorities and providing good

performance when checking authority:

* The objects in the application libraries do not have private authorities. For some application functions,
public authority is adequate. If public authority is not adequate, owner authority is used.
[Adopted Authority without Private Authority” on page 169 shows the authority checking steps.

» Access to the files for query uses public authority to the files. The QRYUSR profile is only specifically
authorized to the ITEMLIB library.

* By default, any query programs created are placed in the user’s current library. The current library
should be owned by the user, and the user should have *ALL authority.

* Individual users only need to be authorized to MENU1, ICSTART, and QRYSTART.

Consider these risks and precautions when using this technique:

* USERA has *ALL authority to all entire inventory control objects from ICMENU. Make sure that the
menu does not allow access to a command line or allow unwanted delete and update functions.

* Many decision-support tools allow access to a command line. The QRYUSR profile should be a limited
capability user without special authorities to prevent unauthorized functions.

Ignoring Adopted Authority

[Using Adopted Authority in Menu Design| shows a technique for providing query capability without
allowing uncontrolled changes to application files. This technique requires the user to return to the initial
menu before running queries. If you want to provide the convenience of starting query from application
menus as well as from the initial menu, you can set up the QRYSTART program to ignore adopted
authority.

Note: [‘Programs That Ignore Adopted Authority” on page 131] provides more information about ignoring
adopted authority. [“Flowchart 8: How Adopted Authority Is Checked” on page 160|describes how
the system checks for adopted authority.

|Figure 40 on page 207| shows an application menu that includes the QRYSTART program:
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4 N
ICMENU Inventory Control Menu

Issues (ICPGM1)

Receipts (ICPGM2)
Purchases (ICPGM3)
Query (QRYSTART)

BN =

(no command Tine)

Figure 40. Sample Application Menu with Query

The authority information for the QRYSTART program is the same as shown in[Table 120 on page 205)
The program is created with the use adopted authority (USEADPAUT) parameter set to *NO, to ignore
the adopted authority of previous programs in the stack.

Here are comparisons of the program stacks when USERA selects query from MENU1 (see
and from ICMENU:
Program stack when query selected from MENU1

MENU1 (no adopted authority)

QRYSTART (adopted authority QRYUSR)

Program stack when query selected from ICMENU
MENU1 (no adopted authority)
ICMENU (adopted authority OWNIC)
QRYSTART (adopted authority QRYUSR)

By specifying the QRYSTART program with USEADPAUT(*NO), the authority of any previous programs
in the stack is not used. This allows USERA to run query from ICMENU without having the ability to
change and delete files, because the authority of OWNIC is not used by the QRYSTART program.

When USERA ends query and returns to ICMENU, adopted authority is once again active. Adopted
authority is ignored only as long as the QRYSTART program is active.

If public authority to the QRYSTART program is *USE, specify USEADPAUT(*NO) as a security
precaution. This prevents anyone running under adopted authority from calling the QRYSTART program
and performing unauthorized functions.

The inquiry menu (]Figure 36 on page 204[) at the JKL Toy Company also uses this technique, because it
can be called from menus in different application libraries. It adopts the authority of QRYUSR and
ignores any other adopted authority in the program stack.

Describing Menu Security

As an application designer, you need to provide information about a menu for the security administrator.
The security administrator uses this information to decide who should have access to the menu and what
authorities are required. Typical information needed is:

* Whether any menu options require special authorities, such as *SAVSYS or *JOBCTL.
* Whether menu options call programs that adopt authority.

* What authority to objects is required for each menu option. You should only need to identify those
authorities that are greater than normal public authority.

[Figure 41 on page 208 shows a sample format for providing this information.

Chapter 7. Designing Security 207



Menu name: MENU1 Library:  QGPLOption number: 3 Description: Query
Program called: QRYSTART Library:  QGPL

Authority adopted: QRYUSR

Special authority required: None

Object authorities required: User must have *USE authority to QRYSTART
program. QRYUSR must have *USE authority to libraries containing

files to be queried. User, QRYUSR, or public must have *USE

authority to files being queried.

Figure 41. Format for Menu Security Requirements

System Request Menu

A user can use the system request function to suspend the current job and display the System Request
Menu. The System Request Menu allows the user to send and display messages, transfer to a second job,
or end the current job.

When your system is shipped, public authority to the System Request Menu is *USE. The simplest way to
prevent users from accessing this menu is to restrict authority to the panel group QGMNSYSR:

» To prevent specific users from seeing the System Request Menu, specify *EXCLUDE authority for those
users:
GRTOBJAUT OBJ(QSYS/QGMNSYSR) +
OBJTYPE(*PNLGRP)  +
USER(USERA) AUT (*EXCLUDE)
* To prevent most users from seeing the System Request Menu, revoke public authority and grant *USE
authority to specific users:
RVKOBJAUT 0BJ(QSYS/QGMNSYSR) +
OBJTYPE (*PNLGRP) +
USER(*PUBLIC) AUT(*ALL)
GRTOBJAUT OBJ(QSYS/QGMNSYSR) +
OBJTYPE(*PNLGRP)  +
USER(USERA) AUT (*USE)

Some of the actual commands used for the System Request menu come from the CPX2313 message in the
QCPFMSG message file. Commands are qualified with a library name from the CPX2373 message. The
values in the CPX2373 message for each command are *NLVLIBL or *SYSTEM. Someone might
potentially use the Override Message File (OVRMSGF) command to change the commands that the
System Request menu options use.

Each time the System Request key is pressed, the system automatically changes the current user profile of
the job to the initial user profile of the job. This is done so that the user does not have any additional
authority on the System Request menu or in the Presystem Request Program exit program. After the
System Request function is completed, the current user profile of the job is returned to the value that it
was before the System Request key was pressed.

You can prevent users from selecting specific options from the System Request Menu by restricting the
authority to the associated commands. |Tab|e 121 on page 209| shows the commands associated with the
menu options:
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Table 121. Options and Commands for the System Request Menu

Option Command

1 Transfer Secondary Job (TFRSECJOB)

2 End Request (ENDRQS)

3 Display Job (DSPJOB)

4 Display Message (DSPMSG)

5 Send Message (SNDMSG)

6 Display Message (DSPMSG)

7 Display Workstation User (DSPWSUSR)

10 Start System Request at Previous System (TFRPASTHR). (See note below.)
11 Transfer to previous system (TFRPASTHR). (See note below.)

12 Display 3270 emulation options (See note below.)

13 Start System Request at Home System (TFRPASTHR). (See note below.)
14 Transfer to Home System (TFRPASTHR). (See note below.)

15 Transfer to End System (TFRPASTHR). (See note below.)

50 End Request on Remote System (ENDRDBRQS). (See note below.)

80 Disconnect Job (DSCJOB)

90 Sign-Off (SIGNOFF)

Notes:

1. Options 10, 11, 13, 14, and 15 are displayed only if display station pass-through has been started with the Start
Pass-Through (STRPASTHR) command. Option 10, 13, and 14 are only displayed on the target system.

2. Option 12 is only displayed when 3270 emulation is active.
3. Option 50 is displayed only if a remote jobs is active.
4. Some of the options have restrictions for the System/36 environment.

For example, to prevent users from transferring to an alternative interactive job, revoke public authority
to the Transfer to Secondary Job (TFRSECJOB) command and grant authority only to specific users:
RVKOBJAUT OBJ(TFRSECJOB) OBJTYPE (*CMD)

USER(*PUBLIC) AUT(*ALL)

GRTOBJAUT OBJ(TFRSECJOB) OBJTYPE(*CMD)
USER(USERA) AUT (*USE)

If a user selects an option for which the user does not have authority, a message is displayed.
If you want to prevent users from general use of the commands from the System Request menu but still

want them to be able to run a command at a specific time (such as sign-off), you can create a CL program
that adopts the authority of an authorized user and runs the command.

Planning Command Security

Menu security is a good technique for users who need applications and limited system functions. Some
users need a more flexible environment and the capability to run commands. When your system arrives,
the ability to use commands is set up to meet the security needs of most installations. Some commands
can be run only by a security officer. Others require a special authority, such as *SAVSYS. Most
commands can be used by anyone on the system.

You can change the authority to commands to meet your security requirements. For example, you might
want to prevent most users on your system from working with communications. You can set the public
authority to *EXCLUDE for all commands that work with communications objects, such the CHGCTLxxX,
CHGLINxxx, and CHGDEVxxx commands.

If you need to control which commands can be run by users, you can use object authority to the
commands themselves. Every command on the system has object type *CMD and can be authorized to
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the public or only to specific users. To run a command, the user needs *USE authority to it. |Appendix C
lists all the commands that are shipped with the public authority set to *EXCLUDE.

If you use the System/38 library, you need to restrict security-relevant commands in that library also. Or,
you might restrict access to the entire library. If you use one or more national language versions of the
i5/0S licensed program on your system, you need to restrict commands in the additional QSY Sxxx
libraries on your system as well.

Another useful security measure is to change the default values for some commands. The Change
Command Default (CHGCMDDFT) command allows you to do this.

Planning File Security

The information contained in database files is often the most important asset on your system. Resource
security allows you to control who can view, change, and delete information in a file. If users require

different authority to files depending on the situation, you can use adopted authority. |“Using Adopted|
[Authority in Menu Design” on page 204| gives an example of this method.

For critical files on your system, keep a record of what users have authority to the file. If you use group
authority and authorization lists, you need to keep track of users who have authority through those
methods, as well as users who are directly authorized. If you use adopted authority, you can list
programs that adopt the authority of a particular user using the Display Program Adopt (DSPPGMADP)
command.

You can also use the journaling function on the system to monitor activity against a critical file. Although
the primary intent of a journal is to recover information, it can be used as a security tool. It contains a
record of who has accessed a file and in what way. You can use the Display Journal (DSPJRN) command
to view a sampling of journal entries periodically.

Securing Logical Files

Resource security on the system supports field-level security of a file. You can also use logical files to
protect specific fields or records in a file. See the DB2 Universal Database™ for iSeries topic in the
information center for more information. See [‘Prerequisite and Related Information” on page xvil for
details.

A logical file can be used to specify a subset of records that a user can access (by using select and omit
logic). Therefore, specific users can be prevented from accessing certain record types. A logical file can be
used to specify a subset of fields in a record that a user can access. Therefore, specific users can be
prevented from accessing certain fields in a record.

A logical file does not contain any data. It is a particular view of one or more physical files that contain
the data. Providing access to the information defined by a logical file requires data authority to both the
logical file and the associated physical files.

|Figure 42 on page 211| shows an example of a physical file and three different logical files associated with
it.
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LOGICAL FI1LES

CUSTINFO CUSTCRDT CUSTSLS

Name Name Name
Address Address Address
Credit Limit Credit Limit Sales
Sales

! ! !

Physical Files -- CUSTMAST

Name Address Credit Sales
Limit To Date

RBAFW532-0

Figure 42. Using a Logical File for Security

Members of the sales department (group profile DPTSM) are allowed to view all fields, but they cannot
change the credit limit. Members of the accounts receivable department (group profile DPTAR) are
allowed to view all fields, but they cannot change the sales field. The authority to the physical file looks
like this:

Table 122. Physical File Example: CUSTMAST File
Authority Users: *PUBLIC

Object Authorities
*OBJOPR
*OBIMGT
*OBJEXIST
*OBJALTER
*OBJREF

Data Authorities
*READ

*ADD

*UPD

*DLT
*EXECUTE
*EXCLUDE

X X X X X

The public should have all data authority but no object operational authority to the CUSTMAST physical
file. The public cannot access the CUSTMAST file directly because *OBJOPR authority is required to open
a file. The public’s authority makes all the data authority potentially available to users of the logical file.

Authority to the logical files looks like this:
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Display Object Authority
Object . . . . . . . : CUSTINFO Owner . . . . . . . : OWNAR
Library . . . . . : CUSTLIB Primary group . . . :  *NONE
Object type . . . . : *FILE ASP device . . . . . :  *SYSBAS
Object secured by authorization Tist . . . . . . . . . . . : =*NONE
Object
User Group Authority
*PUBLIC *USE
Ao %
4 N
Display Object Authority
Object . . . . . . .« CUSTCRDT Owner . . . . . . . : OWNAR
Library . . . . . : CUSTLIB Primary group . . . : DPTAR
Object type . . . . : *FILE ASP device . . . . . :  *SYSBA